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UNITED STATES DISTRICT COURT
OF SOUTHERN DISTRICT OF NEW YORK

CASE NO: 1:11-¢v-04777-GBD

K-BEECH, INC., DECLARATION OF TOBIAS FIESER IN
SUPPORT OF PLAINTIFF’S MOTION FOR
Plaintiff, LEAVE TO TAKE DISCOVERY PRIOR TO A

v. RULE 26(f) CONFERENCE

JOHN DOES 1-21,

Defendant.

I, TOBIAS FIESER, HEREBY DECLARE:

1. My name is Tobias Fieser.
2. I am over the age of 18 and am otherwise competent to make this declaration.
3 This declaration is based on my personal knowledge and, if called upon to do so, I will

testify that the facts stated herein are true and accurate.

4. I am employed by IPP, Limited (“IPP”), a company organized and existing under the
laws of Germany, in its litigation support department.

5 Among other things, IPP is in the business of providing forensic investigation services to
copyright owners.

6. As part of my duties for IPP, I routinely i&mti@ the.Intémet Protoc;)l .(“IP”) 'a'ddresseé
that arebemg 1l1sed by thosé péople. that are ﬁsing the. Bit;l'o;-rent prétocol to reproduce, distﬁbute, displa.y
or perform copyrighted works.

7. - An 1P addr'ess isa uniciue numerical identifier tha-lt is éutomati;:ally aséigned to an internet
user by the user’s Internet Service Provider (“ISP”).

8. ISPs keep track of the IP addresses assignéd to their subscribers.

9. Only the ISP to whom a particular IP address has been assigned for use by its subscribers

can correlate the 1P address to a real’person, the subscriber of the internet service.

| 1
EXHIBIT A
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10 From time fo time, a subscriber of intemet services may be assigned different 1P
addresses from their ISP. Accordingly, to coirelate a person with an IP address the ISP also needs to
know when the IP address was being tsed.

11. Many 18Ps only retain the information sufficient to correlate an IP addressto a person at
‘a given time for a very limited amount of time.

12.  Plaintiff retained IPP to identify the IP addresses that are being used by those people that
are using the BitTorrent protocol and the internet to reproduce, distribute, display or perform Plaintiffs’
‘copyrighted works,

13. 1PP tasked me with implementing, monitoring, analyzing, reviewing and attesting to the
results of the investigation. |

14, During the performance of my duties, 1 wused forensic sofiware named
INTERNATIONAL IPTRACKER v1.2.1 and related technology enabling the scanniﬁg of peer-to-
peer networks for the presence of infr.inging transactions. A summary of how the software works is
atta;:ﬁed as Exl;ibit A . N

s, INTERNATIONAL IPTRACKER v1.2.1 was correctly installed and initiated on a
server located in the United States of America. |

16. I personally exiracted the resulting data emanating from the investigation,

17. Afler reviewing the evidence logs, I isolated the transactions and the IP addresses being
used on the Bit;i‘orrent peer-to-peer network o reproduce?, distribute, display or perform Piainti_ﬁfs.’
.copyrighted work.

8. Through each of the transactions, the computers using the IP addresses identified on
Exhibit B -connécted to tfl_e investigative server i1;4 qrder 10 trans;ﬁit a fuli copy, or. a pofcima thereof, of a
. digital media file identified by the hash value set forth on Ex-hi_t'}it B into tl]is.biétrict. .

19. The IP addresses, hash values and hit dates qeniained on-Exhibit B correctly reflect wfxat

is contained in the evidence logs.




20.  The peers using the IP addresses set forth on Exhibit B were all part of a “swarm” of
peers that were reproducing, distributing, displaying or performing the copyrighted work identified on
Exhibit B.

21. F'analyzed each BitTorrent “piece” distributed by each IP address listed on Exhibit B and
-verified that reassembling. the -pieces using a specialized BitToirent Client resuits in a fully playable
digital motion picture.

22, T was previded with a control copy of the copyrighted work identified on Exhibit B (the
“Movie”). 1 viewed the Movié side-by-side with the-di_gital media file identified by the hash value set
“forth on Exhibit B:and determined that they were identical, striking similar or substantially similar.

23. Once provided with the IP address, _§1us the c_iate and time of the deter_:md a_nd
documented inf:ringing activity, I8Ps can use their subscriber logs to identify the nafnc, address, email
address, phone number and Media Access Controf number of the subscriber.

FURTHER DECLARANT SAYETH NAUGHT.

DECLARATION

PURSUANT TO 28 U.S.C. § 1746, I hereby declare under penalty of perjury under the laws of
the United States of America that the foregoing is true and correct.

Executed on this ~77 ¢4 day of Teme. . L2011,

TOBIAS FIESER

By: e,

L
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EXHIBIT A

TO: DECLARATION OF TOBIAS FIESER IN SUPPORT OF PLAINTIFF'S
'. MOTION FOR LEAVE TO TAKE DISCOVERY PRICR TO A RULE 26(1)
CONFERENCE )
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IPP international LTD.

""" _FUNCTIONAL DESCRIPTION

IPP international IPTRACKER v1.2.1
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1 Infroduction

- The following disquisition intraduces the sofiware IPP international IPTRACKER. The software
was developed io determine copyright violations in peer-to-peer networks (called P2P
_networks) and o preserve evidences during flegal distribution of copyright protected material.

P2P allows spreading data of every kind (software, music, video etc.)via the Infernet fast. The
data is saved on the computers of the participants and Is distributed by common P2P sofiware
products which are available on the intemet for free. The Data is usually copled from foreign
computers {called download) while other data is sent at the same time {called upload). Every
participant can release files on his computer and make it available to others, comparable io
the file release funclion within a local network. The files are copled via direct connection

" between the computers. P2P networks have millions of users and offer an enormous varisty of

- fles.
. The progadure Iiself is lggal for data which is:nof Under capyright.., "

. A commgan description of the operation of most commonly used P2P peer—,tmpégr, techniques
"used to exchiange data on the Intemet can be found in the addendum. =~ B
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.2 The program IPP international IPTRACKER v1.2.1

- 2.1 Description of Action -

21.1 Filesearch

. DOneceafieis downloaded verified and definitely allocated to a Rights holder, the hash value is
used to determine possible sources on the intemet. Different servers, trackers and clients
provide lists of IPs where the specific file could or still can be downioaded.

21.2 Summar:zation of the procedure -

These lists are downloaded from the providing system and computed sequentiafly. Each 1P
found in these lists is requested using the common P2P protocel functions. If the requested P2P
client confirms the ex:stence of the file-on the local hard drsc (in the shared folders), the .

. download i$ started. - - T T
I the part downloaded is sufﬁclent to be verrﬁed and oompared to tha ongmal the P address L

" and exact timé and date is stored in a secure daiabase T '
The downioad process is contmuad

After com pletlon of the download process and before the stored mformatlon is used for further )
steps the downloaded data is compared with the ongmal {complete already downioaded and
) verrf ed f;le) bit by blt .

2.4.3 Safety of IP and other connection data

LN T A

A direct and continuous connection: between the IPTRAGKER-server and the uploader of the file - -

is established and exists at least 10 seconds before, during and at least 10 seconds after the
- capture sequence i.. during the whole download process.

Optionally the screen can be capture automatically to backup another evidence.

2.1.4 The date and time
The. (IPTRACKER-) server date and time is synchronised every minute via Network time _

“protocol (NTP). This function is provided by an addiional program

(Bimension 4 v5.0 http:/fwww thinkman. com/idimensiond). -
The synchronization report is saved frequently and mdundanﬂy stored on & file sefver. The ume

is received from the Feéderal technolnglcai institute in Brunswick {Physikalisch-Technische
Bundesanstait in Braunschwerg) and has'a maximum deviation of for 1/10 setond (atormc
_Clock). . . ; .

Several other redundant mstltutes provrdmg the exact trme are stored inan mternal database of
the program Drmensron 4, . . . . oo
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2.2 Visualisation of the process
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2 3 Description of the most important program functions

The 1PP international IPTRACKER is based on the hybrid Filesharing client Shareaza 2.4.0.0. Ali
communication interfaces correspond to the specifications of the P2P protecols Bittorrent,
Gnutella 1 and 2 as well as ED2K. These interfaces wers left invariably in the filesharing client.
“The function of the upload in addilion was reduced to a minimum (handshaking).
" The IPP international IPTRACKER merely stores the data of the husls connected with, if the
package venﬁcatxon succesds, )
» IP address
e port
~ » - exactcapture time -
" % name of the protocol *
o flename .
. flesize |
--.. ..+ -hashyalues.of the file (SHAL ED26, BITH) .~ . . ..,
. GUID
* username

« clientname

_« . content downloaded

. " A screenshot of the host can be made by the IPTRACKER program. The host is marked
automatically during the download phase to saféguatd another evidénce. Not relevant entnes
are masked The name of the. screenshot is also stored in the database. - . : :

To guarantee the ammutabsllty of the data, IP, daie and time is sagned thh a prwate 40086 b]t
‘RSA key. The RSA key is included internally in the IPTRACKER program usmg a precomplied
{ibrary and can be not read or useci ersewhere .

RSA isa recogmzed asymmetrical encodlng procedure which can be used both for the encndmg
_and for the d:grtal sngnature it uses a key pair conmstmg of a private key which is used decode.
. or sign data and a ‘pubiic key with which aecoa[ng or slgnature checks are made poss;ble Bom
keys are kept secret
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Logdata database

The data is stored in a MySQL database. The database server runs locally as a service on the
respective server. The connection is established via ODBC driver: MyODBC-3.51.11. The query
: language is SQL. The IPTRACKER program accesses the database exclusively wrifing. The
entries right-related cannot be changed.

" The datais exclusively submitted as data sheets for the assertion of the injured rights.

3.1 Protection of data privacy and data security

The rack-servers are stored in a room which Is !ocked and protected with most current security
.mechamsms .

"Thé database sspassword protécted and sforad on'an encoded hard d:sk. 'i‘h& hard disk is.

R ‘encoded with TrueCrypt 8.0 using AES encyption. The password is- not saved on any computer,

only known by two people and has more than 25 signs. It must be entered manually at every
. -system startup. When the hard disk is removed fiom the. computer of the power supply, it has to -
* be mountad again usmg the password ’

If the hard disk should be reached by unauthonzed peopie the data securxty iS therefore

.-ensured atany time. - -~ .. e

To maximize data security, the [PTRACKER program offers an implemented program function
. which permits not only to sign but also to encode completely relevant data. So the data cannot
- be seen'or changed even by persons with direct access to the'server. -

" To creafe valid eniries the secret key pair is necessary. It is not possubiy to store data manually
at any time.

Only the lPTRAC'KER progrém is able to creéte v'aiid"data.'

The data can only be decoded and used by the responsible lawyer, only his software contains
. the deciphering method and this one in th;s case aiso secret (cal!ed “public") key. T
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4 Addendum
Basic Knowledge

~ P2P nelworks can be subdivided into several groups using their structure and operation.

Centralized P2P systems '

These systems are using a ceniral server to which all knots are connected. All search

enquiries from the knots are processed by the server. The basis of P2P systems is the data
. transmission between the individual knots. A direet connection between the knots is

established when the file is found on & specific knot.

_ The server is the botile of the neck in fhis process.

- _Nowa(iéys b.eﬁﬁali;_ed PZF' sy_réterﬁs qré of more rbind_r .‘!mﬁortal_ice. '

Pure. P2P systems without.a central instance - ¥
“There are networks withotit a cential seiver which do not manage any central data stock
(Gnutel!a1 and Gnutella2 network). .

P2P-Filesharing networks via server ¢lient protocal

There are natworks with one or several central servers which manage information about the
-users connecled at present. This is provided by the Bittorrent and eDonkey network. With the
installation of Emule the users receive a list of alt users (file: server.met) attached to a server
and all released files. Bittorrent and eDonkeéy cover currenfly 95% of the exchange activity.
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Gnutell_a

" Gnutella is a P2P network decentralized completely which can be observed by the IPP
international IPTRACKER software. "Decentralized” means thai every knot uses a similar
software and there are no central servers which process search enquities.

A search query is passed td the neighbouring systems at first. These systems refer the query to
their neighbours until the requested file was found. After that a direct connection for the data
fransmission can be established between searching and offering knot

Gnutella 2

Gnuiella 2 works most largely like the orlginal Gnutelia network with a simitar connection system

- but Unicode?2 search function with extensive mefadata, TigerTree Hashing, and generally faster-
Jlink speed. A "Partial file Sharing” function was implemented which divides files into paris. .- - -
Ifs possible 1o download these parts from different knots instead of downloading the whole file
from one knot. ' ’ '

~ Some known Gutelia2 dliénts arer .~ - .
‘Sharegza, Morpheus, Gnucleus, adagio, MLPonkey
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- eDonkey2000 (Ed2k)

The ¢Donkey2000 peer to peer network needs server to connect the knots. The server only
- provides lists of files which are available on the individual knots. ‘

- Some Edonkey2000 clients are: eMule, eMulePlus, aMule, xMule, ML Donkey, Lphant

Coe s L Query T
l Knot Information

g iy
% . | ransmission
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~ Bittorrent {BT)

B¥Toment is used for the fast distribution of Iarge amounts of data in which ceniral servers are

controlling the focation of the files.

BitTorrent doss not behave like a usual P2P network. There is ho search function ke itis

- .available it at EDonkey or Gnutella clients.

Togeial necessary inforimation for a download, a .tarrent file is downloaded (from another

network or an internet page). I contains all information to start the download.

The Bittorrent participants connect with the sc-called tracker of this file and with that with other
users who also are interested in at this file. A privaie network is buill.

Trackerless systems were developed in new versions. The tracker function is done by the client
software. This avmds some of the prewous probtems (e g the missmg failure safety of the .

© Jirackers),

Some Bittorr'ent cilents are: Shareaza,' BitComet, 'A'zureus




Case 1:11-cv-04777-GBD Document 9 Filed 08/13/11 Page 16 of 17

Page 12 March 8, 2011

Globally Umque Identifier (GUID)

Every P2P user receives a unique identlfication which consists of a 32-digit hexadecsma!
number. The user receives the identification at the moment of the instaliation of the P2P
program. The program generates the GUID from user-specific data. So it is possible that a

user has several GUID identifications (e.g. he gets a hew GUID at the installation of a network
client), however, it is not possible that an aflocated GUID s allocated to another user again.

The hash value

The hash value is necessary to idenfify a file.

A special advaniage of Biiforrent, eDonkey and Gnutel!a networks is the fault-free data

" - transmission between the users. Bigger filés are subdivided inko little packages. Forevery -
package a smgle ldentrﬁcahpn value is generated usmgknown algorithms. The hashvaluejs..

"'frequently described as a fingerprint Since it is u,mque simllarly like a fingerprint. .

- i.e. bdch file exeeeding the size of 2 megabytes oiwes more than ohe-hash Value ~cne for the-
whole file a_nd one for each package. . .

i re

Standard operation of common P2P-client programs during the filesharing process:

Fhe client software must guarantee that the recewed content is always the quened one.
.. Therefore only hash values are requested— fllenames are unimporiant clurmg the
transmission.

After a client received a data package the content has fo be verified. Therefore ihe hash value

of the package is generated by the client and compared to the hash value provided before. if

the two keys are identical, the downloaded package is accepted. If there are deviations at the
comparison, then the package is declined and requested agaln The package can atso be
‘down!oaded from another knot .

. All mentioned programs are able to splrt blgger files into packages and fo rdentrfy these using.

. hash values mdependently which program is used for the data exchange. With this itis.

possible to assign smalt parts of a file to the original file. It Is made sure that the part of the ﬁle
- always belongs to the requested ﬁle : . )

- After the wholé file is -downioaded it will be venﬁed on the who!e before the download proc:ees L
.. is finished and the file is S|gned as “VERIFIED". '

Every nehmrk uses dlﬂ’erent hash atgonthms Bittotrent the so-called "B‘TH" eDonkey th;s N
one “ED2K“ and Gnutella the "SHA1" algorithm. : . _

" The IPP international IPTRACKER is able to generate and compare each hash atgonthm
listed above )




SHA-1 Hash: FB4FACOEBAAYE332B559C1BD36EBS197A96C6541
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Virgins 4

SNY]I

412372011
1 24.44.169.214 5:08 | New Rochelle NY Optimum Online BitTorrent
5/22/2011
2 67.85.104.224 18:13 | Pomona NY Optimum Online BitTorrent
4/24/2011
3 69.118.114.138 20:58 | Chappaqua NY Optimum Cnline BitTorrent
5/27/2011 "
4 69.118.136.253 5:46 | Scarsdale NY Optimum Online BitTorrent
4/27/2011
5 69.118.137.145 12:25 | White Plains NY Optimum Online BitTorrent
5/5/2011 | Wappingers '
6 69.118.47.167 7:38 | Falls NY Optimum Online BitTorrent
. ) 5/14/2011 . ] )
7 | 69.126.0.255 7 18:02 | Peekskill NY | Optimum Online BitTorrent
: ' " 5/4/2011 3 o
8 69.126.50.201 "16:29 | wallkill NY Obtimum Online BitTorrent
' 5/26/2011
19 . 24.90.20.82 - 7119 | New York -NY . | Road Runner BitTorrent
4/25/2011
‘110 66.108.133.236 16:46 | New York NY Road Runner BitTorrent
- 512011 | i R
11 66.108.92.148 3:39 | New York NY Road Runner BitTorrent
4/27/2011
12 67.244.101.71 23:37 | New York NY Road Runner BitTorrent
: 5/30/2011
13 67.247.28.142 15:01 | New York NY Road Runner BitTorrent
4/16/2011
14 68.174.121.26 5:07 | New York NY Road Runner BitTorrent
5/23/2011 '
15 69.206.155.125 3:25 | Newburgh NY Road Runner BitTorrent
, ' " 5/29/2011 | ' - )
16 - | 74.66.248.207 19:55 | New York NY Road Runner BitTorrent {-
. | a/29/20m1 N ]

17 | 74.68.100.156 16:48 | New York NY | Road Runner BitTorrent
| C T T sasoai | S ' N
18 98.15.194.3 ' 2:51 | New Windsor - 4 NY | Road Runner BitTorrent’

. _ : 4/22/2011 . )
18 71.183.92.178 4:58 | Scarsdale NY Verizon Internet Services | BitTorrent
4/14/2011
20 72.89.118.139 -+ 6:43 | New York NY Verizon Internet Services | BitTorrent
) ) 5/23/2011 .
21 74.101.97.121 11:51 | Mount Vernon NY Verizon Internet Services | BitTorrent
EXHIBIT B




