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Overview

Lﬂeemosteompanles weco!leahwomﬁon ahout our customers and use it 1o provide our services. We also share it as
needed to meet our business goals or fulfill our legal obligations, We protect the information we have about our
customners, and we require those we share it with to protect it too.

The purpose of this overview is to describe the information we collect, how we use ang share it, the cholces you have
about our use and sharing, and the steps we take fo protect it. This overview summarizes and gives.you direct finks to
the relevant sections of our full Privacy Policy, which you can find here. Toseemswersmﬁ'equemyasuedmxssﬁm
Emwwpmmmmcﬁmmmmmﬁwmmmmmmm

. Whax informalion does Qwesf collect? *

How does Qwes! use customer mformahon"
Does Qwesl share mnsiomer m!ormanon')

What choices do our customers have about the cuslomer information we collect and how we usc #?

jlow long does Qwest retain customer information?

How does Qwest secure customer information?

- Questions aboul this pohcy or our practices?

» Qwest Froquently Asked Questions {FAQs) ~

' » Qwest Cholce TV Privacy Notice

What information does Qwest collect?

Mkwﬁe&kﬂomﬁonﬁomus»mwhenwemﬂeoursﬂees.wmh include Intemet access, local and long
distance telephone, Voice over Intemet Protocol {VolP), and additional voice and broadhand services. The information
we collect may.-Include your name, address, email address, telephone number, date of birth, social security number,

* driver’s license mimber, credit information, payment inforiation, and contact information. We mayalso cotiect

information abouthowyouuseomsenﬁoes.

We also collectinformation from vistors to our websites and those who click on our Intemet ads. This may includé . -
- information such as the user's operating system, location, Internet Profocol (lP)addmandMsﬂastheuservisﬂed
Inmdlately before or after our site.

Racording, revlewing or monitorlng of your lnteracuons wlth Qwost. For quahty assurance and training, we

- sometimes review emall correspondence and setord or listen to calls to or from our customer service and repair *
personne), sales offices, and busihess account managers. We also save the text of "click to chat™ sesslons with our
online sales and service consultants, and may save screen shots when cuslomers give our repair personnel remnte
ms to thelr computers for technical support.

Nolwork management. We collect and use Information generated on our networks to manage mem and to keep our
services running efficlently. For example, we monitor data to check for viruses, to control spam, to prevent attacks that
might disable our services, to ensure that your traffic does not violate our Qwest High-Speed Interne: Sunscnber

~.Agreement oF our Acceplable Use Policy, and to guard against other inappropriate or illegal activity. This invelves
tooking at the characteristics of our network traffic, such as traffic volumes, beginning and ending points of

transmissions, and the types of applications being used to send traffic across our network. Sometimes we need to look
into the content of the data (such as the specific websites belng visited, files being transmitted, or application being
used) for the purposes desciibed above, in circumstances when we are concemed about fraud or harassment, to repair
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a problem we delecl or that 2 customer contacts us about, or when we are providing the content of broadband traffic to
law enforcement which wa only do as authorized by {aw.

‘You can get more detail about our coliection practices by clicking here.

*Top of overview

How does Qwest use custemer information?

We use customer Information to provide Qwest services and keep you informed of changes to our services, to market
our services and sometimes those of olhers, to manage our networks, and to plan improvements to the services we
offer and the way we interact with our customers.

You can get more detail about our uses of customer information by clicking here.

ATop of overview

Does Qwest share customer information?

Yes, but we do so responsibly. Qwest is made up of a number of companles and we'share information among them,
We also use other companles to help us market, sell and bili for our services, and we share infarmation with them. We
share Information with companies that give us credit evaluations (and let them use the information we give them to
provide credit evatuation services for athers), collect our unpald bills, or provide other services to us (such as advice on
products or services our custemers may be interested in). We may also allow companies to match information provided .
to them by their potential customers with name and address information it our databases to confimm the identity of their
poten!lal customers Cur conlracts with lhose companies requlre them {o keep lhe mformaﬂon safe am:l conﬂdenbal

We may share infounaticn with other oompanles if, for example, we anticipate merging, seilmg of transfemng a ponion .
of our business with or to them. Again, we require those compantes to keep the information confidential.

" Additicnally, we give customer information to other service providers when they have our customer's consent, wheén

they need the information to provision service accurately, bill for thelr services or verify accounts, or when they have a
legal right to the information. We may also provide information to govemment agencies {other than law enforcement) 1o,
help with communications assistance programs, or to gain benefits for our company like lower malling fees. And we

_share information-with faw enforcement when the law allows us lo do so, such as in emergencles of la protect dur

fighls and properiy, thcluding our network and the networks of ottiérs, We also respond to lawfl derands for
information from law enforcement and private parties. The law réquires us to share names and phone nurmbers with
emergency service providers, whether that information is publicly available in directories or not.

We also raust share simiar Information with directory publishers (who publish white pages, yellow pages and other
similar directories) and directory assistance providers {(who provide telephone numbers or addresses to those asking for
that infarmation). In some cases we limit how this Information is used. And In all cases these companies must honor
restrictions you have asked for, such as that your information not be published or used: for marketing.

« If you have elected to have your name, address and telephone number published in white pages directories
(which means that it will be public information), we allow that information to be used by our officfal directory
publisher and: purchasers of our directory assistance offerings for their own marketing or to create marketing lists,
To choose not to be Included on Hsts that may be used by others for marketing, ciick here.

You can get more detail about our sharing of customer Information by clicking here.

ATop of overview

- What choices do our cﬁslomors have about the customer Information wo coHect and how we use it?

* You'have some chol¢es about what customer information we collect and how we use it.

« You can choose whether to be included in a published directory or directory assistance services. Under federal
law, directory publishers and directory assistance providers must honor restrictions requested by our customers,
such as that the informalion not be published or used for marketing.

» if you have elected to have your name, address ‘and telephone number published in white pages directories
- {which means that it will be public information), we allow that information to be used by our official directory
publisher and purchasers of our directory assistance offerings for their own markeling or to create marketing lists.
. To choose not to be included on lists that may be used by cthers for marketing, elick nere.

« "You can choose not to receive te!ephone. direct mail, or emall marketing messages from us. To do so, please
click hera.

You can get more detail about what chomes our customers have regardmg our collection and use of customer
information by clicking here.

“Top of overview
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What access do customars have to information about them?
You may access information about you in three ways:

= Through your bill, whether you receive it by mall or electronically.

» If you are 2 residential customer and have an onfine MyAccount - and we encourage you to establish one at
Qwest.com - it shows service Information and may provide usage Information as well. Business customers may
obtain infermation online through QControl.

« You can also call us to discuss your account or to auﬂxonze someone else to talk with us about your services or
other account detalls.

o Residential: 1-800-244-1111
o Small business; 1-800-603-6000
o Larger business: 1-800-777-9594 (or your dedicated account representative)

You can get more detall about accessing customer information by clicking here.

ATop of averview

- How long does Qwest retain customer Information?

How long we keep different types of Information is determined by business requirements and applicable laws and
regulations.

*Top of overview

How does Qwost secure customer lntonnatlnn?
" We take the sewnty of cur customer information seriously. We.do-several :hings to protect it

.= We have administrative, physical and technical controls to safeguard it;

» .We train our employees on the importance of protecting itand

«- We require businesses that act on our behalf and have access.to our information to keep information about you -
confidential and secure. .

You can get more detall about how Gwest secures customer Iinformatlon by clicking here.

“Top of overview

Questions about this p'ollcy or our practices?
Please email us at privacy@aqwest.com, or write us al:

Qwest Privacy Group
1801 California Street, Suite 1160
Denver, CO 80202

~Top of avarview

Qwest Full Privacy Policy

What information does Qwaost colloct and -how does Qwast use customer mformatmn‘?

General pra(‘lICF‘S coilechon
. Ceneral praclices - use
. When Qwest provides voice semce
When Qwest is your Internet service prowder
When you visit a Qwest websile
17 .'hen Owest dUVE{USBS on olhers’ websiles

Does Qwest share customer ‘information?

General praclices .
Sharing of customer infoimation wilh third parties lor their use
Disciosure of information through finks from Qwes! websites
When other campanids advertise on Qwest websites
Sharing of customer infarmalion wilh the government

What choices do our customers have about informatian we collect and how we use it?
General practices

Choices regarding direclory fistings
Choices regarding marketing contacts

hitp:Haboutawest.centurylink.com/Pages/AboutUs/Legal/PrivacyPolicy/privacyPolicyQwest jsp[6/10/201 1 10:17:31 AM] |
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What access do customers have to information about them?
How does Qwest secure customer information?
Changes to this Privacy Policy

Contacting us

What information does Qwest collect and how does Qwest use customer information?
General practices — collection

Signing up and ordering services. When customers sign up for service, we ask for their name, street address, email
address, how they want thelr listing to appear In phone directories and directory assistance, and contact information. We
may ask for date of birth, soclal security or driver’s ficense numbers (to confirm identity or delermine credliworthiness),
billing Information including whether bllls should be sent by mail or set up for online access, and bank account or credit
card information if a customer elects io pay electronically. We also keep noles of contacts we have with our customers,

Recording, reviewing or monltoring of your Interactions with Qwest. For quality assurance and training, we
somealimes review emall correspondence and record or listen to calls made to or from our gustomer service and repair
personnel, sales offices, and business account managers. We also save the text of “click to chat” sessions with our
ontine sates and service consultanis, and may save screen shols when customers give our repalr personnef remote
access to thelr compulers for technical support.

Network recording of service usage. We record information about usage of our networks or systems. For example,

-we may collect dates and times of calls and numbers called or calling. ¥ a customer activates a "call race” feature, we

will record the niumber of the calling parly. And when we are your Intemet service provider (ISF), we maintain logs of

- the total volume of data a user transmits, and-the dale, time and length of time that a user accéssed the Intemet
- through our services, Including the user's IP address at the time. For more about Information we collect ses the section

below entitled, When Qwest is your Internel service provider,

Information collected when visiting Qwest wobsites. When  tiger visils a Qwest website (such as Qwest.com or
myqwest.com), we get information about the user's operating system and its browser, the site accessed Immediately

. before accessing a Qwest website, pages the user goes 10 within the Qwest website and sometimes the website

accessed after leaving a Qwest website. We also gel lhe user's Internet Protocol (IP) address,* including the city and

. stale of its location. That lets us customize product avallability and pricing for that community. We may aiso keep
informanon entered by users o1 our oniing order pages, even if the clustomer does not tomplete an order.

*An IP address Is assigned to a user's browser by the user's ISP, The IP address identifies users on the internet by a
number, and part of ihal number usually identifies the user's city and state. Your IP address stays the same while

- you're connecled to the intemet, but a new one may gel assigned between Internet sessions.

When othor companies advertise on Gwest wabsites. When other companies advertise an Qwest websites like
mygwest.com, the ad networks (companies that heip businesses place Intemet advertising) and adverfisers we work
with to place ads there may put a cookie or web beacon on your computer. The ad networks use these cookles and
web beacons Io keep track of what ads are displayed and whether users click on the ads (both as required by their

. relationships with advertisers), and fo better understand the ads that users like. We do not allow the ad networks or

advertisers who adverlise onour sites to place cookles or web-beacons in ‘ofder to gather information that identifies
users individually or hultds profiles about thelr web use. All the ad neiworks we work with agree to the Network
Advertising Initiative (NAI) Principles and participate in the NAl's opt-out process. To leam more about cookies, web

“beacons, and the NAI and its opt-out process go to aur Frequently Asked Questions

information collected when clicking on.Qwest ads on other websites, When we place ads on others’ websites, the

. “ad ntworks we work with give us genaral information abaut uers who click on our ads, including the types of browsers

they use and itieir city and state. The ad nefworks we work with iay use that information to predict what Qwest ads
may be most effectlve in a location.

nlultipla privacy policles mlght apply ln some cases, more than one privacy pollcy will delermlne howinfonnahnn
about you is collected and used. For example, when we sell you services either with or through another business {such
8s an intemet, TV or wireless service), their privacy policies will be relevant. This is also true when you access non-
Qwest websiles. | .

Parsonal Infomlat!on collaected from third parties. We receive information about our customers from other
businesses. This happens, for example, when another business sells our services, or when we bundie our services with
services from a TV or wireless company. it also happens when we bill for & business, such as a long distance company

" or other type of service provider. We 2lso buy information about our customers from businesses that gather it from many

sources, including the Census Bureau and public records. Finally, we work with companies that provide us email
addresses for our customers.

“Top of full policy
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General practices — use

Routine business uses of personal Information. We use information that we collect from customers or generate
while providing our services to set up and maintaln accounts, provide and repalr our services, respond to customers'
questions and cancems, bill and collect for our services, and communicate with our customers and others about our
services, We also use our customer Information, and information we buy from third parties, to determine our customers’
creditworthiness and predict what new services our customers may want, We do not resell customer Information that we
buy from third parties.

*Tap of full policy

Whan Qwest provides voice service

As a communications service provider of local, long distance, and Voice over Intemel Protocol (VoIP) services, we
collect and use information as cullined above under General Practices.

When we provide VolIP service, an exira step s necessary. In line with Federal Communications Commission (FCC)
rules, we rely on our customers to keep their service addresses current by updating thelr orline customer profile when
they change locations. In the event of an emergency, we provide this information to first responders so that they can
find you.

ATop of full policy

When Qwe-st is your Intornet sevice pl‘OVIdt‘.'l' v

As your ISP, we collect-and use informatlnn as ouulned ahove under General Practlccs

Informatlon we collect whon Qwest provides Internet access. We collect and use information generated on our

- networks to manage them, and to keep cur services nunning efficlently. For-example, we rionitor data to check for

viruses, to control spam, to prevent attacks that might disable our senvices, to ensure that your {raffic does.not violate
our Quest High-Speed Internet Subscriber Agreement or our Acceplable Use Policy, and to guard against other
inappropriate or illegal activity. This involves looking at the characteristics of our network traffic, such as traffic volumes,

", beginning and ending points of transmlsslons, and the.types of appllcations being used to send trafﬁc across our

network.

-Sometimes we need to fook into the conlent of the data (such as the specific websites: being visited, files being

transmitted, or application being used) for the purposes described above, In circumstances when we are concerned
aboiR fratd or harassment, to repair a problem we detect or that a customer contacts us about, or when we are -
providing the content of broadband traffic to law enforcament which we only do as authorized by law.

Most of the spedfic information we collect Ihat is attributable to a user is kept only for a matter of houts or days. We
may retain data for tonger if, for example, we sea patterns in the traffic that give us concerns about polential harm to
our network, or if we are doing a specific study on the impact of cerfain appfcations used on our networks. We afso -

retaln for longer periods togs of the total amounts of dala transmitted, and the date, time, and duration of access to the
Internat through our services by a user, including the user's P address at the time.

We do not lock into the content of your emali, websites visited or other communications for marketing pUpOSes.

Chlldren's use of Qwest's Internet services. We understand that children may use our Intemet services. We urge
you to pay attention to what your chilldren are doing on the Intemet and what sites they are visiting. For more
information about online safety, please visit our sponsored site at hitpiwww incredibleinlemel.comionine safety. Also,

" check out hitp:/iwww netsmarlz4 11.0rg, a fresource provided by the National Center for Missing and Euploited Chlldren

for answering questions about Intemet safely, computers, and the web.

“Top of full policy

thn you visit a Qwest website

Informatlon collection and use. We mainlam a variety of websules. some for general aud:enoes (such as
mygwest.com) and some for specific customer segments such as large businesses, When a user visits one of these
sltes, our systems use “cookies,” or similar fracking files that provide information- about the user's operating system and
its browser, the sife accessed immediately before accessing a Qwest website and sometimes the website accessed
after leaving a Qwest website. To learn more about cookies and other Intemet information technologles visit cur
Frequeantly Asked Que'ations

We also collect information about users when they interact wﬂh our sites, such as which pages they \nsnt and any ads
they click on.

We use this information to analyze and manage our sites so we can keep making them better. To improve our visitors'
experiences, we may store preferences or other information they volunteer to personalize service offerings and ads. For
example, we may use a stored telephone number and location to show local product availability and pricing.

htpHiaboutqwest.centurylink.com/Pages/AboutUs/Legal/PrivecyPolicy/privacyPolicyQwest jspl6/10/201 1 10:17:31 AM}
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We also use information we collect from our sites for security purposes, such as to detect unauthorized intrusions,
prevent maticious atlacks, and help ensure a safe online experience for our customers.

We may also keep information entered by users on our online order pages, even if the customer does not complete an
order. We use this information for marketing purposes.

Collecting Information from children under 13. Our websiles are intended for general audiences, Our content is not
designed to attract children. We do not knowingly collect personal information from children under 13. Note that other
providers’ web pages are accessible through links on many of our websltes, and those providers may have different
practices on coilecting and using information from children under 13. ¥f you are concemned about those sites, you should
raview them and their privacy policies.

ATop of full policy

When Qwest advertises on others’ websites

We work with ad networks (companies that help businesses place Intemet advertising) to place our ads on other
companies’ websltes. This process could Involve the use of cockies or other Intemet informatlon technologles by the ad
networks. To learn moro about cookies and othsr Intermnet information technologies visit our Fregquently Askad
Quiestions., Ad networks also give us feedback about the effectiveness of our ads.

All the ad networks we work with agree to the Network Advertising Initiative (NAI) Principles and participate in the NAI's
opt-out process. To learn more about NAI and is opt-out process go to our Frequently Asked Quastions.

*Top of full policy

- Does Qwest share customer information?
General practices

' Sharlng Informatlon within Qwest. Qwest is made up of a number of companies and we share information among
them as permitted by law. We think you benefit when we better understand your interests and needs. And knowing
more about how our customers use our servicas and sharing that information among Qwest's companies helps us
improve our networks, the senvices we-provide, and our customer servioe lt also !ets us personaluze our lnteractions
with you, including your online éxperience. =~ - -

Sharing Informatlon with companies who support our services. We share customer information with companies that
help us market, sell, bill and cotlect for, and otherwise support our services, Ofien when these companies act on our
behalf, they refer to themselves as “Qwest.” We also share iimited customer information with companies that provide
our customers with telephene equipment, internet senvices, TV offerings, and wireless services, which we may sell as
pant of our service packages. We require these businesses to use our Information onfy for the purposes we specify and
{o protect it from unautherized access or disclosure.

Providing informatlon when lawfully permitted and necessary, Like other businesses, we may share customer
information: (1) to comply with laws or to respond to Jawful demands such as subpoenas or court orders; {2) to assert or
defend our legal rights or the rights of our employees, agenls, contractors, or customers; (3) to investigate and protect
against fraud, harassment, or other types of unlawful dctivity involving us, othier providers we do business with, or our
customers; (4) to protect aur property, including our retworks, or the propetty or networks of others; or (5) as otherwise
permitied by Iaw. .

Sharing informatlon when merglng, solling or transferring part of our buslnoss lf we decide to merge, sell or
fransfer a past of our business to or with another company, we might provide confidential customer informaticn to the
* company as part of the decision process or as a result of the sale. We might also provide customer information to
another company if we decide to slop providing a service. In all these cases, the companies receiving the information
would be required 1o keep it confidential and use it only for the purposes that would be stated in our agreements with
those companies. :

Providing information when customers ask We wiil disclose information about a customer’s account to olhers when
the customer asks us to do so in writing. For information on where to send a request go to our Freguently Asie
Questions,

Caller ID. We disclose cuslomer Intormat:on through call-identifying producls and services like Caller ID. In some
Instances, you can block that disglosure. For more information about call- |denl|fy|ng features and how to block
dlsctosure of that information go to dur Frequently Asked Questions.

Shertng of customer propriatary network Infomtation (CPNI) CPNEis a subcategory of protected customer
information defined by federal law as information about a consumer's account, including usage and billing of
telecommunications services. Those services are offered by providers of iraditional local, leng distance, and wireless
semvices, as well as providers of Voice over Internet Protocol (VolP) services to consumers. CPNI includes what
senvices you subscribe to, how you use them, and what service providers charge you for them. It dees not include your
name, address, telephone number, or other types of information such as information about your telephone equipment or
" Internet access services, Communications companies are required to treat CPNI confidentially, and we do. The FCC
regulates when and how CPNI can be shared and used. To find cut more about the FCC’s CPNI rules go to our

. hitp:Haboutgwest centuryliik.com/Pages/AboutUs/Legal/PrivasyPolicy/privacy PolicyQwest jsp[6/10/2011 10:17:31 AM]}
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Frequenily Asked Questions,

*Top of fuli pollcy

Sharing of customer information with third parties for their use

Subject to the exceptions descrihed below for credit reporting businesses and identity confirmation services, we share
customer information with third parties for their own use either because the law requires it or customers have consented
to it. For the most part, federal law covers the release of information in these circumstances.

Providing information to other carrlors and sarvice providers. We share customer information with camriers and
other service providers, including competing local and leng distance compantes, VolP providers, Intemet service

- providers, and billing companies so that they can accurately provide and bill for thelr sendces. This exchange of

information is often legally required, and is also consistent with industry standards. In some cases the customer whose
information is being provided Is a custemer of both Gwest and the other provider. In other cases, the other provider has
told us that it has the customer’s permisslon to receive the information. And we will also share information with another
providar If we suspect fraud, harassment, a threat to thelr networks, or some other unlawful activity.

For example, companles like Qwest are legally required to provide customer Information to long distance and other
service providers {or their biling agents) so they can verify orders, be aware of customer moves, get paid for their
services and for other similar non-marketing purposes. We are required to provide such information even if the
information s not fisted or pubfished, and the law limits these companies in thelr use of the information.

Directory publishers. By law, when Qwest accepls a directory listing for publication, we must provide that listing
information to ail directory publishers - both our official publisher as well as third-party publishers. When we receive
listings from other carrlers, they tell us what directories {if any) they want thefr customer informatton published in. Once

" publishers have the listing Informallan, they can use, sort, crganize or package the nformation in any manner they
- wish: arranged by name or by telephone number, for example, or published in. paper d[recton&s. elecironic divectories

over the Intemet, on CDs, or in any future directory format that may be developed.

We are also required to give directory publishers the names and addresses of customers-with ron-listed and non-

" published information. These puhlishers can use this information only to deliver their direclories and for no other ~

purpose.

+ If you have etected to have your name, address and tetephone number published in white pages directories
{which means that i will be public Information), we allow that information to be used by our official directory

" publisher and purchasers of alir directéry assistance offerings for théir own nvarketing or to create marketing fists. -
To choose not to ke Included on lists that may be used by others for marketing, cfick here.

Directory assistance providars. The Federal Communications Commission requires carrlers to share customer names,
addresses, and telephone numbers with directory assistance providers (inciuding names but not telephone numbers of
non-published customers}). Some of these providers offer Internet or onfine directory assistance services. The FCC does
not allow us to restrict how these providers use the customer information we give them. But we do require caompanies
that buy our directory assistance information to sign a contract agreeing to honer restrictions you have asked for, such
as that it not be published, when they use the information for purposes other than directory assistance.

Emergoency service providers. Federal law requires us to provide customer names, addresses, and telephoni
numbers - Including information on non-published and non-listed customers - 16 emergency services providers,
including 911 and reverse-811 providers (who notiy the public of emeigencies). This infermation is afso provided to
those responsible for answering 911 caills when they receive such calls.

Credit reporting businesses. We may provide Information on customers' payment histories to credit evaluation or
raporting businesses. We may permit those businesses to incorporate that information into their own databases as part
of offering their servlces S -

Identity eonﬂnnat!on services. We may also allow oompanles to malch information provided to Ihern by thelr po!enual
customers with name and address information in our databases to canfirm the Identity of their potenllal customers.

" . Cafifornla privacy rights. California Civil Code Section 1798.83 entitles Ca!lfomla customers fo request information

conceming whether 2 business has disclosed personal information to any third parties for the third parties’ direct
marketing uses. California customers who want more information about our compliance wilh this law or have questions
or concems about our privacy praciices and policies may contact us at privacy@qwest. com,

’*Top_of_ full policy

Disclosure of informatién through links from Qivest wobsites

Our websites eoitain inks to websites of other businesses. We are not’ respensible for information those sifes Gollect. If -
you are concerned abouf the information collected by these other sites, you should review their privacy policies,

~Top of full poticy
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When other companies advertise on Qwest websites

When other companies adverlise on Qwest websites ke mygwest.com, the ad networks and advertisers we work with
to placa ads there may put a cookie or web beacon on your computer. The ad networks use these cookies and web
beacons 1o keep track of what ads are displayed and whether users click on the ads (both as required by their
refationships with advertisers), and to belter understand the ads that users like. We do not allow the ad networks or
advertisers who adverlise on our sies to place cockies or web beacons in order to gather information that Identifies
users individually or bullds profiles about their web use. All tite ad networks we work with agree to the Nelwork
Advertising Initiative (NAI) Principles and participate in the NAI?s opt-out pracess. To learn more about cookies, web
beacens, and the NAI and its opt-out process go to our Frequently Asked Queslions.

ATop of full policy

Sharing of customer information with the government

Responding to lawful process. We may provide customer information to the govemment in response to a subpoena,
warrant or court order. Among the information we might be asked to provide are a customer’s name, address, telephone
number, account number, any Internet Protoco! or nelwork address that we assigned to the customer, records of
service usage {Including Interactive sassfon times and durations), how long the customer has subseribed to our services
(including start date and the types of services used), and the means and source of customer payment (inciuding any
credit card or bank account number used to pay for our services). In response to a search wamant or court order, we
may he required to disclose to faw enforcement agencles the content of and records relating to telephone calls, emall
messages (including attachments), and Internet usage. We do not provide notice fo our customers of law enforcement
demands for information. But our usual policy is to provide nofice and the opportunily to object when we receive

" requests. related 1o civil lawsults whether from the government or privale parties.

Voluntary release of information in an omorgency. We may provide customer iniformation o the gavernment if we
belleve in good faith that an emergency Involving Immediate danger of death or serfous physical injury to any person
requires disclosure without delay.

. ©ther voluntary releases of information. Under certain conditions, we voluntarily share information with govemmental

agencles:

« If we encounter situations where we think our customers or others that we might be in contact with are viclating
the law, we may contact law enforcemert and provide them with the [nformation that led to our belief.

« When-customers.complain about us te federal and state regulatory authorities, we provide pertinent information
(including customer information} i response to those complaints. o T

» We may share information with the govemment to protect our rights or properly, including information indicating,
that some partion of our network or the network of another provider Is or has been subject to a cyber attack. ’

» Perlodically, we compare our customers’ name and address information with.the information possessed by the
U.S. Postal Service. This lets us mafl at reduced rates and helps ensure that our customers get their bills and
other information from us more economically and reliably.

» We also share information with federal and state agencles in connection with their programs to fund universal
semnvice and other communications assistarice programs for low-income or otherwise ellgible persons, including
persons with disabflitles.

Reporting of ¢hild pornography. Like ¢ther service providers, we are required to report apparent viclations of laws

concerming child pormography when we know of facts or circumstances that warrant a report. In those cases, we.contact -.

the Naticnal Center for Missing and Exploited Children and may also contact law enforcement directly.
*ep of full policy. '

What choices do our customers have about information we collect and how-we use it?

General practices

. Taléphone directory tfeatment. You can choose whether and how your entry- appears in Qwest directories énd

through Qwest directory assistance. You can choose not to have your name and address in these directory services at
alt or opt for full names or initials, or full or partial addresses.

Product cholees. We prov[dé a number-of telephone related services that may help you protect your privacy, including, .
Caller ID and Caller ID blocking services, Anonymous Call Rejection, and No Solicitalion. For more information about

these services, pleasa conlact us:

» Residential: 1-800-244-1111
« Small business: 1-800-603-6000
.. Larger business: 1-800-777-9584 {or your dedicaled account representative)

Third party marketing. If you have elecled to have your name, address and telephone number published in white
pages directories (which means that it will be public information), we allow that Information to be used by our official
directory publisher and purchasers of our directory assistance offerings for their own marketing or to create marketing
lists. To choose not to be Included on lists that may be used by others for marketing, click lrere,

Opting out of marketing communications. You can ask not to recelve our marketing calls, mall and email. You may

hnp:#laboulqwn;ucenhuytink.ccmlPagﬁ'AboulUleeﬁal!PrivacyPo_licy!pﬁvacyPglicwacsLjsp[ﬁl_!OIZOIl_ 10:17:31 AM].
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still recelve informational or administrative calls, mall or emall, See Choices regarding markeling contacls below,

ATop of fulf palicy

Choices regarding directory listings

You can choose not to be published in our directories or iisted In our directory assistance service. A non-published
status means that a number Is unavaliable in both places, while a non-listed status means that name and number are
Rot printed In directories but are avaflable through directory aesistance. To make one of these choices (for which there
is usually a fee), please contact us:

» Residential: 1-800-244-1111
» Small business: 1-800-603-5000
» Larger business: 1-800-777-8594 {(or your dedicated account representative}

If you choose to ba listed in a direclory, you can limit the information provided. For example. you can decide to fist only
your last name and first inftial, or you may use elther a community address (such as“Denver’) of no address at &ll.

Please note that we are required o give non-published and non-listed customer names and addresses to directory
publishers for direclory dellveries and o directory assistance providers. But we mark the information so that they know
our customers’ privacy choices and by contract we require them to follow those preferences. = .

*Top of full policy

Choices regarding marketing contacts

Tolophone. Federal Do Not Cail laws afiow you fo place residential landiine and wireless phone numbers an the
National Do Not Call Registry to prevent telemarketing calls to those numbers. If you would ke to add your numbers o
this tist yout may do so by cailing 1-888- 382—1222 or by mslkng www.donotcatl. gov.

Please note that belny on a federal or stale Do Not Calt Hist will riot keep custamers from getung our markellng calls
because we have an established business relationship with our customers.

Residential customers who don't want to receive our markelmg telephone cafls may ask to be placed on our intemal Do

.ot Call list. For more information see hitpiwww.qwest.comilegalidongicalifiles/Cwest_s_Do_Not Catl_larizy prt.

"if a cument Qwest customer does not want to receive our marketing calls, the customer must expre551y tell us not to

call by getiing on our intemat Do Not Cail list by chcklng here or calfing us at:

» Residential: 1-800-244-1111
« Small business: 1-800-603-6000
+ Larger business: 1-800-777-9594 (or your dedicated account representative)

Diract mall. If you want {o stop direct mail marketing, including the receipt of catalogs, from companies other than
Qwest, you should contact them direclly of go to the Direct Marketing Assoclation (DMA) website at
hitpshwww dmachoice orgl/dma/member/home aclion for more.information.

1 you do not want to receive our direct mail marketing, you must expressiy tell us by ¢licking here or contacting us at -
the telephona number above. We will stop sending you direct malt marketing for two years from the date of your
request, ) .

Email! marketing. To stop recelving commercial emails from us, follow the “unsubseribe” instructions dn the email
message. click here or conlact us at the telephnne number above.

Our Qwesl.cum MyAccount residential customers may also go to their My Profile, email preferences. {0 add or remove
themselves from our email lEsts .

. Pleasa note that it may take up tothirty days for your cholces regerding marketing contacls from us to become

effective. you are our customer, you will sfill receive service related contacis and nollces from us even if you choose
not to receive marketing contacts.

« *Top of fuli,policy

What access do customers have to information about'them?

Access through billing statemsnts. Your monthly blliing staterment-centains the primary name on your account, the
services you subseribe to or use, and the amount billed. A paper billing stalement may contain less detaited information
ahout specific services or usage than information avallable online.-Both niay contain cther information, such as .
regulatory nolices and charges passed on to you from other service providers. If you find a rmslake in the Information
we have or if you have any questions about your account, please call us at:

» Residental: 1-800-244-1111
« Small business: 1-800-603-6000
«» Larger business: 1-800-777-95% (or your dedicated account represenlauve)

hnp:ﬂabomqwwtcamuxylink.couﬂPﬂgeszboutUsll.egalfPrivaquolit_:ylprivac};Ppl_icwaesl.jsp[ﬂ 10/2011 10:17:31 AM]
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Telephons and online access. We will d[soﬁss your account with you or with someane you authorize (once the caller
is properly authenticated). Information may also be available to an authorized user through your online acoount profile

- of through tnteractive tools on cur website such as “dlick to chal.” If you want to authorize someone to talk about your

services or other account delails, cafl us at the telephone number above.

Releasing information upon written request We will release information about your account to others when you ask

us {0 do so in writing. For information on where to send your request go o our Fiequently Asked Questions.

Protecting your passwords. Please help us protect your privacy by guarding the confidentiality of your password and
other authentication information.

ATop of full policy

How does Qwest secure customer information?

Gwest controls generally. We have many information databases and systems, all of which have administrative,
physical, and technical controls designed to safeguard them and prevent unauthorized access to customer information,

" Securing sensitive Informatlon. We use secure technologies 1o transfer sensitive information. We comply with the

Payment Card Industry Data Seclrity Standards, and a variely of other standards, as well as federal and slate laws
regarding the protection of customer information.

Restrictod access to information. Only Qwest employees, agents, service providers and other businesses we work
and share information with and who have a legitimate business purpose are authorized to access customer information.
This access Is sirictly defined {often Involving password controlled access and other securlty controls) and subject to
policies.and contracts requiring confidential treatment of the information,

Employes and vendor tralning. We require employees to prolect customers’ information. We train our empioyees on

_those palicles when they are hired, and ws update that training routlnaly When necessary. we lrain vendors on our

policies as well,

Proactively protecting your own Information. We encourage our customers lo actively protect their personal
informiation. Don't give identifying informétion 1o strangers or others unless you're certain they have a-right fo or a need
for the Information. Also, protect the security of personal information you transmit over home networks, wireless routers,

“WiFi networks, and similar devices by using encryption and other techniques to prevent unauthorized mlerception

IF you think infermation about you or others has been disdosed wdhoul proper aulhonzatlon, p!ease contal:.t us al
privacy@¢qwest.com, or write us at; -

Qwest Privacy Group
1801 Californla Street, Suite 1160
Denver, CO 80202

“Top of fuil policy

Changes to this Privacy Policy
We update this privacy policy from time to lime to reflect evoiving technology and other service, process and pollcy

_changes, We will notify you of any material changes by pusung a notice on our website home page and the privacy

policy page for 30 days before making the change.

*Top of full policy

" Contacting us

For questions about this po!:cy or our pracﬁces, please email us at pnvacy’“‘quca. com, OF write us al

Qwest Privacy Group
1801 Califomia Street, Sulte 1160
Denwver, CO 80202

. *Top of full policy *
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