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Overview 
Like moat companies, we collect lnfonnallon abOUt our c:uatomeJs and use It to provide our seM:es. We al8o share It as 
needed to meet our bu8lness goals or fulllll our legal Dblfgallons. We profect ttie lnfonnallon we haVe abOut our 
customers, and we teqUila lhoae we share It with to protect It tOo. 

The piiiJl088 of 1111 overview Ia to describe lhe lnformallon wa co11ec1. hOW wa use and share It, the c:hofcea you haVe 
pbaul our use 81111 llharirlg, and the atapa wa take to protact II. Thf8 ovefView summarizes and gtvea.you direct links to '* ~ sec:Uons of our U Privacy~· wNch J!'U can Jfnd hete. To see IUISW8I8 to frequently eslred quest1ans 

. (FAQs) 8bout our praclfcas l8laled 10 c:pDeciiOn. use and sllaring of c:us1omer fnbmallon. dicit hele. · ... .. .. .. "' .. .. .. . . . . ... . . : .... . .. . . . . .. .... 

How does Qwesl use customer Information? .. . .... 
poes ~~ s~ar& cuslome~ inlormalior!? 

What choice$ do our customers have about the customer information we coHect and how we use 1t? 

. VlN! ~ cto c:uslollle(S ~·lp H:'!~ation·~ ~hem? . 

llowlon1lJ docs Qv.lcsl reta1n custoiner information? 

How does Ov:ICSI secure customer information? 

Questions about I his poky or our practices? 

• OWfit Frequently Asked Queslicms (FAQs) 

· • Qwest Choice TV Privacy NotiCe 

Wbat Information doeS Qwest collect? 

. . -· ..... . 

We colect lniHmallon tom custome1a when we pnwlde our S8IVIces. whiCh Include lnlemet acceaa. local and long 
dlalanee telephone, Valca over Internet PltdocOl {Vo!P). and additional voice and broadband S$VIces: lhe lnfoimallon 
we COlleCt may.Jnclude your name. addrest. erpall address, tei8Jih9ne null}ber, • ofblrlh, 80Cial aecullly number, 
driver's license ·nUmber, Ctedlllnbmatlon. payment infomiallon. anct contact lnforinallon. V. FOll'j alsO cOllect · 
lnformallon ~ hOW you use our services. · · • · · 

We also collecllnfonnatlon from .visitors to our websltes and those who cllck.on our Internet ads. This may lnclud8 . · . 
· lnfcnnatloilauch as lh8 usefs operating system, lilcaUon. Internet Protbctll (IP) address. and wll8l sites the user visited 
. ~tely befole ~after .tNT site. . . 

Recording, reviewing or monftonng of your Interactions ~ Qwest. -For quauty issurance and training. we. 
· aomellmea rwewetnall correspondenCe and retord or liSten 10 calla to or fi'om our customer setv1ce and repair· 

pen1011nel, aafea oftices, and J)UIIiless account manage!S. v. also save the text of "click to char sessions wllh our 
online sales and aervlce eonsullanta, and may save screen sh0!8 YAleo c:ustome1s give our repa1t personnel remote 
.access to their 'computers far teclmlcaf support. . · · 

Network maiJII9Gli'Gnt. VVe collect and use InformatiOn generated on our ne1wo11cs to manage them and to keep our 
aerv1ces running elliclently. For example, we monitor data to check for viruses, to contral spam, to prevent attacks that 
might disable our serviCeS, to ensure that your traflic does not violate our Qwest H1gh-Speed lnt~me; SmJscnl.lt: 

.. Agreement or our Acceptable Usc Policy, and to guard agalr)st other lnappropliate or Qlegal activity. This involves 
· loOking at the characteristics of our network lraflic. such as traffic volumes, beginning and ending pOints of 
transmissions, and the types of applications being used to send traftic across our network. Sometimes we need to look 
lniD lhe content of the data (such as the specillc websltes being visited, Illes belng"transmltted, or application being 
used) for the purposes described above, In cln:umstances when we are concerned about fraud or harassment, to repair_ 

EXHIBITB 

I· 
I 
I 
t 
~ 

Case 1:12-cv-00886-MEH   Document 55-2   Filed 08/08/12   USDC Colorado   Page 1 of 10



Cenliuytink I~ Pdvacy Policy 

a problem we deled or that a customer contacts us about, or when we are providing the content of broadband traffic to 
law enforcement which we only do as authorized by law. 

You can get more detail about our collection practices by clicking Jlere. 

"'Top of overview 

How does Qwest use customer Information? 

We use customer Information to provide Qwest services and keep you informed of changes to our services, to market 
our services and sometimes those of others, to manage our networks, and to plan improvements to the services we 
offer ancl the way we Interad with our customers. 

You can get more detail about our uses of customer Information by clicking here. 

"'Top of overview 

Does Qwest share customer Information? 

Yes, but we do so responsibly. Qwest Is made up of a number of companies and we·share information among them. 
we also use other companies to help us market, sell and bill for our services, and we share Information with them. We 
share lnformatfon with companies that give us credit evaluations (and let them use the Information we give them to 
provide credit evaluation services for others), collect our unpaid bills, or provide other services to us (such as advice on 
products or services our customers may be interested In). We may also allow companies to match -information provided . 
to them by their potential customers with name and address Information in our databases to confinn the id~ntlty of their 
potential cuStomers. Our contracts "with those companles-re·Qulre them to keep th8 information safe and confidential. 

·. . . .. ·. . ·.. . . ·. . ' . . . ... -:·· . ··. . . .. 
We may share ·lnformBllon wiUt oUter companies n, for example, we·antiolpale merging, selling or transferring a portion 
of our business with or to them. Again, we require those companies to keep the lnfonnatlon cOnfidential. 

· AdditiOnally,'~ grve customer lnformiltion to other service providers when they have our Custo~r's conSent, when 
they need the information to provision service accurately, bl!l for their services or verify accounts, or when U}ey have a 
legal right to the information. We may also provide infonnation to government agencies (other than law .enforcement) to. 
help wfth communications a~!stance pr"ograms_, or to gain benefits for our company like lower mal!lng fees. And we 
share Information-with law enforcement when.the law allows us to .do so, such as In emergencies or to protect Our 
·rights" and prOperty;·hiCruding" our-"network and the ·netWorkS· of otti&rS. We also reSPond to lawfUl demandS: for ' · 
infoimaUon from law enforcement and private parties. The law rf!qulres us to share names and phone numbers with 

• ef!!ergeilcy"service providers, whether that information Is publicly available In directories or not. 

We also ·must share similar Information with directory publishers (who publish white pages, yellow pages and other 
similar directories) and directory assistance providers (who provide telephone numbers or addresses to those asking for 
that Information). In some cases we limit how this Information Is used. And In all cases these companies must honor 
restrictions you have asked for, such as that your Information not be published or used· for marketing. 

• If you have elected to have your name, address and telephone number published In white pages directories 
(which_ means thatlt will be public Information), we allow that lnfonnation to be used by our official directory_ . 
publisher and· purchasers of our directory assistance offerings for their own marketing or to create marketing lists. 
To choose ·not to be Included on lists that may be u"sed by others for marketing, cliCk here. · 

You can get more detail about our sharing of customer Information by clicking here. 

~~.Top of overview 

. What choices do our customers have &bout the customer Information we collect and how we use It? 

You ·have 59me choices about· what customer Information we collect and how we .use It 

You can choose whether to be Included In a published directory or directory assistance services. Under federal 
law, directory publishers and directory assistance providers must honor restrfctlons requested by our customers, 
such as that the in.formation not be published or used for marketing. . 
If yol.i.have" elected to tUnie your name, address ·and telephone number Published ·In whlte Pages directorfes 

· (which means that It will be public Information), we allow that information to be used by our official directory 
publisher and purchasers of our directory assjstance offerings for their own marke~ng or to a-eate marketing lists. 
To choose not to be Included on lists that may be used by others for marketing, click here. 
"You can Choose not to receive telephone, direCt mall, or email marketing meSsages fi'om us. TO do so, pte8se· 
click here. 

You can get more detail about what choices our customers have regarding our co!lection and use of customer 
information by clicking here. 

"'Top of overview 

http://aboutqwcst.eentwylink.CQm/Pagesl AboutYS/Le~yacyPo~icy/pri'1!1C)'Policy~cst.jsp[6/10/20 II 10: 17:31 AMI 
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CemuryLink I Q\vest Privacy Policy 

What access do customers have to Information about them? 

You may access Infonnation about you in three ways: 

Through your blll, whether you receive K by mall or electronically. 
If you are a residential customer and have an online MyAccount - and we encourage you to establish one at 
Owesl.com -it shows service information and may provide usage Information as we!l. Business customers may_ 
obtain lnfonnaUon online through OControl. 

• You can also call us to discuss your account or to authorize someone else to talk with us about your seNices or 
other account details. 

o Residential: 1-800-244-1111 
o Small business: 1-800-603-6000 
o Larger business: 1-800-m-9594 (or your dedicated account representative) 

You can get more detaU about accessJng customer information by clicking here. 

"Top of overview 

How long does Qwest retain customer lnfonnatfon? 

HoW long we keep different types of rnfonnauon ls determined by business requirements and applicable laws and 
regulations. 

"Top of overview 

.How does ~.secure cus~~er Information? . 

. We take the secUrity Of our custOmer lnfonnation seriously. We. do· several things to protect tt: 
. • wa have administrative, physical and .technical contr~ls ~o safeg~ard it; 

. We train our employeeS on the Importance of proteCting It; and · · 
We require busfnesses that apt on our behalf and have access. to our information to keep Information about -you 
confidential and secure. 

ATop of overview · 

Questions about this policy or our practlcos? 

Please email us at privacy@qwesl.com, or write us at: 

Qwest Privacy Group 
1801 California Street, Suite 1160 
Denver, CO 80202 

"Top of overview 

Qwest Full Privacy Policy 
Whai information docs Owost.Colloct arld-how·docs Qwcst· use customer info-rmation?. 

General .practices . collection 
General. practices - use 
When Qwest provides voice SQrvice 
When Qwcst is your Internet service provider 
When yoLJ visit n Qwest website 
Wher~ Qwest <:Jdvertises on others· websites 

Does Qwest share customer informatioi1? 

General pr~clices 
Sllarin!J of .;:ustomer i!lfoi"ltlation wijh thir.d parties tor their !JSe. 
Disclosure of mformation through links from Owes! websitcs 
\IVhen other companies advertise on Qwcst websites · 
Sharing of customer information wilh lhe government 

What Choices dO our customars have about information we collect and how we usc it? 

General practices 
Cl10ices regardmg drrectory listings 
Choices regarding marketing contacts 

httj):llaboutqwest.ccntwylink.com/Pagcs/AboutUs/Legal/PrivacyPolicy/privacyPolicyQwcstjspl6/I0/20JI 10: 17:31 AM) 
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.. · 

What access do customers have to Information about them? 

How does Qwest secure customer Information? 

Changes to this Privacy Policy 

Contacting us 

What information does Qwest collect and how does Owest use customer information? 

General practices -collection 

Signing up and ordering services. When customers sign up for service, we ask for their name, Street address, email 
address, how they want their listing to appear In phone directories and directory assistance. and contad Information. We 
may ask for date of birth, soclal security or driVer's license numbers (to confirm Identity or determine creditworthiness), 
billing lnformaUon including whether bills should be sent by mail or set up for online access, and bank account or credit 
card Information if a customer elects to pay electronically. We also keep notes of contacts we have with our customers. 

Recording, reviewing or monitoring of your lnteracUons wtth Qwest. For quality assurance and training, we 
sometimes review email correspondence and record or listen to calls made to or from our customer service and repair 
personnel, sales offices, and business account managers. we also save the text of "click to chat" sessions with our 
on!ine sales and service consultants, and may save screen shots when customers give our repair personnel remote 
access to their computers for technical support. 

Network recording of service usage. We record infonnatlon about usage of our networks or systems. For ~mple, 
we may collect dates and times of calls and numbers calfed or calling. If a customer activates a "call trace~ ·featuie, we 
will record lhe l'l~mber of the calling party. And When we are your lntemet sel11ice provider (ISP). we maintain legs of 
the total volume of data a· user tranSmits, and· the date, time and length ·of time that a user accessed. the Internet 
through our selviceS; Including lhe use(s IP address at the dme. For more about lnformetlon we collect see the section 
below entitled, INhen Owes! is your Internet ·service provider. 

lnfoni1atlon collected When vlsltlnO Qwest websltes. When a User visits a QWest website (such as ·Qwest.com or 
myqwest.com), we get Information about the user's operating system and its browser, the site accessed Immediately 

. before accessing a Qwest website, pages the user goes to within the Qwest website and sometimes the website 
accessed after leaving a Qwest website. We also get the user's Internet Protocol {IP) address,* fnduding the city and 
.s~te of its·lo~tlon. That lets us custC?mlze product avaUabllity and pricing for that community. We may also keep 
in~nn~tion entei'ed by uSers on our ... onlfnB Ordef pages~ even· if the .ciist0riu3r does not'·Comjlfete an order~ · · · · 

*An IP address is assigned to a user's browser by the user's ISP. The IP address identifies users on the Internet by a 
number, and part of that number usually identifies the user's dty and state. Your IP address stays the same while 
you're connected to ihe Internet, but a new one may get assigned between Internet sessions. · 

When other companies advertiSe on QweSt websltes. IMlen other companies advertise on awest websites like 
myqwest.com, the ad networks (companies that help businesses place Internet advertising) and advertisers we work 
with to place ads there may put a cookie or web beacon on your computer. The ad networks use these cookies and 
Web beacons to keep track of what ads are dlsp!ayed and whether users dick on the ads (both as required by their 

. ~lationsh!~ with adv~rtlsers), and, to better unders~nd the ~s that ~s~rs. like. W~ do not allow the .ad networks or 
advertisers who advertise on ·our sites to placie cookies or web·beacons In Otder to gather Information that Identifies 
users individually or builds profiles about their web use. All the ad networks we work with agree to the Network 
Advertising Initiative (NAT) Principles and participate In the NAT's opt-out process. To learn more abou~ cooki~. web 

·beacons, and the NAI and Its oPt-out process go to our Frequently Asked Questions. 

Jnformaoon collected ~hen cliCking pn.Qwest ads .on other wabsltes. When we place ~ds on others' websites, the 
··ad networks. we work with give us generallnfomlauon. about USers who click on our ads, including the- type$ of browsers 
th,ey use and Uieir city and state. The ad networks we work With r'nay use that information to predict what Qwest ads 
'!lay be most effective In a location. · 

Multiple privacy policies might apply. In some cases, ·more than· one privacy poUcy will determine how infonnation 
about you ls collected and used. For example, when we sell you services either with or through another business (suCh 
as an Internet, TV or wireless service), their privacy policies will be relevant Thls is also true when you access non­
Q~t websiles .. 

Personal Information collected from third parties. We receive Information about our customers from other 
businesses. This happens, for example, when another business sells our services, or when we bundle our services with 
services from a TV Or wireless company. It also happelis when we bill for a business, such as a long distance company 

·or other type of· service provider. We also buY Information about our customers· from bUsinesses that gather it from many 
sources, including the Census Bureau and public records. Finally, we work with companies that provide us email 
addresses for our customers. 

"Top of full po~icy 

http://aboutqwest.eentwytink.-com/Pagesf AboutUs.ILc~vaCy'Policy/privacyPolicyQwest.jsp[6/JOJ2011 10:17:31 AM] 
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General practices - use 

Routine buslna&S uses of personal lnfonnatlon. we use information that we collect from customers or generate 
whife providing our services to set up and maintain accounts, provide and repair our services, respond to customers' 
questions and concems, bill and collect for our services, and communicate with our customers and others about our 
services. We also use our customer Information, and information we buy from third parties, to determine our customers• 
credltworthiness and predict what new services our customers may want We do not resell customer lnformauon that we 
buy from lhlrd parties. 

"Top of full policy 

When Qwest provides voice service 

As a communications service provider of local, long distance, and Voice over Internet Protocol (VoiP) services, we 
collect and use lnfonnaUon as outlined above under General Practices. 

When we provide Vo!P service. an extra step Is necessary. In line with Federal Communications Commission (FCC) 
rules, we rely on our customers to keep their service addresses current by updating Ulefr online customer profile yfflen 
they change locations. In the event of an emergency, we provide this Information to ffrst responders so that they can 
find you. 

"Top of full policy 

When QWest is yOur tntQrnct sCrVice provider· 

As your ISP. we collect" and use informaUon as outlined above under General Pr-acti<:-cs •. 

lnfonnatlon we collect when Qwest provides Internet access. We collect and use information generated on our 
· networkS to manage them, and tO keep our services running efficiently. For· example, we rrionitor data tO check for 

viruses, to control spam, to prevent attacks that might disable our services, to ensure that your traffic dOes. not violate 
our Owes! High¥ Speed Internet Subscriber Agreement or our Acceptable Use Policy, and to guard against other 
inappropriate or Illegal activity. This Involves looking ai th~ characteristics of our network traffic, such as traffic volUmes. 

·. beginning anf! .en~l~g points of trans!Jlls:f!lons, and .the. types Of application~ being used to ~ traffic .across our 
·.etwor!i. · · · · · ·· · · · · · · · · ·. · • · ···· 

·Sometimes we need to look into the content of the data (such as the specffic websites· being visited, files being 
transmitted, or application being used) for the purposes descrfbed above, In circumstances when we are concerned 
aboUt fraUd or harassment, to repair a problem we detect or that a customer contacts us abOut, or when we are 
providing the content of broadband traffic to law enforcement which we only do as authorized by law. 

Most of the Specific lnfonnation we collect that Is ·attributable to a user Is kept olily for a matter of hours or days. We 
may retain data for longer if, for example, we see patterns in the traffic that give us concerns abOut potential harm to 
our network, or if we are doing a specific study on the Impact of certain applfcatlons used on our networks. We also · 
retain for longer periods logs of the. total amounts of dala transmitted, and the date, time, and duration of access to the 
lnte~t through our services by a .user, ln~luding the ~~r's IP address at the time. 

We do not look Into the content of your email, websites visited or other communications for marketing purposes. 

Children's usa of aviest's Internet services. We understand that children may use our lntemet services. we urge 
you to pay attention to what your children are doing on the Internet and what sites they are Visiting. For more 
informatiqn abo!Jl online safety, please vis~_ our sponsored site at llltp:IIWl.Vw.incredJbleintemeLcomtonhne safety. Also, 

· check out htfp:llwww.netsmartz411.org, a resource provided by the" National Center for MlssEng and Exploited. Children,. 
tor answering questions about Internet safety, computers, and the web. 

11 T0p of full policy 

When you visit a Qwcst wC'bsitC' 

Information collection and usB. We maintain a variety of websites, some for general audiences (such as 
myqwestcom) and sOme for specific customer segments such as large businesses. When· a user visits one of lhese 
sites, our systems use Mcookles; or similar tracking files that provide Information· about the user's operating system and 
its browser, the site access~ immediately before accessing a Qwest website and sometimes the website accessed 
after leaving a Qwest website. To leam more about cookies and other Internet information. technologies viSit our 
Frequently Asked Questions. 

We also collect information about users when they interact with our sites, such aS which pages they visit and any ads --- . . . 

We use this information to analyze and manage our sites so we can keep making them better. To improve our visitors· 
experiences, we may store preferences or other information they volunteer to personalize service offerings and ads. For 
example, we may use a stored telephone number and location to show local product availability and pricing. 

http://aboutqwest.centwylink.com!Pagcs!AboutUs/Legal/PrivacyP.olicy/~PolicyQwestjsp[6/10120t I 1 0: 17:31 AM] 
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we also use information we collect from our sites for security purposes. such as to detect unauthorized intrusions, 
prevent malicious attacks, and help ensure a safe online experience for our customers. 

We may also keep lnfonnatlon entered by users on our online order pages, even If the customer does not complete an 
order. We use lhls lnfonnatlon for mafl<eting purposes. 

Collecting lnfonnatlon from children under 13. Our websites are Intended for general audiences. Our content is not 
designed to attract children. we do not knowingly collect personallnfonnation !tom children under 13. Note that other 
providers' web pages are accessible through links on many of our websltes, and those providers may have cnfferent 
practices on collecting and using Information from children under 13. If you are concerned about those sites, you should 
review them and their privacy policies. 

"Top of full policy 

When Qwcst adv~rtises on others' websites 

we wof1< with ad networks (companies that help businesses place Internet advertising) to place our ads on other 
companies' websltes. This process could Involve the use of cookin or other lntemet Information technologies by the ad 
networks. To learn more about cookies and other Internet information technologies visit our Frequently Asked 
Queslions. Ad networks also give us feedback about the effectiveness of our ads. 

All the ad netwofl<s we wof1< with agree to the Netwof1< Advartislng Initiative (NAQ Prtnclples and participate In the NAI's 
opt~out process. To loam more about NAI and Its opt~out process go to our Frequently Asked Questions. 

"Top of full policy 

Does .Qwe.st share cus.tomer information? 

General ~~actices 

Sh~rlng Information within Qwest Qwest is made up of a number of companies and we share Information amOng 
them as permitted by law. We think you benefit when we better understand your Interests and needs. And knowing 
more about how our customers use o·ur service's and sharing that infonnation among Qwesfs companies helps us 
lmproye ,our netw~~. the seNice5: ~·prOVIde, and our customer servi~. It als~ lets us personalize our interactions 
with you, iricll:ldli'lQ yolir"(mline experience. · -·- · . · · · · · · . " .. ·. - · · · . ··- · .. · 

Sharing lnfonnatlon with companies who support our services. We share customer information with companies that 
help us market, sell, bill and collect for, and otherwise s~pport our services. Often when these companies act on our 
behalf, they refer to themselves as ·awest: We also share limi~ customer Information with companies that provide 
our customers with telephone equipment, Internet services, TV offerings, and wireless services, which we may sell as 
part of our SBfVice packages. We require these businesses to use our Information only for the purposes we specify and 
to protect it from unauthorized access or disclosure. 

Providing Information when lawfully pennltted and necessary. Uke other businesses, we may share customer 
information: (1) to comply with laws or to respond to lawful demands such as subpoenas or court orders; (2) to assert or 
defend our legal lights or the rights of our employees, agents, contractors, or customers; (3) to lnvestlgcite and protect 
against fraud, tiaiassment, or other types of uillciwfut'a'ctivity Involving us, ottier providers we ·do buslnEiss·with, or Our 
customers; (4) to protect our property, including our networks. or the property or networks of others; or (5) as otherwise 
permitted by law. 

Sharing Information when merging. selling or transferring part of our business. If we decide to merge, sell or 
transfer a part of our business to or with a~pther company, we mlg~t pJ"C!vlde confidential CU!5to~er lnfOfi!IStlon to the 

· cOmpany as part of the decision process ·or as a result of the sale. we· might also provide customer information to 
another company if we decide tO stop providing a service. In all these cases. the companies receiving the information 
would be required to keep It confidential and use it only for the purposes that would be stated In our agreements with 
those eonipanies. 

Pr~vldlngintOrmatlon when custome~ ask. We.w1i1 disclose lnfo~atlon about a customer's account to ~the~ when 
the customer asks us to do so in writing. For Information on where to send a request go to our Frequently . .:..sic.e:-J 
9uesHons. 

Calfor 10. We dlsdose customer Information through call~identifying products and seryfces like Caller 10. In some 
InstanceS, you can blOck that disclosure. For more Information about call~idenllfying features and how to block 
disclosure of that Information go to our rrequently Asked Questions. 

Sharing of customer proprietary network lnfonnaUon (CPNI). CPNI Is a subcategory of protected custorT!er 
Information defined by federal. law as infqrmatlon aboU;t a consumer's acco_unt. Including usage and blll!ng_ of 
telecommunications servfces. Thos·e services are offered by providers of trcrditlonallpcal, long distance, and wireless 
services, as well as provid!3rs of Voice over Internet f:'rqtocal (VoiP) seNices to consumers. CPNI includes what 
serviceS you subscribe to, how you use them, and what seNice providers charge you for them. It does not include your 
name, address, telephone number, or other types of information such as information about your telephone equipment or 

· Internet access services. Communications companies are required to treat CPNI confidentially, and we do. The FCC 
regulates when and how CPNI can be shared and used. To find out more about the FCC'S CPNI rules go to our 

http:/laboutqwest.centurylink-oom!Pagesf AboutUsiLegaiJPri~Po_licy/pr!vacyPolicyQwes!.jspl6/l 012011 10:.17:31 AM) 
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. Frequenlty Asked Queslions. 

"Top of full policy 

Sharing of customer information with third parties for thoir use 

SUbject to the exceptions described below for crecltt reporting businesses and Identity confirmation services, we share 
customer Information with third parUes for their own use elther because the law requires It or customers have consented 
to IL For the most part, federal law covers the release of Information in these circumstances. 

Providing Information to other can1ars and service providers. We share customer information with carriers and 
other service providers, lndudlng competing local and long distance companies, VoiP providers, Internet service 
providers, and blUing companies so that they can accurately provide and biiJ for their services. This exchange of 
information is often legally required, and Is also consistent with industry standards. In some cases the customer whose 
information is befng provided Is a customer of both Qwest and the other provider. In other cases, the other provider has 
told us that it has the customer's pennlsslon to receive the Information. And we will also share Information with another 
provider If we suspect ttaud, haressman~ a threat to their networks, or some other unlawful activily. 

For example, companies like Qwest are legally required to provide customer Information to long distance and other 
service providers (or their billing agents) so they can verify orders, be aware of customer moves, get paid for thefr 
services and for other similar non-marketing purposes. we are required to provide such infonnation even U the 
infonnation Is not listed or published, and the law limits these companies In their use of the infonnation. 

Directory publishers. By law, when awest accepts a directory listing for publication, we must provide that listing 
information to all directory publlshem - both our ofllclal publisher as well as third-party pub!Jshem. When we receive 
listings from other carriers, they tell us what directories (if any) they want their customer infonnallon published· in. Once 

· pUbllshlirS have the listing Jnformatilin, they can use, sort, organize or package the information in any manner they 
wish: arranged by name or by telephone number, for example, or published ln. paper dlredOries, electronic dlrectorie$ 
ov8r the Internet, on COs, or in any tutute directory fonnat that may be developed. . 

We are also required to give directory publlsh.ers the names and addresses of cust~mers. with non-listed and non­
published Information: These publiShers can use this Information only to deliver their dli'eclories·and for no other ·. 
purpose. 

If you have elected to have your name, address and telephone number published in white pages directories 
(which means that it will be public lriformatlon), we .allow .that information to be used by_ our 9ffielal directory 

· j)ubllsh$1' ai'ld ·purchaSers Of·our directory· assistance offerings for their oWn marketing ·or to create marketlng·iists.: ·· 
To choose not to be Included on lists that may be used by others for marketing, click !Jere. 

Directory assistance providers. The Federal Communications Commission requires carriers to share customer: names, 
addresses, and telephone numbers with directory assistance providers (Including names but not telephone numbers of 
non-published customers). Some of these providers offer Internet or online directory assistance services. The FCC does 
not allow us to restrict how these providers use the customer Information we give them. But we do require companies 
that buy our directory assiStance Information to sign a contract agreeing to honor restrictions you have asked for, suCh 
as that It not be published, when they use the Information for purposes other than directory assistance. 

EmergenCy service providers. Federal law requires us to provide customer names, ·addresses, and telephone 
numbers • Including infOrmation an non-published and non-listed customers - tO emergency services· providers, 
including 911 and re:Verse-911 providers (who riOtlfy the public of emergencies). This infonnation is atsO provided to 
those responsible for answering 911 calls when they receive such calls. 

Cre"dtt reporting businesses. We may provide lnfonnatlon o·n cUstomers' payment histories to credit evaluation or 
reportfng businesses. We may permit those businesses to Incorporate that information into their own databases as part 
of offering their SOI)IIces. 

Identity confirmation services. We may also allow companies to match lnfonnation proVfded to them by their potential 
CUstomers with name and address information in our databases to confirm the Identity of their potential customers. 

ca1itorri1a P.rivacy rights. CalifomtS. Civil Code SecUon. 1798.83 en~es Califoml~ customers _to request il"!fO~?£Uon 
concemtng whether a business has disclosed personal Information to any third parties for the third parties• direct 
marketing uses. Calffomia customers who want more lnfonnatlon.about our compliance with this law cr have questions 
or concerns about our privacy practi~s and policies may contact us at privacy@qv,.,e;st com. 

"Top o~ full policy 

Dlsclosur~ Or informatiOn through links frOm aO::..est wobsiteS 

Our websites contain linkS to websHes of other businesses. We are not" responsible for lnfonnatlon those sHes Collect. If 
you are concerned about the Information collected by these other sites. you should review their privacy policies. 

"Top of full policy 

. http:lfaboutqwest.centwylink.com!PagesiAboutUsiLegaJJPrivacyPoticy/prj~PolicyQ)vcstjsp[6/J.OI20 II 10: I 7:31 AM] 
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Century Link I (Jwcsr Privacy Policy 

Wh&n other companies advertise on Qwest websltes 

When other companies advertise on Qwest websltes Uke myqwest.com, the ad networks and advertisers we work with 
to place ads there may put a cookie or web beacon on your computer. The ad networks use these cookies and web 
beacons to keep track of what ads are displayed and whether users click on the ads (both as required by their 
relationships wfth advertisers), and to beHer understand the ads that users like. we do not auow the ad networks or 
advertisers who advertise on our sHes to place cookies or web beacons In order to gather fnfonnation that Identifies 
users Individually or builds profiles about their web use. All the ad networks we work with agree to the Network 
Advertising Initiative (NAI) Principles and participate In the NAI?s opt-out process. To learn more about cookies, web 
beacons, and the NAI and Its opt-out process go to our Frequently Asked Queslions. 

""Top of full policy 

Sharing of customer information with the government 

Responding to lawful process. We may provide customer lnformallon to the government in response to a subpoena, 
warrant or court order. Among the informaUon we might be asked to provide are a customer's name, address, telephone 
number, account number, any Internet Prplocol or network address that we asslgf'!ed to the customer, records of 
service usage (Including Interactive session Urnes and durations), how long the customer has subscribed to our services 
Qnciudlng start date and the types of services used), and the means and source of customer payment Qncludlng any 
credit card or bank account number used to pay for our services). In response to a search warrant or court order, we 
may be required to disclose to law enforcement agencies the content of and records relating to telephone calls, emall 
messages (including attachments), and Internet usage. we do not provide notice to our wstomers of law enforcement 
demands for info~ation. But our usual policy is to provide notice and the opportunity to f?bject when we receive 

·requests. related to civil lawsuits Whether from the government or private ·partieS. · 

Voluntary reiGSsa of Jnto.:mau~ri fn aq Gme~ancy. We· may p~de Customer" iriformatfon to the 9ovemrftent if we 
believe In good faith that an emergency lnilolvlilg Immediate danger of death or serious ph)'slcallnjwy to any person 
requires disclosure without delay. · · 

()ther _voluntary relaases .¢ lnfQJ:111atlon. U{lder certalri .condi~ons. we voluntarily $are info11'1)8t!On with governmental 
agencieS: · · · 

If we encounter situations where we think our customers or others that we might be in contact with are violating_ 
the law, we may contact taw enforcement and provide them with the Information that led to our belief. 
Wh~n·cus~g~rs.compfa_in !'I~ us to ~de!J!! a,nd. state reQ~a~ory authortUes,_ ~ prov1!:le-~rti11en~ !~f!;~~tl~n 
(including customer Information) In response to those complaints. . 
We may share infonnation with the government to protect our rights or property, induding infonnation indicating 
that some portion of our network or the network of another provider Is or has been subject to a cyber attack. · · 
Periodically, we compare our customers' name aild ciddress Information with.the information possessed by_lhe 
U.S. Postal Service. ThiS lets us mall at reduced rates and helps ensure that our customers get their bllls and 
other information from us more economically and reliably. 
We also share Information with federal $Rd state agencies in connection with their programs to fund universal 
service and other communications assistance programs for low-income or otherwise eligible persons, Including 
persons with disabilities. 

Reporting of child pornography. Uke Other service providers, we are required to report apparent violations of laws 
concerning chlld pornography when we know of facts or circumstances Ulat warrant a report. In those cases, we.contact 
the National Center for Missing and ExploHed Children and may also contact law enforcement directly. 

hTop of full policy 

What ChoiCes do our costom'erS have aboUt infotma.iion \Ve ·collect <ind how-we· use it? 

General practices 

. Telephone directory treatment. You can choose whether and how. your entry appears in Qwest directories and 
through Qwest directory assistance. You can choose not to have your name and address in these directory services at 
all or opt for full names or Initials, or full or partial addresses. 

Product choices. we provide a number -of telephone related services that may help you protect your privacy, Including. 
caner 10 and Caller 10 blocking services. An~mymous Call Rejection, and No Solicitation. For more information about 
th~se services, ple~se contact us: · 

Residential: 1-800-244-1111 
• Small business: 1-800-603-6000 

, • Larger business: 1-800,777-9594 (or your dedlcaled accounl representative) 

Third party market1ng. If you have elected to have your name, 3ddress and telephone· number published in white 
pages directories (whictl means that it will be publiC Information). we allow that lnrorinatlon to be used by our official 
directory publisher and purchasers of our directory assistance offerings for their own marketing or to create marketing 
lists. To choose not to be Included on lists that may be used by others for marketing, click here. 

Opting out of marketing communfcations. You can ask not to receive our marketing calls, mail and email. You may 

http:J/aboutqwestcentwylink.com/Pages/AbQutUsiLegal/PrivacyPo.l~cy/pfivacyPalicyQwcsiJsp[61.101201! 1~:17:~1 AMJ.. 
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Cen!wyUnk I Qw... Privacy Policy 

sb1J receive informational or administrative calls, mall or email. See Choices regarding marketing contacts below. 

"Top of full policy 

Choices regarding directory listings 

You can choose not to be published in our directories or listed In our directory assistance service. A non-published 
status means that a number Is unavailable In both places, while a nan-listed status means that name and number are 
not printed in directories but a111 available through directory assislance. To make one of these ci!Dices (for which there 
Is usually a lee), please conlact us: 

• SesldenUal: 1-BOD-244-1111 
• Small business: 1-BOD-603-6000 
• Larger business: 1-SOD-m-9594 (or your dedicated account represenlatlve) 

If you choose to be Usted In a directory, you can limit the infonnation provided. For example, you can decide to llst only 
your last name and first initial,_ or you may use either a community address (such as '"Denver") or no address at all. 

Please note that we are required to give non-published and non-listed customer names and addresses to directory 
publishers for dl111ctory deliveries and to directory asslslance providers. But we marl< the lnfonnation so that they know 
our customers' privacy choices and by contract we require them to follow those preferences. · · 

"Top of full policy 

Choices rag;uding_ma.rkcting contacts 

TelephOne. Federal Do Not Call laws atlow you to place resldenDallandllne and wireless phone numbers on the 
National Do Not Call Regisby to prevent telemarketing calls to those numbers. If you would like to add your numbers to 
thiS list, you may do so by calling 1-888-382-1222, or by visiting \VV\1\v.donotc:all.gov. 

P!aase rlote that befngOn a federal or st8ie. Do Ncrt CallllstWiil not keep ~tamers from getting our m8rkeilrlg Calls 
because we liave an established business relationship with our customers. 

Residential customers who don't want to receive our marketing telephone calls may ask to be placed on our· internal Do 
.Not Ca_llllst. For .. mo~ lrJtor:matio.n see http:_lf'M'NI.qwcst_.cpm~rqg<]~d.onci~call/file.stpwc!?t_~_Do_Nqt_c_a!l_f\tticy p'1t. 

· If a current Owest customer does not want to receiVe our rilarketlng calls, the customer must expressly tell us not to 
call by getting o':l our Internal Do Not Call list by clicking here or calling us at: 

Residential: 1-800-244-1111 
• Small business: 1-800-603-6000 
• Larger business: 1·800-777~95.94 (or your dedicated account representative) 

Direct mall. If you want to stop direct mail marketing, Including the receipt of catalogs, from companies other than 
Qwest, you should contact them directly or go to the Direct Mari<eUng Association (DMA) websHe at 
https:l/v~tww dmachoicc.org/dma/mcmber/home.ac!ion for more.fnfo~atiqn. 

If ybu do not want to receive our direct mall marketing, you inust expressly tell us by Clicking· here or contacllng us at · 
the telephone number above. We will stop sending you direct mall marketing for two years from the date of your 
request. 

Email marketing. To stop receiving commercial emails from us, follow the "unsubscribe• instructions on the email 
rJ1!3SSage, click h_ere ~r contact us at ~e telep~one num~er above. 

Our Qwestcom MyAccount residential customers r:nay also go to their My Profile, email preferences, to add or remove 
themselves from our email lis~ • 

. Pl9ase note that it may ~ke up to ·thirty days for your choices regSrdlng marketing ~nta¢tS from us to become 
effectlv8. If you are our custoiner, you will still receive service related contacts Bnd noilces from us even if you choose· 
not to receive marketing contacts. 

·."Top of full .. policy 

What access do customers have to information about"them? 
ACcess through billing statements. Your monthly blUing statement-contains the primary name on your account, ihe 
services you subscribe to or use, and the amount billed. A paper billing statement may contain less detailed information 
aboUt Specific services or ~sage than information available onllne.·Both may contain other Information. -such as . 
regulatory notices and charges passed on to you from other service providers. If you find a mistake in the Information 
we have or if you have any questions about your account, please call us at: 

Residential: 1·800·244·1111 
Small business: 1-800-603-6000 
Larger business: 1-800·777·9594 (or your dedicated account representative) 

http:llaboutqwestcentmylink.com/Pages/AboutUsiLegalJPrivac;yPoti~/privacyPc;»~icyQwest.jsp{6/10/20~ 1 10: t 7;31 AM] . 
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CeRtmyLink I Owcst Privacy Policy 

Te!aphone and online access. we will discuss your account with you or with someone you authorize (once the caller 
is property authenticated). Information may also be available to an authorized user through your online account profile 
or through Interactive tools on our website such as "click to chat." If you want to authorize someone to talk about your 
services or other account details, call us at the telephone number above. 

Releasing lnfonnatlon upon written request We will release Information- about your account to others when you ask 
us to do so In writing. For information on where to send your request go to our Ftequently Asked Questions. 

Protactlng your passwords. Please help us protect your privacy by guarding lhe confidentiality of your passwonl and 
other authentication Information. 

"Top of full policy 

How does Qwest secure customer information? 
Qwest controls generally. We have many Information databases and systems, all of which have admlnlstraUve, 
physical, and technical conlrols deslgnad lo safeguanllhem and prevent unaUihorized access 1o customer Information. 

Securing sensitive lnfonnatfon. We use secure technologies to transfer sensitive infonnation. We comply with the 
Payment Card lndustry'Data Scclrrity Standards, and a variety of other standards, as well as federal and state laws 
regarding the protection of customer Information. 

Restricted access to Information. Only Qwest employees, agents, service providers and other businesses we work 
and share information with and who have a legitimate business purpose are authorized to access customer information. 
This access Is strictly defined (often Involving password controlled access and other security controls) and subject to 
policles.and contracts requiring confidential treatment of-the lnfonnaUon, 

Employee·and··vondor training. We require employees to protect customers· Information. We train our employees on 
those pollcles when they are hired, and we update that training routinely, V\lhen negessary, we train vendors on our 

·policies as well. · · · · · · 

Proactively protecting your own Information. We encourage our customers to actively protect their personal 
inforniation. Don't give Jdentffyfng-lnform8tlon t? Strangers or others unless you're certain they have a·rfght to or a need 
for .the lnfonnation. Also, prated the security of personal information you transmlt over home networks, wireless routers, 
WiFi networks, and similar devices by using enayptlon and other techniques to preVent unauthoriz9d interception. . · 

If you think infonnatlon. ~bout yo~ Qr others has been dlsd()Sed without proper authorization, please contact us at 
privacy@Qwest.com; or -write us at: · · · · 

Qwest Privacy Group 
1801 California Street, Suite 1160 
Denver, CO 80202 

"Top of full policy 

Changes to this Privacy Policy 
We update this privacy policy from time to time to reflect evolving technology and other service, process and policy 
.changes. ~ will notify you of any material changes by posting a notice on our website ha:rne page and the privacy 
· policy p8ge for 30 days before making the ch8nge. · · · · 

"Top of full policy 

· Contacting us 
For questions about this policy or our practices, please email us at pnvacy@qwc:;: com, or write us at: 

Qwest Privacy Group 
1801.Califomla Street, Suite 1160 
Denver. CO 80202 

"Top of full policy · 
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