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UNITEDR STATES DISTRICT COURT
EASTERN DISTRICT OF PENNSYLVANIA

MALTEL MEDTA, 11O,

el

JOTIN TS 1-9,

e tendants,

:

Civil Action No. 5:12-cv-04818

.................... -X

MOTION FOR LEAVE TO SERVE THIRD PARTY

SUBPOENAS PRIOR TO A RULE 26

Pursuant o Fed. R Civ, PL200d)i 1) and upon the attached: (17 Memorandum of Law in
support of this motion; and (2) Declaration of Tobias Fieser in support of this motion, Malibu
Media, LLC, ("Plaintil £y cespecitully moves tor emry of an order grunting it leave to serve third

party subpocnas prior to a Rule 26(0) conlerence (the “Motion™). A proposed order is attached

for the Couwrt”™s convenience.

Dated: August 22,2012

CONFERENCE

Respectiully submined.

FIORE & BARBER, LL.C

-

> -
By: ol ///} Bt
~€finstopher P. Fiore, Esquire
Aman M. Barber. lI1, Esquire
Attorneys for Plaintaff
425 Main Street, Suite 200
Huorlevsville, PA 19438
Tel: (215) 256-0205
Fax: (215) 256-9205
Email: efionei fiorcharber.com
ATTORNEYS FOR PLAINTIFF
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UNITED STATES DISTRICT COUR'T
EASTERN DISTRICT OF PENNSYLVANIA

MALIBL MEDIA. L1C,
Civil Action No, 501 2-¢v-0H818
PManiidl,
L.
JOHM DHOES [-1,

Defendants

ORDER ON MOTION FOR LEAVE TO SERVE
THIRD PARTY SUBPOENAS PRIOR TO A RULE 26(0 CONFERENCE,

THIS CAUSE came before the Count upon Plaintifl™s Motion for Leave to Serve Thind
Party Subpaenas Prior 1o o Rule 26010 Conference (the “Motion™), and the Court being duly
advised in the premises does Licteby:
FIND, ORDER AND ADJUDGE:
l. Plamtfl established that “eood cause™ exists for it to serve third party subpoenas
on the Intermet Service Providers listed on Exhibit A to the Motion (the =I1SPs™). See UMG

Recording, Ine. v. Dow, 2008 WL 4104214, *4 (N.D. Cal. 2008): and Arista Records LIC v,

Does 119, 551 F, Supp, 2d 1. 6-7 (12120, 2008,

2 Plutntill may serve cach of the [5Ps with a Rule 45 subpoena commanding each
ISP to provide Plaintiff with the true pame, address, telephone number, e-mail address and
Media Access Conrol ("MACT) address of the Delendant o whom the ISP assigned an 11
address as set forth on Exhibit A to the Moticn. Plaintiff shall attach to any such subpoena a

copy of this Order.
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3. Plaintif? may 2lso serve o Rule 45 subpoena in the same manner as above on any
service provider that is identified in response w o subpoena as a provider of internet services to
one of the Defendants

4. Each of the IS8I's that gualily as o “cable operator,” as defined by 47 US.C, §
522(5), which states:

the term “cable operator™ means any person or group of persons

(A} who provides cable service over @ cable system and directly or through one
or more alliliates owns a signifcant interest in such cable system, or

(B)  who otherwise controls or is responsible for, through any arrangement, the
mumagement and operation of such a cable system.

shall comply with 47 15,0, § 351 cH 20 31 which states:

A cable opercwor may Jiselose such [personal identifving] information if the

disclosure 15 . . . made pursuant 1o a coun order authorizing such disclosure, if the

subseriber 15 notified of such order by 1hie person (o whom the order is directed.,
by sending a copy of this Order to the Defendant,

5. The subpocpacd ISPs shall not require Plaimtiff to pay a fee in advonce of
providing the subpocnaed dnformation: aor shall e subpoenacd 1SPs require Plaintiff to pay o
tee for an 11 address that is not controlled by such ISP, or for duplicate 1P addresses that resolve
o the same individual, or for an [ address that does not provide the name of a unique
individual, or for the 1815 intermal costs 1o notify its customers. 17 necessary, the Court shall
resolve any disputes between the 18P and PlanifT regarding the reasonableness of the amount
proposed to be charged by the ISP afler the subpoenaed information is provided to Plaintify,

. [Fany particular Doe Defendant has been voluntarily dismissed then any motion
filed by said Detendant objecting o the disclosuee of his or her identifving information is hereby

denied as moot. Notwithstanding the loregoing. the applicable IS shall withhold the moving

| B ]
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Defendant’s identilying information from Plaintiff unless and until Plaintiff obtoins a subsequent
court order authorizing the disclosure.

7. Pluintll may only use the indormation disclosed in response 1o o Rule 45
subpoena served on an ISP for the purpose of protecting and enforcing Plaintils rights as set
torth in its Complaint,

DHONE AND ORDERED this  dayv ol 2012,

B

ENITED STATES ISTRICT JUDGE
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF PENNSYLVANIA

.
ettt
d
.

MALIBU MEDIA, LLC.
Civil Action No, 5:12-¢v-(MR18
Mmnifl,

JOHN DOES -5,
Delendants,

.

MEMORANDUM OF LAW IN SUPPORT OF PLAINTIFF'S MOTION FOR LEAVE TO
SERVE THIRD PARTY SUBPOENAS PRIOR TO A RULE 26(F) CONFERENCE,
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MEMORANDUM OF LAW IN SUPFORT OF PLAINTIFF'S MOFIION FOR LEAVE TO
SERVE THIRD PARTY SUBPOENAS PRIOR TO A RULE 26{0) CONFERENCFE

Pursuant 1o Fed. R Cive Po 260y 1), Plaintiff hereby respectfully submits this
Memorndum m support of its Motion for Leave to serve third party subpoenas prior to a rule
26{1) conlerence.

L. INTRODUCTION

Plaintifl seeks leave 1o serve limited, immediate discovery on the Doe Defendants®
Internet Service Providers (7ISP57) so tha Plaintifl may learn Defendamts”™ true identities.
Plaintif? is suing each of the Defendants for using the Intemet and the BitToment protocal to

commit direet and contributory copyright infrngement.

Since Defendants used the Internet to commit their infringement, Plaintiff only knows
Defendants by their Internet Protocal (*IP7) wddresses, Defendants” 1P addresses were assigned
to the Defendants by their respective 15Ps. Accordingly, the ISPs can use the I addresses to
idennify the Defendants.  Indeed, 15Ps maintzin internal logs, which record the date, time and
customer wentity for cach 11" address nssipnment made by that ISP, Significantly, the 1SPs may

maintain these logs for only a shont period of time,

Plaintifl seeks leave of Coun to serve a Rule 45 subpoena on the 15Ps and any related
intermediary I8Fs. Any such subpoena will demand the true name, address, telephone number,
e-mml oddress and Media Access Control (*MAC™) address of the Defendant to whom the ISP
issued an IP address.” PlaintifT will only use this information to prosecute the claims made in its
Complaint.  Without this information, Plaintiff cannot serve the Defendants nor pursue this

lawsuit to protect its valuable copyrights,

' A MAC address is a number that identifics the specific computer used for the infringing activity,
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il ARGLMENT

Pursuant 1o Rule 260d)(1). except for circumstances not applicable here, absent a court
order, a party may not propound discovery in advance of o Rule 26(f) conference. Rule 26(b)
provides courts with the authority to issue such an order; *[flor good cause, the court may order
discovery of any matter relevant to the subject matter involved in the action.”  In Intemet
infringement cases, courts routinely lind good cause exists to issuc a Rule 45 subpoena 1o
discover o Doe defendant’s identity. prior 10 0 Rule 26(1) conference, where: (1) plaintif makes
u prima facie showing of a claim of copyright infringement, (2) plaintifl submits a specific
discovery request. (3) there is an absence of allemative means to obtain the subpocnaed
information, (4) there is a central need for the subpoenaed information, and (5) defendants have o

minimal expectation of privacy, See Arista Records, LLC v. Doe 3, 604 F.3d 110 (2d Cie. 2010)

(citing Sony Music Entm’e v, Does 140, 326 F Supp.2d 556, 564-65 (8. 1LN.Y. 2004) (numbers

(EDN.C. Dee, 4, 2008) (samer: Wamner Bros, Records, Ine. v. Doe, No, 5:08-CV-116-FL. 2008

WL STTIERS, at *4 (E.DN.C, Dee 4, 2008) (same): BMG Music v, Doc # 4, No, 1:08-CV-135,

2009 WL 2244108, at *3 (M.DN.C. July 24, 2009) (same). Sce also, Ansta Records LLLC v,

Does 1-19, 551 F. Supp. 2d 1. 6-7 (D.D.C. 2008), and the cases cited therein, noting the
“overwhelming™ number of cases where copyright infringement plaintiffs sought to identify
“Doe” defendants and courts “routinely applicd™ the good cause standard to permit discovery,
Here, PlaantiT easily satisfies all of these requirements. Accordin glv. this Court should grant the

Mation.
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Al Circuit_Courts Unanimowsh  Permit Discovery 1o _Identify Iohn Do
Defendanis

Federal Circuit Courts have unanimously approved the procedure of suing John Doe
defendants and then using discovery o identily such defendants.

For example. the Second Cireuit stated in Davis v, Kellv, 160 F.3d 917, 921 (2d Cir.

1998) that “courts have rejected the dismissal of suits against unnamed defendants . . . identified
only as “John Doe’s ., until the plaintifl has had some opportunity for discovery to learn the

identities.” See also. Penalben-Rosa v, Forluno-Burset, 631 F.3d 592 (1st Cir. 2001) (A

plaintifT who is unaware of the identity ol the person who wronged her can . . . proceed against a
*lohn Doe” . . . when discovery is likely 1o reveal the identity of the correct defendant.™). Accord

Brown v, Owens Coming [nv. Review Comim,, 622 F.3d 564, 572 (6th Cir. 2010): Blakeslee v,

Clinton County, 336 Fed Appy, 248, 250 (3d Cir, 2009); Young v, Transp. Deputy Sherifl 1, 340

Fed Appx. 368 (9th Cir. 2009); Green v, Doe, 260 Fed Appx. 717, 719 (5th Cir, 2007); Krueper

Munz v, Parr. 758 F.2d 1254, 1257 (81h Cir, 1985); Maclin v. Paulson, 627 FF,2d 83, 87 (Tth Cir.

19810).
B. Good Cause Exists to Grant the Motion
1. Plaintiff 1as a Prima Facie Claim for Copyright Infringement

A prima facie claim of copyright infringement consists of two elements: (1) ownership of
a vald copynight, and (2) copying of constituent elements of the work that are original. Feist

Publ’ns, Ing. v, Rural Tel. Serv. Cou, loe. 4599 1S, 340, 361 (1991). Maintifl satisfied the first

good cause factor by properly pleading o cause of setion for copyright infringement:

8. PluintifT is the owner of the copyrights for the Works, each of which
contains an original work of authorship,
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49, By using the BitTorment protocol and a BitTorrent Client and the processes
described above, cach Defendant copicd the constituem clements of the Waorks
that are original.

A0, Plamuit did not authorize, permit or consent to Defendants” copying of its
Works.

Complaint at 95 48-30, See 17 VS0, 1060 10 re Aimster Copyright Litig . 334 F3d 643, 645

(7th Cir. 2003), corr afemied, 124 8. Cr. 1069 (2004) (“Teenagers and young adults who have
access 1o the Intemet like to swap compuier files containing popular musie. I the music is
copyrighted, such swapping, which involves muking and transmitting a digital copy of the music,
infringes copyright,”™); Elektra Emm’t Group, Ine. v. Doe, No. 5:08-CV-115-FL. 2008 WL
STHIBEG, at *4 (E.DNC, Dee, 4, 2008) ([ ']laintifls have established a prima facie claim for
copynight imfringement. as they have sufficiently alleged both ownership of a valid copyright and
encroachment upon ot least one of the exclusive rights afforded by the copyright.”™); Warner

Bros. Records, loc, v. Doe, No, 5:08-CV-116-FL, 2008 WL 5111883, a1 *4 (E.D.N.C. Dec 4,

2008) (same).  Turther, Plaintift"s allegations of infringement are attested 1o by Plaintiffs
investigator, IPP, Limited’s emplovee, Tobias Fieser.  See Decluration of Tobins Fieser in
Support of PlaintilT™s Motion For Leave o Serve Third Party Subpoenas Prior to a Rule 26(0)
Conference (“Fieser Decloration™) at 9§ 1% and 22, Exhibit A, Accordingly, Plaintiff’ has
exceaded i1s oblipation to plead a prima licie case.

. Plaintiff Has Clearly Identified Specifie Information 1t Sceks Through

Ihseovery

Plaintifl secks 1o discover from the Defendants” 1SPs the true name, address, telephone
number, e-mail address and Media Access Control (*"MAC™) address of the Defendants. This is
all specific intormation that is inthe possesston of the Defendants” 15Ps that will enable Plaintit

to serve process on Defendants. Sinee the requested discovery is limited and specific, Plaintiff
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has satisfied the second poud cause factor, Sony Music Enim’t v, Does 1-40, 326 F.Supp.2d
356, 566 (S.D.NY. 2004 ) BMG Music v. Do # 4, No, 1:08-CV-135, 2009 WL 2244108, a1 *3
(MILNLC. July 24 2000) (Hinding under nearly identical circumstances that “the discovery
request is sufliciently specific w establish o reasonable likelihood that the identity of Doe # 4 can
be ascertained so that he or she can be properly served™).

3 Mo Alternative Means Exist to Obiain Delendants® True ldentities

Other than receiving the intormation from the Defendants” 1SPs, there is no way 1o obtain
Defendants” true identities because “[ojnly the ISP to whom o particular 1P address has been
assigned for use by its subseribers can correlate the 1P address to a real person, the subscriber of
the internet service,” Fieser Decluration at ® 9, Indeed. “[o]nce provided with the 1P address,
plus the date and time of the deweeted and documented infringing activity, 1SPs can use their
subscriber logs 1o identify the nume, adidress, email address, phone number and Media Access
Control number of the subseriber [ic., the Detendant],” Fieser Declaration o1 % 23, Sinee there
is no other way for Plaimtifl 1o obtain Defendants” identities, except by serving a subpoena on
Defendants’ 1SPs demanding it Plaintilt hos established the thind good couse factor,  See

Columbia Ins, Co. v, Scescandy et al,, 183 F.R 1) 573, 578-80 (N.12. Cal. 1999): Elektra Entm’t

Group, Ine. v. Doe, No, 5:085-CV-115-FL, 2008 WL 5111886, at *4 (E.D.N.C. Dee. 4. 2008)

(finding that the feasibility of o sugpested alternative method of determining defendants’

identities by hiring o privane investigaior 1o observe downloading “is questionable at best™):

Dec 4, 2008) (same).
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4. Plaintill Meeds the Subpocnued Information to Advance the Asserted

Obviously, without learmning the Delendants true identities, Plaintift will not be
able o serve the Defendants with process und proceed with this case,  Plaintift™s important
stotutorily protected peogenty rghts are ot i=sce o this suit and, therefore, the equities should
weigh heavily in Bwvor of preserving Pluinti™s rights. Since identifving the Defendants by name
15 mecessary for Plaintif] o sdvance the asserted claims, Plaintiff has established the fourth conud
cause foctor, Sony, 326 F.Supp. at 366: BMG Music v, Doe # 4, No, 1:08-CV-135. 2000 WL,
2244108, ar *5 (MUIDLNC, July 240 2009) (finding under nearly identical eircumstances that
“Ipllaimifts have shown that the subpoensed information—Doe # 4's identity—is centrally
needed to advance Plamnlls” coparight infringement elaim™).

5. Plaintiffs’ Interest in Knowing Defendants” True ldentities Qutweighs
Devendunts” Interesis in Remaining Anonymous

Plaintifl has o sirong legatimate interest in protecting its copyrights.  Defendants are all
copyright infringers that have no legitinuate ¢apectation of privacy in the subscriber information
they provided to the 1301 much less o distbuoting the copyrigted work in question without
permission, See Guest v. Leis, 255 F.3d 325, 336 (6th Cir, 2000) (“computer users do not have a
legitimate expectation of privacy in their subscriber information because they have conveyed it
to another person—ihe system operator” ) BMG Music v, Doe # 4, No. 1:08-CV-135, 2000 WL
2244108, ar *3 (MDNG, July 240 20005 (Ginding under nearly identical circumstances that
“Ipllaintifls have shown that Defendant Doe # 4 has o minimal expectation of privacy in

downloading and distributing copyrighted sorps without permission™); Interscope Records v.

Does 1-14. 558 F.Supp.2d TIT6, 1178 (1. Ko, 2008) (o person using the Intemnet to distribute or

download copyrighted music without suthorizaion is not entitled 10 have their identity protected
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from diselosure under the First Amendmentss Sony. 320 F.Supp.2d at 566 (“defendants have
litle expectation of privacy in downloading and distnbuting  copyrighted  songs  without
permission™), Since Defendams do not hove o legitimate interest in remaining anonymous, and
since Plaintiff has o strong. statonly recopnized and protected imerest in protecting its
copyrights, Plaintift has established the ilih good cause factor.
. CONCLUSION
For the foregoing reasons. this Court should gramt leave to Plaintff to issue Rule 43

subpocnas to the 1S,

Dated: Aupest 222012
Respectfully submitted,

FIORE & BARBER. LLC

Iy _‘/r‘/;’

“Christopher I, Fiore, Esquire
Aman M. Barber, l1, Esquire
Attorneys for PlaintilT
425 M Street, Suite 200
Harleysville, PA 19438
Fel: (215) 256-0205
Fax: (215) 2569205
ks elioneuw foreharber.com

i
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF PENNSYLVANIA

MALIBU MEIMA, LLC.
Civil Action No.
PlaintifT,
¥,

Defendants,

rea

DECLARATION OF TOBIAS FIESER IN SUPPORT OF PLAINTIFF'S MOTION FOR
LEAVE TO SERVE THIRD FARTY SUBPOENAS PRIOR TO A RULE 26{M

CONFEREM
[, TOBIAS FIESER, HEREBY DECLARE:

1. My name is Tobias Fieser.

2. lam aver the age of 18 and am otherwise competent to make this declaration.

3. This declaration is based on my personal knowledge and, if called upon to do so,
I will testify that the facts stated herein are true and accurate,

4. [ am employed by IPP, Limited (*IPP"), a company organized and existing under
the laws of Germany, in its litigation support department,

LN Among other things, IPP is in the business of providing forensic investigation
services to copyrighl owners,

6. As pant of my dutics for IPP, I routinely identify the Intemet Protocol (“[P™)
addresses that are being used by those people that are using the BitTorrent protocol to
reproduce. distnibute, display or perform copyrighted works.

7. An IF address is 2 unique numerical identificr that is automatically assigned to an

1
EPAT20
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internet user by the user’s Intemet Service Provider (*ISP™).

K. [SPs keep track of the [P addresses assigned to their subseribers.

' Only the ISP to whom a panticular 1P address has been assigned for use by its
subscriber can correlate the [P address to a real person, the subscriber of the intemet service.

10.  From time to time, a subscriber of internet services may be assigned differem [P
addresses from their ISP, Accordingly, to correlate a person with an IP address the ISP also
needs to know when the [P address was being used.

1L Many 15Ps only retain the information sufficient to correlate an [P address to a
peTson at a given time for a very limited amount of time.

12 Plaintiff retained IPP 1w idemify the IP addresses that are being used by those
people that are using the BitTorment protocol and the intemet to reproduce, distribute, display or
perform Plaintifls" copyrighted works,

13, IPP tasked me with implementing, monitoring, analyzing, reviewing and attesting
to the results of the investigation.

4. During the performance of my duties, | used forensic software named
INTERNATIONAL IPTRACKER v1.2.1 and related technology enabling the scanning of peer-
to-peer networks for the presence of infringing transactions. A summary of how the software
works is attached as Exhibit A.

15. INTERNATIONAL IPTRACKER v1.2.1 was comectly installed and initiated on
a server located in the United States of America.

16, | personally extracted the resulting data emanating from the investigation,

7. After reviewing the evidence logs, | isolated the transactions and the [P addresses

being used on the BitTorrent peer-to-peer network 1o reproduce, distribute, display or perform

Pt

EPATZD



Case 5:12-cv-04818-GP Document 4 Filed 08/22/12 Page 16 of 31

Plaintifis" copyrighted works.

I8 Through each of the transactions, the computers using the [P addresses identified
on Exhibit B connected to the investigative server in onder to transmit a full Copy, Of a portion
thereof, of  digital media file identificd by the hash value set forth on Exhibit B,

19.  The IP addresses, hash values and hit dates contained on Exhibit B correctly
reflect what is contained in the evidence logs.

20, The peers using the IP addresses set forth on Exhibit B were all part of o “swarm™
of peers that were reproducing, distributing, displaying or performing the copyrighted work
identified on Exhibit B.

21, Our software analyzed each BitTorrent “picce” distributed by each IP address
listed on Exhibit B and verified that reassembling the pieces using a specialized BitTorrent
Client results in a fully playable digital motion picture which has the same identical hash as on
Extubit B3,

22, I'was provided with a control copy of the copyrighted works identified on Exhibit
B {the “Movies™). | viewed the Movies side-by-side with the digital media file identified by the
hash value set forth on Exhibit B and determined that the digital media file contained movies
that were identical, striking similar or substantially similar.

23, Onee provided with the IP address, plus the date and time of the detected and
documented infringing activity, ISPs can use their subscriber logs to identify the name, address,
email address, phone number and Media Access Control number of the subseriber,

FURTHER DECLARANT SAYETH NAUGHT.

DECI L

PURSUANT TO 28 US.C, § 1746, | hereby declare under penalty of perjury under the
laws of the United States of America that the foregoing is true and correct.

3
EPATZ0
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Executed on this “( 7 5  dayof <l ;1 2012,
TORBIAS FIESER

o

By: — j—ﬂ_,_,_.

EPa1Z0
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EXHIBIT A

TO: DECLARATION OF TOBIAS FIESER IN SUFFORT OF PLAINTIFF'S
MOTION FOR LEAVE TO TAKE DISCOVERY PRIOR TO A RULE 2§
CONFERENCE

—_—
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IPP international LTD.

FUNCTIONAL DESCRIPTION

IPF intermational IPTRAGKER v1.2.1

Se—momm
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Page 2 March 8, 2011
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Paged Mareh 8, 2011

1 Introduction

The fallowing disquisition introducas the softwara IPP international IPTRACKER. Tha softwara
was developed fo delesmine copyright violations in peer-to-peer networks (callad P2P
networks) and 1o preserve evidences during Blegal distribution of copyright prolecied meteral,

F2ZP allows spraading data of every kind (software, music, video etc) via the Interme! fast. The
data is saved on the computers of the participants and |3 distributed by common P2P software
products which are available on the intemet for free. The Data bs usualy copiad from foreign
computers (called download) while other data s sent at tha sama time (called upload). Every
participant can release files on his computar and make # avaliabls lo others, comparable to
the file release function within a local network, The files are copéod via direct connaction
betwean the computers. F2P networks have millons of users and offer an enormous variety of
fias.

The procedura itself is lagal for data which is not under copyright.

A common description of the operaton of most commanly used P2P peer-to-poar hdnques
used to axchanges data on the Internot can be found in the addendurm.
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Page 4 March 8, 2011

2 The program IPP international IPTRACKER v1.2.1

2.1 Description of Action

241 Fllesearch

Once a fie is downloaded, verified and definitely allocated to a Rights holder, the hash valua is
used to determing possibla sources on tha intemet. Different servers, trackers and clionts
provide [isis of IPs whoro the spacific file could or still can ba downloaded.

2.1.2 Summarization of the procedure -

These lists are downloaded from the providing sysiem and computed sequentially. Each IP
found In these lists |s roquasted using the common P2P protocol functions, If the requesiad PZP
client mrmuﬂmmdumﬂummebuﬂhmﬂd]“mm:hamd folders), the
download | started. ’

i the part downloaded is sufficient to be verified mdmmp:ru:ltulmmml.ﬁulPaddmu
and axact ima and date is stored in a secure databasa.

ﬂmduwrhadmls:ﬂnm“ﬂ‘

ﬁ.hermplaﬂnn mmmmmuﬂmm mlrn-:l hﬂu‘maﬂmhmad!’nfﬁ.nﬂur
sieps the downloaded data is compared with the original (complete already downloaded and
verified file) bit by bit

2.1.3 Safety of IP and other connection data

A direct and continuous connection betwean the IPTRACKER-3erver and tha uploadar of the file -
Is estabished and exists ot least 10 seconds before, during and at least 10 seconds afler tha
caplure soquends i.e, during the whole download process,

Oplionally tha screen can ba capture automatically (o backup another evidenca,

2.1.4 Tha date and time

The (IPTRACKER-) sanwer dalo and time is synchronised every minute via Network tima
protocol (NTP). This function is provided by an additional progrom

{Dimension 4 v5.0 hitp/Awwaw thinkman com/dimensiand),

The synchronization report i saved frequently and redundantly stored on a file server. Tha me
is recehved from the Federal technological Institule in Brunswick (Physikalisch-Technischa
Bundesansia’t In Braunschweig) and has a maximum deviation of for 1/10 second (atomic
clock).

Several other mdundant u'rs:lrulu pmw:llng the exacl tema are stored .un In:eurn:ﬂ catabaso :H'
the program. Cimension 4. : :
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2.2 Visualisation of tho process

118102231
ATODMIC TIME:
0Er05:58 20.10.2008 (MET)

ATOMIC TIME:
0a:05:58 26.10.2000 -

Timeserser
Adpmic Ciock
Sy intereat {minute
Tpwves prmiccal
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2.3 Description of the most important program functions

Tha IPP intornotional [PTRACKER s based on tha hybnd Filesharing elient Shareaza 2.4.0.0. All
communication interfaces comaspond tn the spedfications of tha PZP Bitlarrant,
Gnutella 1 and 2 as well as EDZk. These inlerfaces were lofl invarably In tho flasharding cliant
The funcbon of the wpload in addibon was reduced 1o a minimum (handshaking)

The PP International IPTRACKER merely siorea the data of the hosts connecled with, If tha
package verification succoads.

= [P address

» por

# exact captune Himea

¢ nama of the p'-rnlnm‘l

o filenams

# file sire

= hash valuos of the fla (SHA1, ED2k, BiTH)
« GUID

*  username

= cheniname

= content downkoaded

A scroenshod of the host can be mada by tha IPTRACKER program. The host ks marked
automatically duriyg tha download phaze lo safeguard anolther evidence. Hnlmhvmt ontries
are maskad. The nama of the scrasnshot is also stored in the database, -

To guarantss the immutability of the dats, IP, dake and time & signed with a privato 4008 ba
RSA key. The RSA key = included inlersally B tha IPTRACKER program ushn & pmmmpiud
H:nm‘rnndﬁnbemtmadu'uwd L-In:-whum

R5A is a mcognized asymmetrical encoding pmcuduru which can be used both for the encading
and for the digidal signature. It uses a key pair consisting of a private key which is used decoda
or sign data and a public key with which docoding or ssgnature checks are made possibla, Bath
keys are kept secrel,
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3 Logdata database

Tha data is sfored in a My3QL database. The database server runs locally as a service on the
respectiva server. Tha connection [s establishad via ODBC driver; MyODBC-3.51.11. Tha query
language i S0L Tha IPTRACKER program accesses the databass exclusively wiitng. The
entries rightralated cannot ba changed.

" The data Is exclusively submitted as data sheets for the assetion of the injured rights.

3.1 Protection of data privacy and data security

The rack-servers are stored in a room which is locked and protected with most current security
mechanisms,

- The dalabase |5 password protected and slored on an encoded hard disk. The hard disk ia
" ‘encoded with TrueCrypt 6.0 using AES encyption. Tho pasaword is not saved on any computer,
only known by two peopla and has mora than 25 signs. It must ba entered manually at every
system startup. Whon tho hard disk is ramoved from tha computer or the power supply, it has to
ba mounted again using the password.

I the hard disk should be reached by unauthorized J:I'Eﬂph the data mﬂy is therefora
ensured at any tima,

To maxdmize data secunty, the IPTRACHER program offers an implamantad program function

which permits not only to eign but also 1o encode completely relevant data. So the data cannot
.be seen of changed ovan by persons with dracl access 1o the senver,

To creale valid enlrias the secret key pair is necessarny, It is not possibly to store data manually
at any lime.

Only the IPTRACKER program ks able o create valid data,

Thi dala can cnly be decoded and used by tha responsible lawyer, only his software conteins
the deciphering method and this one in th's case also secret (called "public™) key.
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4 Addendum
Basic Knowledge

P2P networks can be subdivided Into sevaral groups using their structure and opecation.

Centralized P2P systems

Thesa mmmmamalmwe:mmmumammmmd.ﬁlm
enqguines from the knots are procossaed by the server. The basis of P2P syslems is the data
_transmission botween the individual knots. A direct connaction betwean tha knots [s
estabished whan tha filo s found on @ apeciflc knot,

The server & b botble of Uhe neck In This procass,
Mnmdu-,-,i.m-rhahad P2p systers are of more minar imporiance.

Pura P2P systems without a central instance
There are natworks without a central senver which do not managa any central data siock
(Gnutellal and Grutelia2 network).

PZP-Filesharing networks via server cliont protocol

Thera ara netwarks win one or several centrel servers which manage information about the
usars connecled ot present, This is provided by the Bittorrent and eDonkey nebwork. With the
installation of Ermula the usars receive g list of alt users (fa: sarvor.mat) allached o a Sener
and all relessed fGes, Ellorrent and «Donesy cover currently B5% of the exchangs actiity.
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Gnutella

Gnutalla Is a PZP network decentraiized compilately which can ba obsarved by the IPP
international IPTRACKER software, "Deconfralized” means that every knot uses a similar
software and there are no central seqvers which procass search enquiries.

A search query is possed fo the neighbouring systems gt firsl These systems refer the guery to
thedr noighbours untl the requesied file was found, After thal a direct connection for tho data
transmizsion can be establizhed between searching and offering knot

Gnutella 2

Gnulella 2 works mast largely like the original Gnutella network with a similar connection system
but Unicode2 saarch functon with extanshea matadata, TigerTree Hashing, and generally fasier
link speed, A "Partial fis Sharing” function was implemented which divides files info parts.

It's possible to download thesa parts from different knots instead of downloading the whale fla
from ona knol

-Some known Gnutella? dien's are: . -
Sharears, Morphaus, Gnuclaus, adagle, fu"LDth'_.f
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- eDonkey2000 (Ed2k)

Tha aDankey2000 pacr o pear network needs server 1o connect the knaots, The server andy
provides [=ls of files which ase available on the individual knots,

Some Edonkey2000 clients are: eMule, eMulePlus, aMule, xMule, MLDonkey, Lphant
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Bittorrent {BT)

BitToment is usad for the fast dsiribution of [arge amounts of data In which central senvars are
condralling the beation of tha files,

BitTorrent does not behove Bxe a usual P2P netwock. There B no soarch function kka it is
vadable it al EDonkey or Gnuwtedla clients.

To get all necessary information for a download, a toment fils B dovnloaded (from ancther
nobwork or an mtermnet page). [t contains all Informaticn lo start the download.

The Bittorrent participants connect wih the so-callad ﬁﬂcﬂrufﬂﬂn fila and with that with other
users who slso ara ntzrestad in gt this dle. A private network |3 bult,

Trackeress systems were developad in new varsions, The bracker funclion [z done by tha diant
software, This avoids some of the previous problems (e.g. the missing fallre safaly of tha
Ir:l :F:! ru:'l- ) - - I

é{lmﬂl Bitorrent clients are: Sharoaza, BiComet, Azureus

L
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Globally Unique Identifier (GUID)

Every P2ZP user recaivas a unique |dentification which consists of a 32-digit hexadecimal
number, Tha user recelves the identification &l the moment of the installation of the P2P
program. The program gencrates the GUID from user-specific data. So it is possible that 2
usar has ==veral GUID Hentifications (o.5. ha gels a now GUID at the installation of a natwork
cliant), however, it I nol possible that an silocaled GUID ks allocated to another user again.

The hash value

The hash value s necassany fo idently a Ma

A spocial advantage of Bittorrent, eDonkay and Gnutela networks is the fault-freo data

transmissicn botween the users, Bigger files are subdivided into litfie packages. Forevery
package a single identfication value is gencrated using Jnown aigorithms. The hash value is
frequently describad as & fingerprint since il ks urique similarly ke a fingerprint. Ty

Lo. oach fila exceeding the size of 2 megabylss owes more than ana hash value -.ona for the
whiola file and ora for each packaga.

Standard oporation of common P2P-cient proegrams duning the fBesharing procass:

The client software must guarsniee that the recehved cantent ks always the querled ons.
Therafore only hash values are requested — filonamas ara unimportant during the
lransmission,

Alter a diend recoived a dala packago the content has to be verifisd. Therefore the hash value
of tha package is generated by tha client and compared to the hash value provided before. If
tha two keys are identical, the downlosdad package (s accepted. If there are deviations at the
comparigor, tren the package s dedinad vno regquesbed au:-ﬂh'l The package can also ha
dewnloaded from another kot

_ Al mentionad programs are able to spin bipged files inlo packages and Lo identily thesa using

hash values independently which program is usad for ihe data exchange. With this it is
possibla to assign small parts of a file to the original fde. It s made sure that the partal‘m: file

- always belangs 1o the requesiod file.

Aflor tha whoke file |s downloaded it wiil b verified on the whole bdmumdamhadprms
Is finkshed and the file s sqred gs "VERIFIEL".

Every network uses diffaront hash alqorithme. Bittoerent tha so-called "BITH®, eDonkey this
ono "ED2K’, ana Gnutalia tha "SHAY" algeiam.

The IPP Intenational IPTRACKER is abde 19 generala and compare each hash algorithm
E=lad above

e s L i T LR L St e R -l 1 S-S Sl LELF ok W o TP R




SHA-1 Hash: SC30F05B0EFOFS9BBF43ET16A0EBSID31C1TADTF
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Titlo:

MaryJane Young Love

Rights Owner: Malibu Media

EPATZO

Hit date i
DOE# | IP fuTC) City | State | 15P Network
6/26/2012 |
1 174.60.64.189 ~2:33 | Reading P4 | Comcast Cable BitTorrent
6/13/2012 '
2 68.81.82.127 22:25 | Brookhaven | PA_ | Comeast Cable | BitTorrent
7/1/2012 - |
3 69.2426.26 |  22:01 Narristown < PA | Comcast Cable BitTorrent
B/15/2012
4 71.230.42.105 23:34 | Pottstown  PA Comcast Cable BitTorrent
Bfafaorz |
| 5 £8.238.195.233 |  15:23 | Allentown PA | Verizon Internet Services | BitTarrent
| 7/28f2012 |
B 71.175.140.161 | 17:17 | Philadelphia  PA | Verizon Internet Services | BitTorrent
| 6/2/2012
7 71.175.185.128 4:15 | Fleetwood PA Verizon Internet Services | BitTorrent
6/27/2011
8 71.175.78.237 | 1602 lenkintown  PA Verizon Internet Services | BitTerrent
71302012 i
9 98.114.230.81 2:43 | Sauthamptan  PA | Verizon Internet Services | BitTerrent
EXHIBIT A



