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INTRODUCTION AND INTEREST

The Digital Rights Foundation (“DRF”) files this brief as amicus curiae to bring forth into light a
new argument concerning omissions in disclosure of information to the Court by the Plaintift. This brief
presents information and a perspective which has not been raised by the parties or considered by the
Court in such scope and magnitude, and addresses an issue whose importance reaches well beyond the
instant case.

DREF is a nonprofit public interest collective devoted to providing education and attention on
emerging technological issues while defending consumer rights, innovation, privacy, and constitutional
values in the interest of the public. Founded in 2011, DRF comprises of a network of collaborating
individuals on a voluntary effort from diverse disciplines and expertise, united in their reliance on a just
and fair presentation of information in the legal and judicial systems.

Amicus believes the information presented is of great significance and should not have been
withheld from the Court. Amicus further believes this information will present a unique perspective to
assist Courts in future cases to prevent exploitation and perversion of the judicial system. Plaintiff
should be required to demonstrate, prove, and establish proper and jurisdictional right in cases against
Does before being granted leave of discovery and access to personally identifiable information. In many

cases as such, Plaintiff knows more about Does than what the Court was led to believe.

3:11-CV-02766-ME]J Page 3 of 6



Case3:11-cv-02766-MEJ Document84 Filed12/09/11 Page4 of 50

ARGUMENT

Plaintiff Has Withheld Information in Disclosure to the Court

From the beginning, the Plaintiff has intended to omit certain disclosures to the Court in order to
exploit and game the judicial system. Over the past few years, cases of copyright infringement involving
the use of BitTorrent (protocol) technology have ballooned exponentially and continue to proliferate.' In
nearly each case, the Plaintiffs have been granted leave to take expedited discovery allowing them to
issue subpoenas to Internet Service Providers (“ISPs”) for subscriber information given Internet Protocol
(“IP”) addresses, date and time stamps for Does. Additionally, Plaintiffs only minimally provided
enough information about Does in their complaint, despite the fact of knowing more about the Does than
what they have led the Courts to believe.

How or from whom the Plaintiff obtained the IP addresses, date/time, any other disclosed
information as noted in the complaint [See Doc. No. 1], is not within the scope of this brief. For all
practical purposes, references to Plaintiff will include any contracted company that may have provided
Plaintiff with this information. Within the scope of this brief, is the fact that the Plaintiff knew more
about each Does than just an [P address, date/time of alleged infringement, Internet Service Provider
(“ISP”), and the protocol and file hash; they also knew the relative geographical origins of each IP
address.

In order to identify an ISP for each IP address [See Doc. No. 1], the Plaintiff had a systematic
method to obtain this. No individual in their right mind would be foolish enough to perform a manual
look up for each of the 2,590 records. The Plaintiff had access to MaxMind®’s GeolP®2 products.

It is widely known in the Internet technology realm, that MaxMind, Inc. is an industry-leading
provider of geographical location data and technology. Since 2002, MaxMind® GeolP® products
provide a wide range if IP intelligence with their product’s ability to “accurately [pinpoint] in real-time
the location of Internet customers and visitors by country, geographic region, and the granular detail of

city.”® An example of the kinds of data MaxMind, Inc. provides include for any IP address, information

T INDEX of Alleged File-sharing and other Mass Litigation spreadsheet (fslit-current-V1.3.18.x1s) located here
http://tinyurl.com/fslitigate by unknown author is a comprehensive compilation of data obtained from public
sources containing a vast number of statistics on alleged file-sharing and mass litigation, last updated August 16,
2011. Author notes the “summary workbook for the purpose of facilitating journalistic inquiry, scholarly research,
and public discourse.”

2 MaxMind® and GeolP® are registered trademarks of MaxMind, Inc. of Boston Massachusetts. Company
website is located at http://www.maxmind.com.

3 http://www.maxmind.com/app/about
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such as country and region origin, city level details such as postal codes, latitude, longitude, ISP,
organization, metro and area codes, network speeds, domain names, etcetera.’

Proof of fact that Plaintiff used MaxMind®’s GeolP® technology is noted with this observation:
Doe 1061 with IP address 68.180.80.44 has an ISP of “Distributed Management Information Systems,
Inc ( [sic]”. [See Doc. No. 1, Page 31; Exhibit A, Page 24] Observe the extra open left parentheses at the
end of the text. Inputting this IP into MaxMind®’s GeolP® City Database demo’ reveals the exact same
text for the ISP. Doe 1118’s IP is also associated with the same ISP. [See Doc. No. 1, Page 32; Exhibit
A, Page 25]

Furthermore, Plaintiff knew the relative geographical origins of each IP address because no IP
address in Doc. No. 1 with origins outside of the United States have been included in the complaint.
[See Exhibit C] Plaintiff has filtered out IP addresses originating from outside the country because,
Plaintiff knew that no court of law within the United States would have jurisdiction over an individual,
especially if the country in question has deemed [P addresses as personal information (e.g. Switzerland)
or if file-sharing is legal (e.g. Canada), all for the sake of civil action against copyright infringement.
Plaintiff knew that citing an IP address of international origin would raise various questions about the
merit of their complaint. Reviews of other file-sharing and mass litigation cases® reveal that only ISPs
for Does involved are established companies or organizations in the United States.

Using similar methods and the technology used by the Plaintiff, Digital Rights Foundation has
taken the IP addresses in full from Exhibit A in Doc. No. 1 and performed queries against MaxMind®’s
GeolP® City Database, namely GeoLite City’. GeoL.ite City database’s accuracy is over 99.5% on a
country level and 79% on a city level for the United States within a 25-mile radius. Complete results of
the queries are in Exhibit C presented in the same order and information as provided by the Plaintiff
with the exception of exclusion of the last column containing the protocol/hash.

Further analysis of the geographical location data of the IP addresses reveal stark revelations that
only approximately 29.6% of the 2,590 Does originate from within the State of California, while
approximately 70.4% originate outside of California with every other state (including the District of
Columbia) represented. [See Exhibit B]. Exhibit A displays a visual bar graph giving an overview of
the analysis from Exhibit B.

4 http://www.maxmind.com/app/geolocation

> Query for [P address was made and retrieved December 3, 2011 at http://www.maxmind.com/app/lookup_city
® See footnote 1.

! http://www.maxmind.com/app/geolitecity using the binary format of the GeoL.ite City database
http://geolite.maxmind.com/download/geoip/database/GeoLiteCity.dat.gz from the November 1, 2011 update;
MaxMind, Inc. updates Geol.ite City every month.
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CONCLUSION

Amicus respectfully submits this brief for the Court’s consideration as it rules on the
forthcoming decisions. Amicus also intends on filing briefs with other Courts involving mass Does to
demonstrate and present such facts that in some cases, not even 1% of Does originate within the state of

where the civil action complaint was filed.

DATED: December 5, 2011

Respectfully Submitted,

By /s/
Digital Rights Foundation
digitalrightsfoundationgroup@gmail.com

digitalrightsfoundation.net

Collective for Amicus Curiae
Digital Rights Foundation
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- ~ State #Does % Does

Undetermined + - . 25  0.965%
_ Alaska | AL 19 | 0734%
_ Alabama | AK | 6 0232%
Arkansas | AZ | 88  3.398%
Arizona | AR 17 | 0656% |
California CA ' 767 29.614%
Colorado ~CO 23 0.888%
Connecticut CT 31 1.197%
District of Columbia DC 4 . 0.154%
Delaware =~ DE . 3 | 0.116% .
~ Florida | FL ' 64 = 2471%
~ Georgia - GA @ 33 1.274%
_ Hawaii HI 2 0.077%
lowa D -+ 10  0.386%
Idaho L 34 1.313%
lllinois IN 20 0.772%
Indiana A 28 1.081%
Kansas _KS 22  0.849%
- Kentucky = KY @ 214 © 8.263%
. _louisiana LA 41 = 1.583%
Massachusetts =~ ME = 3  0.116% |
Maryland ~ MD = 58 | 2.239%
Maine MA 36 @ 1.390%
Michigan MI 38  1.467% California 767 29.614%
Minnesota MN 26 1.004% All others 1823 70.386%
Missouri MS 9 . 0.347%
Mississippi . MO 23  0.888% TOTAL 2590
Montana CMT 7 0.270%

‘North Carclina ~ NE = 22 . 0.849%
North Dakota NV 47  1.815%

. Nebraska NH 3 = 0116%

- New Hampshire NJ 97 1 3.745% .
New Jersey ~ NM 6  0232%
New Mexico NY 203 7.838%

Nevada NC 30 1.168%

New York ND 4  0.154%

© Oho | OH 34 1313%
Oklahoma  OK = 26 | 1.004%

Oregon | OR 27 | 1042%
Pennsylvania = PA 93 ' 3.591%
Rhode Island - RI 13 0.502%

South Carolina ~ SC 19 0.734%
South Dakota - SD ¢ 4 0.154%

Tennessee TN . 21, 0.811%
Texas TX 106  4.093%
Utah Ur 21 0811%
Virginia VT 1 0.039%
. Vermont . VA 87 3.359%
. Washington - WA ' 30 . 1.158%
~ Wisconsin . WV | 17  0.656%
West Virginia ~ WI 25 = 0.965%
Wyoming WY 3 0.116%
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