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October 15, 2012

MOTION TO QUASH SUBPEONA

UNITED STATES DISCTRICT COURT for the EASTERN DISTRICT of MICHIGAN

DOCKET NUMBER 1:12-cv013670

Arthur D. Griffiths, an eight-three year old individual with limited computer skills, has been identified by
IP address only in the above mentioned John Doe filing, as described in a letter regarding this matter
from Comcast.

Mr. Griffiths was identified by IP address only, and has a wireless home network with no security
provisions, allowing it to be secretly accessed by others in his multi-family dwelling of eight units, nearby
buildings of a similar layout, and the adjacent retail buildings in range, including a commercial complex
with dozens of employees and hundreds of patrons.

Also, we must acknowledge the existence of fraudulent IP addresses that redirect investigation to
uninvolved individuals, the existence of malware that redirects traffic, and of course links in emails that
may contain redirection unintended by the end user.

The filing has no merit, as decided by Judge Gary Brown in the United States District Court of the Eastern
District of New York in response to numerous lawsuits filed against John Does by adult film studios,
which it appears the plaintiff is, an individual cannot be identified by IP address alone.

This action represents a miscarriage of justice and represents an effort to obtain a settlement from
individuals to which the plaintiff is not entitled. | ask this court to find as Judge Brown and various other

Federal judges have found and dismiss this case.

On behalf of Arthur D. Griffiths, 1453 Shoemaker Dr. Westland, Michigan 48185,

Charles E. Griffiths

CC: Comcast
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An TP address is not a Social Security number or a fingerprint. It, in the words of Judge Gary Brown of the U.S. District
Court for the Eastern District of New York, “provides only the location at which one of any number of computer devices
may be deployed, much like a telephone number can be used for any number of telephones.”

That hasn’t stopped lawyers from acting like IP addresses are virtual ID cards. According to Mitch Stoltz, staff attorney for
the Electronic Frontier Foundation (EFF), more than 200,000 people have been sued in mass BitTorrent lawsuits, many by
“patent trolls” looking to scare people into settlements.

(MORE: British Court Orders ISPs to Block Pirate Bay — Is the U.S. Next?)

“It’s a business model — a kind of mass shakedown,” says Stoltz. “The only way it is profitable for these lawyers is if they
get a bunch of small settlements from a lot of people without having to spend a lot of time in court dealing with the merits
of particular cases.”

The New York case in question pitted two slightly unsympathetic groups against each other: makers of pornographic films
and the people who downloaded said films via BitTorrent. Downloaders of pornographic films are frequent targets for
lawsuits, mostly because the plaintiffs believe embarrassment might cause the defendants to settle quickly.

The idea, according to Stoltz, is to submit a list of IP addresses to the court, get permission to send subpoenas to the
relevant Internet service providers, get information on the account owner of each IP address and then scare each account
owner to settle for a few thousand dollars each — a sizable sum in aggregate but a low enough number that some people
will just pay it instead of fight it in court.

It all starts with the list of IP addresses, which is usually the only evidence the plaintiffs have. There are hundreds of
similar cases open right now in the United States, but few contain such a detailed analysis of what’s wrong with using only
an IP address to identify someone:

Thus, it is no more likely that the subscriber to an IP address carried out a particular computer function — here the
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purported illegal downloading of a single pornographic film — than to say an individual who pays the telephone bill
made a specific telephone call.

Indeed, due to the increasingly popularity of wireless routers, it is much less likely. While a decade ago, home
wireless networks were nearly non-existent, 61% of US homes now have wireless access. As a result, a single IP
address usually supports multiple computer devices — which unlike traditional telephones can be operated
simultaneously by different individuals. Different family members, or even visitors, could have performed the alleged
downloads.

Take, for example, a cafe. Should a business owner be liable if one of his or her customers downloads movies illegally
while using the cafe’s free Wi-Fi?

Even beyond the issue of illegal downloads, the question of whether or not an IP addresses identifies a particular person
has relevance in all sorts of criminal cases. That's not to say that an IP address is not useful evidence; it’s that an IP
address alone isn’t enough to definitively tie a person to an illegal act.

While judges all over the country have ruled both ways when it comes to the issue, recently more have come to the same
conclusion as Judge Brown. Until a major case comes to appellate court, however, the issue will remain murky.

“We've seen some progress,” says Stoltz. “The tide is turning; there have been judges in northern California, Illinois,
Washington D.C., Texas, Virginia and now New York who have been been putting the brakes on this and have told these
attorneys ‘You have to come into court with a little more than just a list of IP addresses.”

[via TorrentFreak]
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