Case 1:12-cv-10761-WGY Document 22 Filed 07/05/12 Page 1 of 13

UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

THIRD DEGAREE FILMS,
Civil Action No.: 1:12-cv-10761
Plaintiff,
V. Opposition to (ECF No. 13) a
Doe’s Motion to Quash, and/or
DOES 1 -47, issuance of a Protective Order,
and to Dismiss Complaint)
Defendants.

Plaintiff hereby opposes the Motion, ECF No. 13. For reasons stated below, Plaintiff
respectfully requests that the Court deny Doe’s Motion, or strike the Motion from the

docket.

1. Doe lacks standing to challenge subpoena.

Doe lacks standing to challenge subpoena to third parties. See Fed. R. Civ. P.
45(c) (3) (B); Liberty Media Holdings v. Swarm, 2011 U.S. Dist. LEXIS 125512 (D. Mass.
2011); United States Bank Nat’l Ass'n v. James, 264 F.R.D. 17, 18-19 (D. Me. 2010) (“The
general rule is that a party has no standing to quash a subpoena served upon a third party,
except as to claims of privilege relating to the documents being sought.” (citing Windsor v.
Martindale, 175 F.R.D. 665, 668 (D. Colo. 1997))); Armor Screen Corp. v. Storm Catcher,
Inc., 2008 WL 5049277, at *2 (S.D. Fla. Nov. 25, 2008). As a Court in this district noted in
Liberty Media Holdings, a party has no standing to challenge a subpoena issued to third
parties unless it could assert some privilege to the requested document. See 2011 U.S.
Dist. LEXIS 125512 (D. Mass. 2011), 13 n. 3 (noting that defendants could not viably assert

privacy interest in subscriber information as they are already disclosed to the ISPs).
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Therefore, Doe’s Motion fails due to lack of standing.

2. There is no exception or waiver that applies to quash subpoena.

As is relevant here, Rule 45(c) (3) (iii) provides that a court may quash a subpoena if it
“requires disclosure of privileged or other protected matter, if no exception or waiver
applies.” Fed.R.Civ.P. 45(c) (3) (iii). Pursuant to Rule 45(d) (2), when subpoenaed
information is withheld based on a claim of privilege, the claim of privilege must “describe
the nature of the withheld [information] in a manner that, without revealing information
itself privileged or protected, will enable the parties to assess the claim.” Fed.R.Civ.P.
45(d) (2).

Assuming arguendo that Doe has standing, an exception for claims of privilege does
not apply here, as the moving defendant did not viably assert any claim of privilege
relating to the requested information. Importantly, Internet subscribers do not have a
proprietary interest or an expectation of privacy in their subscriber information because
they have already conveyed such information to their Internet Service Providers (“ISPs”).
Yet, courts have held that Internet subscribers do not have an expectation of privacy in
their subscriber information - including names, addresses, phone numbers, and e-mail
address - as they already have conveyed such information to their ISPs. See e.g., Liberty
Media Holdings, 2011 U.S. Dist. LEXIS 125512 (D. Mass. 2011); United States v. Simouns,
206 F.3d 392 (4th Cir., 2000); Guest v. Leis, 255 F.3d 325, 335-36 (6™ Cir.2001) (“Individuals
generally lose a reasonable expectation of privacy in their information once they reveal it
to third parties.”); U.S. v. Hambrick, Civ. No. 99-4793, 2000 WL 1062039, at *4 (4th Cir.
Aug. 3, 2000) (a person does not have a privacy interest in the account information given
to the ISP in order to establish an email account); First Time Videos, LLC v. Does 1-500,

No. 10 C 6254, 2011 WL 3498227, at *5 (N.D. Ill. Aug. 9, 2011) (“[i]nternet subscribers do
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not have a reasonable expectation of privacy in their subscriber information - including
name, address, phone number, and email address - as they have already conveyed such
information to theirs ISPs.”); Third Degree Films, Inc. v. Does 1 - 2010, Civil No. 4:11 MC
2, 2011 WL 4759283, at *3 (N.D. Ind. Oct. 6, 2011) (citing First Time Videos, 2011 WL
3498227, at *4) (holding that because “[i]nternet subscribers share their information to set
up their internet accounts,” the subscribers “cannot proceed to assert a privacy interest
over the same information they chose to disclose.”); U.S. v. Kennedy, 81 F.Supp.2d 1103,
1110 (D.Kan.2000) (defendant’s Fourth Amendment rights were not violated when an ISP
turned over his subscriber information, as there is no expectation of privacy in information
provided to third parties); Achte/Neunte Boll Kino Beteiligungs GmbH & Co. KG v. Doe,
736 F. Supp. 2d 212 (D.D.C. 2010) (collecting cases, including U.S. v. Kennedy, Civ. No. 99-
4793, 2000 WL 1062039, at *4 (4th Cir. Aug. 3, 2000)).

The only information sought through the Subpoena at issue is the Doe defendants’
contact information. This information has already been shared by the Doe with his
respective ISP. Thus, in lieu of supra and infra, there is no expectation of privacy nor
exception that applies to quash subpoena.

Further, Doe exposed his IP address to the public by sharing the Motion Picture at
issue. The torrent software exposes the IP address of the infringer, as explained in the
Compl. and the Decl. of Jon Nicolini.

Therefore, assuming arguendo Doe has standing, his Motion fails because it does not
provide sufficient facts regarding subpoenaed information being privileged or otherwise
protected matter, and does not provide an exception or waiver that would apply to satisfy

Rule 45(c) 3) (iii).
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3. The IP address is relevant to the infringer’s identity.

The allegation is the somewhat familiar refrain that the IP address alone is insufficient
identify the actual infringer, as it only identifies the account holder or subscriber of that IP
address.

It is true that Plaintiff only knows the IP address where the infringement occurred and
the sought subscriber information will only reveal the identity of the subscriber of that IP
address. The inference drawn from that information, however, i.e. — that the subscriber of
the IP address is the one who downloaded the infringing material, is not in bad faith. In
fact, the same type of inference was drawn by the Fifth Circuit in upholding probable
cause for a search warrant. See United States v. Perez, 484 F.3d 735, 740 & fn. 2 (5th Cir.
2007). In Perez, law enforcement obtained a search warrant based on affidavit that there
was child pornography transmitted to a particular IP address and that IP address was
assigned to the defendant. See id. at 740. Defendant in Perez argued “that the association of
an IP address with a physical address does not give rise to probable cause to search that
address.” Id. The Perez Defendant went on to argue “that if he ‘used an unsecure wireless
connection, then neighbors would have been able to easily use [Perez’s] internet access to
make the transmissions.”” Id. Fifth Circuit rejected the argument, holding that “though it
was possible that the transmissions originated outside of the residence to which the IP
address was assigned, it remained likely that the source of the transmissions was inside
that residence.” See id. Fifth Circuit went on to hold that there was a fair probability that
the owner of the IP address was responsible for the download. See 484 F.3d at 740 & n. 2
(citing United States v. Grant, 218 F.3d 72, 73 (1st Cir. 2000)). It is not bad faith to infer,
especially in this early stage of litigation, that owner of the IP address was the person

responsible for downloads occurring at that IP address. See Perez, 484 F.3d at 740 & n. 2.
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The issue is not whether infringement stemming from an IP address alone gives
Plaintiff proof beyond doubt, but whether it gives Plaintiff a good faith basis to believe that
the owner of the IP address committed the infringement. As the Perez Court held,
evidence of download at an IP address is sufficient evidence to support the suspicion
against the owner of that IP address. See id; see also United States v. Vosburgh, 602 F.3d 512
(3d Cir. Pa. 2010) (“We agree with the reasoning in Perez. As many courts have
recognized, IP addresses are fairly “unique” identifiers. See, e.g., United States v. Forrester,
512 F.3d 500, 510 n.5 (9th Cir. 2008) (stating that “every computer or server connected to
the Internet has a unique IP address”); Perrine, 518 F.3d at 1199 n.2 (noting that an IP
address “is unique to a specific computer”); Peterson v. Nat'l Telecomm. & Inform. Admin.,
478 F.3d 626, 629 (4th Cir. 2007) (explaining that “[e]ach computer connected to the
Internet is assigned a unique numerical [IP] address”); White Buffalo Ventures, LLC v.
Univ. of Texas at Austin, 420 F.3d 366, 370 n.6 (5th Cir. 2005) (describing an IP address as
“a unique 32-bit numeric address” that essentially “identifies a single computer”))

(emphasis added: fairly).

4. Motion to sever should be denied because there is proper joinder.
Doe raises issue of joinder as part of its argument for motion to quash' and also moves
in the alternative to dismiss and issue a protective order. For reasons stated below, joinder

is proper and Doe’s motion to sever should be denied.

4.1. Requirements of Rule 20 have been satisfied.
Permissive joinder is governed by Federal Rule of Civil Procedure 20, which provides

that:

! As the court noted in Liberty Media Holdings, LLC, issue of joinder is irrelevant
to motion to quash. 2011 U.S. Dist. LEXIS 125512 (D. Mass. 2011), n. 5.
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“Persons ... may be joined in one action as defendants if: (A) any right
to relief is asserted against them jointly, severally, or in the alternative
with respect to or arising out of the same transaction, occurrence, or
series of transactions or occurrences; and (B) any question of law or fact
common to all defendants will arise in the action.”

Fed. R. Civ. P. 20(a) (2) (emphasis added)

Many courts have determined that all “logically related” events underlying a legal
cause of action are generally considered as comprising a transaction or occurrence.
See Mosley v. Gen. Motors Corp., 497 F.2d 1330, 1333 (8th Cir. 1974). The Court may sever
improperly joined parties at any time. However, “the impulse is toward the broadest
possible scope of action consistent with fairness to the parties and joinder of claims,
parties and remedies is strongly encouraged.” United Mine Workers of Am. v. Gibbs, 383
U.S. 715, 724 (1966). As one of the drafters of the Federal Rules of Civil Procedure,
Professor and Judge Charles E. Clark, noted, “if there is any reason why bringing in
another party or another claim might get matters settled faster, or more justly, then join
them.” 5 Charles A. Wright, Joinder of Claims and Parties Under Modern Pleading Rules, 36
Minn. L. Rev. 580, 632 (1952); see also James Wm. Moore et al., Moore’s Federal Practice, §
20.02[1][a] (3d ed.) (“[J]oinder is based not on arcane historic formulations of legal
relationships, but on common sense, fact-based considerations. . . . Many federal joinder
rules permit addition of claims or parties based on transactional relatedness.”); 6A Charles
Alan Wright et al., Federal Practice & Procedure: Civil 2d § 1652 (1990) (“Like the
compulsory counterclaim rule, the goal of the permissive joinder of parties rule-also
centered on the ‘transaction or occurrence’-is to prevent multiple lawsuits.”); Robert G.
Bone, Mapping the Boundaries of a Dispute: Conceptions of Ideal Lawsuit Structure from the
Field Code to the Federal Rules, 89 Colum. L. Rev. 1, 80 (1989) (“The federal rules drafters .

.. defined party structure primarily in terms of trial convenience, not in terms of right, and
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relied to a large extent on trial judge discretion to shape optimal lawsuit structure for each
dispute.”).

There is little question that there is a common question of law or fact among the
defendant in this action. See Complaint 9] 5-14. Plaintiff alleges that each defendant
illegally used BitTorrent protocol to illegally upload and download Plaintiff's copyrighted
work. See id. Plaintiff also alleges that each defendant’s action constituted violation of
copyright laws. See id. In fact, it appears that even Doe does not contest the existence of
common question of law or fact. See Doe’s Mot. (focusing on transaction prong of the
permissive joinder rule, efficient case management, and alleging fraudulent joinder).

The issue of joinder next turns to whether this case arises out of “same transaction,
occurrence, or series of transactions or occurrences” Fed. R. Civ. P. 20(a) (2) (A). “This
essentially requires claims asserted against joined parties to be ‘logically related.” Call of
the Wild Movie, LLC v. Does 1-1,062, 770 F.Supp.2d 332, 342 (D.D.C. 2011) (citing Disparte
v. Corporate Exec. Bd., 223 F.R.D. 7,12 (D.D.C. 2004); see also Mosley v. Gen. Motors Corp.,
497 F.2d at 1333. Furthermore, Supreme Court has “held that ‘transaction is a word of
flexible meaning which may comprehend a series of occurrences if they have logical
connection.” Baker v. Gold Seal Liquors, Inc., 417 U.S. 467, 469 (1974) (citing Moore v. New
York Cotton Exch., 270 U.S. 593, 610 (1926)).

Here, Plaintiff alleged that defendants have entered the exact same swarm over a
period of three months and reproduced and distributed Plaintiff’'s copyrighted work using
the exact same file as identified by the hash mark of the reproduced and distributed files.
See Complaint ][ 1-14. Doe argues that Plaintiff’s allegations are insufficient to constitute
series of related occurrences because Plaintiff cannot assert that defendants actually
transferred pieces of the copyrighted work with each other, only that probability suggests

that such is the case. See Doe’s Mot.
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Doe’s argument completely disregards the nature of BitTorrent protocol. As stated in
paragraph 5 of the Complaint, the infringing activities of the doe defendants are logically
related because:

All Defendants identified in Exhibit A (i) have traded exactly the same
file of the copyrighted work as shown by the identical hash mark; (ii)
have traded (simultaneously uploaded and downloaded) the exact same
file as is the nature of torrent software; and (iii) the alleged events
occurred within a limited period of time.

Complaint q| 5; see also Liberty Media Holdings, LLC, U.S. Dist. LEXIS 125512 (D.
Mass. 2011), at 18 (holding that allegation of BitTorrent as a collective enterprise satisfies
“same transaction or occurrence” requirement); Voltage Pictures, LLC v. Does 1-5000, 2011
U.S. Dist. LEXIS 50787, at *35-*39 (D.D.C. May 12, 2011) (distinguishing BitTorrent
protocol from traditional peer to peer network); Call of the Wild Movie, LLC, 770 F.Supp.2d
at 343 (holding that defendants using BitTorrent protocol were logically related and
properly joined). Digital Sin, 2012 U.S. Dist. LEXIS 10803, 15 (S.D.N.Y. Jan. 30, 2012)
(Court declining to sever the case at stage of litigation when discovery is underway to
learn identifying facts necessary to permit service upon Doe defendants, “it is difficult to
see how the sharing and downloading activity alleged in the Complaint - a series of
individuals connecting either directly with each other or as part of a chain or “swarm” of
connectivity designed to illegally copy and share the exact same copyrighted file - could
not constitute a “series of transactions or occurrences” for purposes of Rule
20(a).”) (emphasis added); accord DigiProtect USA Corp. v. Does 1-240, 2011 WL 4444666
(S.D.N.Y. Sept. 26, 2011) .2

? Several courts — including a court in this district — have found joinder to be
appropriate. See, e.g., Raw Films, Ltd. v. Does 1-15, No. 11- 7248, 2012 U.S. Dist.
LEXIS 41645, 2012 WL 1019067, at *3-5 (E.D.Pa. Mar. 26, 2012); Third Degree Films v.
Does 1-108, No. DKC 11-3007, 2012 U.S. Dist. LEXIS 25400, 2012 WL 669055, at *4-5
(D.Md. Feb. 28, 2012); Patrick Collins, Inc. v. Does 1-15, No. 11-cv-02164-CMA-MJW,
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In determining whether the actions of doe defendants in a same swarm are logically
related, the Court should look at the nature of the swarm. As the excerpt from BitTorrent,
Inc.’s own website succinctly states, BitTorrent protocol’s mentality is that of “Give and ye
shall receive!” See Declaration of John Nicolini. Every participant of the swarm
downloading the movie presumably acts with the same motivation: to obtain a free copy of
the copyrighted work. Every participant also understands that in order to make the
BitTorrent system work and to have it be viable as a file sharing mechanism where free
copies of various copyrighted works are available, they must do unto others as they would
have others do to them, i.e. — redistribute copies of the movies they have downloaded.
Even if there is not an actual exchange of files between initial participants of the swarm
and later participants, they all commit the same infringing activity: they illegally download
and then redistribute that download to others. This is done with the purpose of keeping
the swarm alive, so that copies of copyrighted works continue to be available for free
downloads.

Decentralized nature of BitTorrent protocol and vested interest of each member of the
swarm in contributing in a concerted effort to illegally reproduce and distribute

copyrighted work creates the logical relationship between the series of activities by the

2012 U.S. Dist. LEXIS 15938, 2012 WL 415436, at *2-4 (D.Colo. Feb. 8, 2012); Digital
Sin, Inc. v. Does 1-176, No. 12-CV-00126 (AJN), 2012 U.S. Dist. LEXIS 10803, 2012 WL
263491, at *5 (S.D.N.Y. Jan. 30, 2012); Third Degree Films, Inc. v. Does 1-118, No. 11-
cv-03006-AW, 2011 U.S. Dist. LEXIS 148676, 2011 WL 6837774, at *1-3 (D.Md. Dec. 28,
2011); K-Beech, Inc. v. Does 1-57, No. 2:11-cv-3568-FtM-36SPC, 2011 U.S. Dist. LEXIS
132834, 2011 WL 5597303, at *6 (M.D.Fla. Nov. 1, 2011), report and recommendation
adopted by No. 2:11-CV- 00358-FtM-36SPC, 2011 U.S. Dist. LEXIS 132829, 2011 WL
5597293 (M.D.Fla. Nov. 17, 2011); Liberty Media Holdings, LLC, v. Swarm Sharing
Hash File AE340D0560129AFEESD 7SCE07F2394C7B5BC9C05, 821 F. Supp. 2d 444
(D.Mass. 2011); Hard Drive Prods., Inc. v. Does 1-55, No. 11 C 2798, 2011 U.S. Dist.
LEXIS 118049, 2011 WL 4889094, at *5 (N.D.IIL. Oct. 12, 2011); OpenMind Solutions,
Inc. v. Does 1-39, No. C 11-3311 MEJ, 2011 U.S. Dist. LEXIS 116552, 2011 WL 4715200,
at *6-8 (N.D.Cal. Oct. 7, 2011); W. Coast Prods., Inc. v. Does 1-5829, 275 F.R.D. 9, 15-16
(D.D.C. 2011); Liberty Media Holdings, LLC v. Does 1-62, No. 11cv 575 MMA (NLS),
2011 U.S. Dist. LEXIS 51526, 2011 WL 1869923, at *5 (S.D.Cal. May 12, 2011).



Case 1:12-cv-10761-WGY Document 22 Filed 07/05/12 Page 10 of 13

members of the swarm and these doe defendants. Coupled with Supreme Court’s strong
encouragement of permissive joinder, United Mine Workers of Am., 383 U.S. at 724, the
concerted actions of these doe defendants constitute logically related series of
transactions. See also Liberty Media Holdings, LLC, 2011 U.S. Dist. LEXIS 125512 (D.

Mass. 2011), at 17-21.

4.2. Joinder would not prejudice or harm the defendants.

Doe continues to rail against joinder, raising concerns of coercive settlement and
alleging improper motives on the part of the Plaintiff. Doe’s allegations of bad faith have
already been discussed in detail above.

As for the purely speculative assertion that joinder may coerce unjust settlement from
innocent defendants, one must keep in mind Plaintiff’s basis for the lawsuit. Plaintiff is
suing owners of IP addresses from which infringing activities were found. After learning
the identities of doe defendants, Plaintiff sends letters alerting them of Plaintiff’s claims.
When defendants settle after receiving these letters, a logical inference is that defendants
are settling because they are guilty of copyright infringement and are now faced with
evidence of their illegal activity. It is not as if Plaintiff plucked these defendants out of thin

air. The complaint is based on evidence of infringement gathered by experts.?

? Doe implies that the nature of the copyrighted work infringed may coerce
defendants into settlement. First, contrary to Doe’s assertion, it is unclear whether the
nature of the infringed work would have any coercive settlement effect. It is not as if
Plaintiff is seeking to brand the defendants with a scarlet letter (dubious effect of such
letter would have in this day and age notwithstanding). Second, for the purposes of
joinder analysis, even if being named as a defendant in a copyright infringement case
involving pornographic film has coercive effect, such effect would not be lessened by
being named as sole defendant in a lawsuit as opposed to being part of a class of
defendants. If anything, the prospect of being a lone named defendant would be more
attention getting.

10
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5. Denial of liability is not relevant at this stage of the proceedings.

While Doe’s denial of liability may have merit, the merits of this case are not relevant
to the issue of whether the subpoena is valid and enforceable. In other words, they may
have valid defenses to this suit, but such defenses are not at issue at this stage of the
proceedings. See Fonovisa, Inc. v. Does 1-9, Civ. No. 07-1515, 2008 U.S. Dist. LEXIS 27170,
2008 WL 919701, at *8 (W.D. Pa. Apr. 3, 2008) (if the entity whose identifying information
was sought by a subpoena served on an ISP “believes that it has been improperly
identified by the ISP, [the entity] may raise, at the appropriate time, any and all defenses,

and may seek discovery in support of its defenses.”).

6. Plaintiff needs information to proceed.

The case cannot proceed without identifying the defendant, and the defendant cannot
be identified until the requested information is subpoenaed from the defendant’s ISPs. As
numerous prior courts have agreed, early discovery is the only way to gain the information
necessary to move the case forward. Se,e e.g., London-Sire Records, Inc. v. Doe 1, 542
F.Supp.2d at 179 (D. Mass. 2008) (“Without the names and address [of the John Doe
defendants], the plaintiff cannot serve process and the litigation can never progress.”);
Sony Music Enter. Inc. v. Does 1-40, 326 F.Supp.2d at 566 (S.D.N.Y. 2004).

Plaintiff is aware of no alternative method of identifying the defendants other than
by serving a subpoena on their ISPs. Thus, Plaintiff’s only recourse is to serve a subpoena

to the ISPs who have the required information.

7. Conclusion

Based on the above-stated reasons, Plaintiff respectfully requests this Court to deny or

strike the Motion to Quash, and/or issuance of a Protective Order, and to Dismiss

11
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Complaint submitted by Doe.

Respectfully submitted on July 5, 2012,

FOR THE PLAINTIFF:

At 5

Marvin Cable, Esq.

BBO#: 680968

LAW OFFICES OF MARVIN CABLE
P.O. Box 1630

Northampton, MA 01061

P: +1 (413) 268-6500

F: +1 (413) 268-6500

E: law@marvincable.com

CERTIFICATE OF SERVICE
I hereby certify that on July 5, 2012, the foregoing document, filed through the

ECF system, will be sent electronically to the registered participants as identified on the
Notice of Electronic Filing, and paper copies will be served via first-class mail to those

indicated as non-registered participants. %
.

Marvin Cable, Esq.

12
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