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Boden Davidson, #266119
email: bd@bodendavidson.com
1300 Clay Street, Suite 600
Oakland, California 94612
Telephone: (510) 250-2470

Attorney for Plaintiff, CONTRA PIRACY

ICHARD

¢ W,

T USROS
OAKLAND “ALIFORNIA

UNITED STATES DISTRICT COURT FOR THE

NORTHERN DISTRICT OF CALIFORNIA

OAKLAND DIVISION c 1 3 _ 1 1 3 3&0‘

CONTRA PIRACY, a non-profit Case No.:
Association, organized and existing
under the laws of Switzerland, and COMPLAINT FOR COPYRIGHT
Assignee of the copyright in “Things INFRINGEMENT {17 U.S.C. § 101 et
Fall Apart”, a motion picture seq.]

Plaintiff, DEFENDANT CLASS ACTION

DOES 1 - 2919,

Defendants.

R R i e e e e I -

Plaintiff, CONTRA PIRACY, alleges as follows:
JURISDICTION
1. This is a civil action seeking damages and injunctive relief for copyright infringement
under the copyright laws of the United States (17 U.S.C. § 101 et seq.).
2. This Court has jurisdiction under 17 U.S.C. § 101 et seq.; 28 U.S.C. § 1331 (federal
question); and 28 U.S.C. § 1338(a) (jurisdiction of the Federal Courts over copyright matters).

COMPLAINT FOR COPYRIGHT INFRINGEMENT
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3. Atall times relevant to the Complaint, Defendants, and each of them, are and have
engaged in the unauthorized, unlicensed, illegal copying and distribution (hereinafter “Illegal
Conduct”) of the motion picture “Things Fall Apart” (also known as “All Things Fall Apart”)
(hereinafter “Work™), in violation and contravention of the intellectual property rights held by
Plaintiff. Defendants engaged in their Illegal Conduct over the internet utilizing the peer-to-peer
(“P2P”) BitTorrent protocol. The P2P BitTorrent protocol enables a distributed network of
personal computers connected via the internet, which have P2P BitTorrent client software
installed, to engage in the sharing of digital files between the computers. The distributed nature of
the network allows computers with relatively low amounts of processing power and bandwidth to
transfer large media files, such as high definition movies, without relying on a centralized server
architecture. When a user makes a file on a computer (called a “peer” or “node”) available for
download over the P2P BitTorrent network (commonly known as “seeding” where the file is the
“seed”), other users can download that file to their own computers. The downloaded files on the
multiple computers then become available as sources on the P2P BitTorrent network from which
other computer users can download the file. As more sources of the file become available, the time
necessary for a computer to download the file decreases, as a single P2P BitTorrent client
downloads the file from multiple sources simultaneously. The viral naﬁ1re of transmission of files
over the P2P BitTorrent protocol results in the rapid and mass distribution of copyrighted media
and other material, irrespective of geographic borders.

VENUE

4.  Venue in this District is proper under 28 U.S.C. § 1391(b) and/or 28 U.S.C. § 1400(a).
The true identity of each Defendant is unknown to Plaintiff at this time. On information and belief,
Defendants may be found in jurisdictions across the United States, and several Defendants are
located within this District, based on the reported geographic area where the internet protocol
addresses (hereinafter, “IP addresses™) at which infringement of the Work was detected.

PARTIES
5.  Plaintiff brings this action to prohibit Defendants' Illegal Conduct regarding the Work, to

which Plaintiff is the exclusive assignee of all enforcement rights and interests worldwide, with
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the full authority to pursue and prosecute any causes of action with respect to the Work. The use
of the P2P BitTorrent network by Defendants allows them to not only make unauthorized copies
of the Work for themselves, but to also distribute copies of the Work to others, resulting in
multiple infringements of those exclusive rights in the copyrighted Work. As the mass,
unauthorized distribution continues, and the number of sources of the Work increases, each
subsequent distribution (e.g., download by a client computer) is facilitated by the ongoing
infringements. Plaintiff seeks to enforce the copyrights in the Work and obtain redress for the
extensive infringements and Illegal Conduct by Defendants.

6.  Plaintiff Contra Piracy (‘“Plaintiff”) is a Verein (association) organized and existing under]
the laws of Switzerland, commercial register number CH-170.6.000.221-1. Plaintiff is a non-profit
organization which provides digital and real-world intellectual property counter-piracy services
for copyright owners on an international basis. Copyright owners are members and part-owners of
Contra Piracy, and provide Contra Piracy with written assignments of copyrights held by the
copyright owner. Contra Piracy is charged by copyright owner members to enforce their
copyrights, and in turn, engages technology providers and law firms in several countries to
prevent, detect, and combat copyright infringement.

7.  The true names and identities of the Defendants are unknown to Plaintiff at this time. The
unidentified Defendants are known to Plaintiff by only the Internet Protocol (“IP”’) address
assigned to that Defendant by the Internet Service Provider (“ISP” or “ISPs”) in control of the IP
address on the dates and at the times at which the infringing activity of each Defendant was
observed. It is believed that the otherwise unidentified Doe Defendants can be identified in pre-
discovery requests to the ISPs. There are over 280,000 records of infringement of the Work,
spanning 2,919 IP addresses in the United States, across sixty-one ISPs. Due to the voluminous
nature of the records, a list of each IP address, the number of times infringing activity was
detected at that IP address (“Number of Hits”), the ISP, and the universally unique identifier
known as the Secure Hash Algorithm 1 (SHA1) (or, “file hash”) of the infringing file, is attached
hereto as Exhibit A, organized by ISP and IP address. The records represented in Exhibit A were

collected over the period starting November 16, 2012, and ending January 16, 2013. Additionally,
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a log of an internal record identifier (NID), the IP address, the date and time of the connection, the
P2P BitTorrent client software in use, and the name of the infringing file, for all of the detected
infringements on IP addresses assigned to the ISP known as Ingersoll Rand, is attached hereto as
Exhibit B, and serves as an example of the complete records for an ISP. Since IP addresses are
sometimes reassigned by ISPs, records of infringement at different IP addresses may actually be

attributable to the same ISP subscriber. For example, the two IP addresses represented in Exhibit

B appear to have been assigned to the same computer at different times.

8.  These records of the Illegal Conduct in Exhibit A and Exhibit B were provided to
Plaintiff by the company Logistep GmbH, a privately owned forensics software provider. The
Logistep software used for tracking P2P BitTorrent infringements is International Standards
Organization (“ISO”) certified under the ISO 9001 Quality Management Systems and ISO 27001
Information Technology — Security Techniques specifications, and undergoes annual external
audits to verify its operation. The Logistep software identifies computers connected to the internet
which are sharing a copy of the Work via the P2P BitTorrent protocol, and logs the publicly
available information associated with the connection and the infringing file. This information
includes: the date and time the connection was made, the IP address of the connection, the ISP to
which the IP address is assigned at the time, the ISP network node name and location, the name of
the infringing file, the Secure Hash Algorithm 1 (SHA1) universally unique identifier for the file,
the file size, the P2P BitTorrent client software in use, and the P2P BitTorrent client software
Globally Unique Identifier (GUID). Plaintiff believes that information obtained in early, third-
party discovery to the ISPs, identified to be in control of the IP addresses at the times and on the
dates of the infringing activity, will lead to the identification of each Defendant’s true name and
identity and permit the Plaintiff to amend this complaint to state the same.

CLASS ACTION ALLEGATIONS

9.  Plaintiff brings this action as a class action pursuant to F.R.C.P. Rule 23(a), (b)(1), and

(b)(3), against a class of Doe Defendants who/which engaged in and facilitated the unauthorized

copying and distribution of the copyrighted Work over the internet.

COMPLAINT FOR COPYRIGHT INFRINGEMENT
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10.  The members of the Class are so numerous, possibly in the hundreds or thousands, that
their joinder is impracticable.

11.  There is a well-defined community of interest in the questions of law and fact involved
in this case. The questions of law and fact common to the members of the Class predominate over
questions affecting individual Class members. The common questions of law and fact include:

a. If the members of the Class directly infringed the copyright in the Work by copying a
digital copy of the Work over the internet and distributing the Work by making it available
over their internet connection for download by others.

b. If the members of the Class contributed to infringement of the Work and/or are
otherwise vicariously liable for infringement in the Work because they willingly and
knowingly made material contributions to the infringements of the Work by others, by
making their internet connection available for use by others to engage in infringement of the
Work and/or making the Work available for download and contributing to the infringement of]
others.

12.  The defenses of the as yet unidentified representative parties of the Class will be typical
of the defenses of the Class, such whether or not the infringement was willful, or the amount of
damages appropriate for each infringement.

13.  The as-of-yet unidentified representative parties of the Class will be able to pool their
resources, possibly with contributions from absent Class members, to retain Class counsel, thereby
being able to fairly and adequately represent the interests of the Class in an efficient manner.

14.  The prosecution of separate actions against individual Class members would create a
risk of inconsistent and varying adjudications. Moreover, the disposition of the claims against the
Class members in a class action will provide substantial benefits to the parties and the Court as a
matter of practicality.

15. A class action is superior to other available methods for the adjudication of these
controversies, as individual members of the Class may lack the ability to defend individual
actions, due to the complexity of the issues and small sums of money involved. It may also be

prohibitively expensive for Plaintiff to prosecute individual actions, precluding Plaintiff from
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enforcing the copyright in the Work. With the extensive use of electronic evidence, the practical
and logistical considerations in the management of a class action are minimized, and separate
actions may certainly prove to be much more difficult and inefficient. In the interests of judicial
efficiency and in the interest of fairness to all parties, a class action is preferable.
CLAIM FOR RELIEF
(INFRINGEMENT OF REGISTERED COPYRIGHT)

16.  The Plaintiff is responsible for the enforcement of the copyright in the Work, by
agreement and assignment of the enforcement rights in the Work from the copyright owner,
Hannibal Inc. dba Hannibal Pictures, to Plaintiff, Contra Piracy.

17.  The Plaintiff is the holder of the pertinent exclusive rights infringed by Defendants, as
alleged hereunder, in the copyrighted Work, “Things Fall Apart”. The Work is the subject of a
valid Certificate of Copyright Registration #P Au003545923 issued by the Register of Copyrights.

18.  The Work contains a copyright notice advising the viewer that it is protected by
copyright.

19.  The Plaintiff is informed and believes that each Defendant, without the permission or
consent of the Plaintiff, has used, and continues to use, an internet-based file distribution system to

distribute unauthorized copies of the Work to others via Defendants' internet connection. Exhibit

A identifies the Doe Defendants known to Plaintiff as of the date of this Complaint who have,
without the permission or consent of Plaintiff, copied the Work and distributed the Work over
Defendants' internet connections. In doing so, said Defendants have violated the exclusive rights
of reproduction and distribution in the Work. Each Defendant’s actions constitute infringement of
exclusive rights in the Work protected under the Copyright Act of 1976 (17 U.S.C. § 101 ef seq.).

20.  The foregoing acts of infringement have been willful, intentional, and in disregard of
and with indifference to the copyright in the Work and the rights of Plaintiff.

21.  As aresult of each Defendant’s infringement of exclusive copyright in the Work,
Plaintiff is entitled to relief pursuant to 17 U.S.C. § 504, and to its attorneys’ fees and costs
pursuant to 17 U.S.C. § 505.

COMPLAINT FOR COPYRIGHT INFRINGEMENT
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22.  The conduct of each Defendant is causing and, unless enjoined and restrained by this
Court, will continue to cause Plaintiff great and irreparable injury that cannot be fully
compensated or measured in money. Plaintiff has no adequate remedy at law. Pursuant to 17
U.S.C. §§ 502 and 503, Plaintiff is entitled to injunctive relief prohibiting each Defendant from
further infringing Plaintiff’s copyright and ordering that each Defendant destroy all copies of the
Work made in violation of the copyright in the work.

CLAIM FOR RELIEF
(CONTRIBUTORY AND/OR VICARIOUS COPYRIGHT INFRINGEMENT)

23.  Plaintiff incorporates each and every allegation contained in paragraphs 1-22 as if set
forth at length herein.

24.  The owners or leasees of the internet connections referred to in Exhibit A had the ability
to control the conduct of the users accessing the internet through that connection (as well as to
control the internet connection itself), knew that copyright infringement could take or was taking
place over the internet connection, and willfully and/or recklessly disregarded that copyright
infringement of the Work was occurring over the internet connection, possibly even encouraging
the copyright infringements to occur. Such owners or leasees indeed induced, caused or materially
contributed to the infringing conduct of users by permitting the copying and distribution of the
Work over the owners' or leasees’ internet connection. Moreover, such owners and leasees were
aware of their own involvement in the infringements.

25.  The infringement by other P2P BitTorrent users located around the world could not
have occurred but for the Defendants' knowing participation in making the Work available for
copying and distribution over their internet connections or Defendants' allowing others to do so
over their internet connection. Therefore, Defendants knowingly and willing contributed
materially to the infringement by other P2P BitTorrent users.

26.  As such, each Defendant contributed to the individual acts of infringement of the Work,
and is liable for the infringing acts of the users who used the Defendants' internet connections to
engage in the infringement of the Work.

WHEREFORE, Plaintiff prays for judgment against each Defendant as follows:

COMPLAINT FOR COPYRIGHT INFRINGEMENT
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1. For entry of preliminary and permanent injunctions providing that each Defendant shall
be enjoined from directly or indirectly infringing the copyright in the Work and any other
copyrighted material, whether now in existence or later created, that has been or later is assigned
to Plaintifft for enforcement of such copyrights, including without limitation by using the internet
to copy or reproduce, to distribute, to make available for distribution to the public the Work or
other copyrighted material, except pursuant to a lawful license or with the express authority of
Plaintiff.

2. Defendants shall also destroy all copies of the Work that Defendants have downloaded
without authorization onto any computer hard drive, flash drive, cloud storage, or any other
physical or digital computing or media storage device in each Defendant’s possession, custody, or
control.

3. For actual or statutory damages pursuant to 17 U.S.C. § 504, at the election of the
Plaintiff, in the amount of at least $5,000 per infringement, for an estimated total of at least
$7,500,000.

4.  For Plaintiff’s costs.

5.  For Plaintiff’s reasonable attorneys’ fees.

6.  For such other and further relief as the Court deems proper.

Respectfully submitted,
Contra Piracy

DATED: March 13, 2013
By:
Boden N. Davidson
California Bar Number: 266119
Boden Davidson
1300 Clay Street, Suite 600
Oakland, CA 94612
Telephone: (510) 250-2470

E-mail: bd@bodendavidson.com
Counsel for the Plaintiff
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