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1 | Marc J. Randazza. Esq. SBN 269535
Randazza Legat Group

10620 Southern Highlands Pkwy #110-454
Las Vegas, NV 89141

3| 888-007-1113

305-437-7662 fax

ra

3 [ Auorney for Plamtiit

LIBERTY MEDIA HOLDINGS, LLC

6
7
3 UNITED STATES DISTRICTY COURT
9 SOUTHERN DISTRICT OF CALIFORNIA, SAN DIEGO DIVISION
10 j LIBERTY MEDIA HOLDINGS, LLC ) Case No. 11-CV-373-MMA-NLS
A California Corporation ) _ _
11 ) DECLARATION OF MALTE DINKELA IN
Plaintill, )} SUPPORT OF CONSOLIDATED
12 )  RESPONSE TO DOE DEFENDANT
VS. ) MOTIONS TO QUASH/MOTION TO
i3 G iSMESS
DOES 1-62, )
14 )
Defendants )
L5 )
16 11, Malte Dinkela_ declare:
17 l: { am the Vice President of Excubitor USA, Inc., a company incorporated in

*2 i Nevada with its principal address at 4550 West Oakey Bivd. #111H, Las Vegas, NV 8§9102.
Excubitor is a nrovider of online antiniracy gervices for the motion nicture industry. Before my
employment with Excubitor, 1 held various positions at companies that developed software

technologies. I have approximately ten years of experience related to digital media and computer

B ko) LA IUI IS V.
P, o

24 2 I submit this declaration in support of Liberty Media Holdings, LLC’s Complaint

25 || for Copyright Infringement and Plaintiffs Motion for Leave to Take Early Discovery. This

dnr-fqrﬂlu\n 15 oo A omy ﬂﬂ‘oﬂf\i frnmuiod
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to testify as to its truth and accuracy.
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1 3. At Excubitor, I am the head of the department that carries out evidence collection

(e

and provides litigation support services. | work closely with our research team to create credibie

(7%

processes to scan for, detect, and document copyright infringement conducted over the internet.
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networks that communicate with each other. It allows hundreds of millions of people around the
world to freely and easily exchange ideas and information. Unfortunately, the Internet also has
g it aitarded appativaiies (o wiae scaie infringement of capyrighied motion

9 | motion picture has been transformed into an unsecured digital format, it can be further copied
10 lland distributed an unlimited number of times over the Internet, without significant degradation in
picture or sound guality.

5. To copy and distribute copyrighted motion pictures over the Internet, many

individuals use online media distribution systems or so-called “peer-to-peer” (“P2P") networks.
15 | 2P networks, at least in their most common torm, are computer systems that enable Internet

“ neere tn (1) malqe filae (including matinan aletires) octnare
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[7 | copying by other users or peers; (2) search for files stored on other users’ computers; and (3)

transfer exact copies of files from one computer to another via the Internet.

i AN AN, 1ADETY Vithia moidings, LA {77aiming s a
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producer and distributor of motion pictures. On behalf of Plaintiff, we engaged in a specific

process utilizing Excubitor’s specially designed software technology to identify direct infringers

24 | exclusive distribution and licensing rights for the motion picture, “Down on the Farm” (the
25 | “Motion Picture™). Excubitor has documented evidence of the unauthorized reproduction and

distribution of the Motion Picture within the United States ol America, including California.

2
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| EXPLANATION OF THE BITTORRENT PROTOCOL
2 7. Excubitor has licensed a proprietary technology that provides an effective means

of detecting the unauthorized distribution of movies and other content over P2P networks.

Eveuhitar’s technalaey enahlseg it ta detect and monitor the tronsfer and dictribition of fileg

tn

amongst the P2P networks.

8. Excubitor’s present investigation for Plaintiff focuses on the unauthorized
g i distribution of the Motion Piciure over die BitToreni PZP proiacol. BTarcent is a peer-ia-preer
9 | file sharing protocol used for distributing and sharing data on the Internet, including files

10 containing digital versions of motion pictures. Rather than downloading a file from a single

11
" Isource, the BitTorrent protoco! aliows users 1o join a “swarm,” of group of hosts to download
12
and upload from each other simultaneously. The process works as follows:
i3
14 9. First, users download a torrent file onto their computer. These torrent files do not
15 contain audio or visual media, but instruct the user’s Bitl'orrent client where to go and how to
16 Inhtain the decirad content, The torrent file containe 2 unigue hach code known as the SHA-1

[7 | hash — which is a unique identifier generated by a mathematical algorithm developed by the

National Security Agency. This torrent file also contains a “roadmap” to the Internet Protocol

criTreman . - ]

{“1F™) addresses of oiber users who are sharing the media file identified by the unigue hash code,
as well as specifics about the media file. The media file could be any large file, including a
digital motion picture or music file.

N TFoamors:
s, -

24 | torrents, end-users use search engines or other websites that contain indices of torrent files to

25 | jocate torrent files being made available by other BitTorrent users.

ib ) : L . 2

T [f. Second, the user opens the torrent fife with a Bit l'orrent program, also known as a
27
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1 It file. This client program, after reading the roadmap. connects “uploaders” of the file (i.e.,

2 |l individuals that are distributing the content) with “downioaders™ of the file (i.e., individuals that

b i

are copying the content). During this process, the BitTorrent client reaches out to one or more

o

“trockorg” that ora identified nn tha raadman A tracker ig an Internet qerver annlicatinn that

FrE TRt uERE S Ty 3 ogask carf it o33 05 44

n

records the IP addresses associated with users who are currently sharing any number of media
files identified by their unique hash values and then directs a BitTorrent user’s computer to other
¢ i users wito have the particuiar {tie each user is seeking o dowinicad.

9 12.  Each IP address identified by the tracker is an uploading user who is currently

10 running a BitTorrent client on his or her computer and who is currently offering the desired
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downloading the motion picture file without any further effort from the user, by communicating

Lo78]

with the BitTorrent client programs running on the uploading users’ computers.

TS

13.  'I'ne life cycle ot a file shared using Bitlorrent begins with just one individual —
16 § the initial propagator, sometimes called a “seed” user or “seeder.” The initial propagator
I7 |l intentionally elects to share a file with a torrent swarm. The original file, in this case, contains
Plaintiff’s entire copyrighted Motion Picture.

14 Giher members of the swarm connect io the seed 1o download the Tile, wherein
the download creates an exact digital copy of Plaintiff’s copyrighted Motion Picture on the

downloaders’ computers. As additional thieves request the same file, each additional thief joins

24 || swarm who has already downloaded any part of the file. Eventually, once the initial propagator
25 | has distributed each piece of the file to at least one other thief, so that together the pieces

downloaded by members ol the swarm comprises the whole Motion Picture when reassembled,

4
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1 | the initial propagator may leave the swarm. and the remaining thieves can still obtain a full copy
of the Motion Picture by exchanging the pieces of the Motion Picture that each one has.

- I5: I'iles downloaded in this method are received in hundreds or even thousands of’

imAdividital miarae Tach r\;ane maxs ha r'{\ﬁfl";"\llfﬂ!’l frarm o Aiffarant mamhbar {_1"‘1“1\:: SRIIAATTEY
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Moreover, each piece that is downloaded is immediately thereafter made available for

N

distribution to other users seeking the same complete file. Thus, the effect of this technology

efiectively makes every dawnlaader of the camtent aisa an upioader. This means at every user

o

who has a copy of the infringing material in a swarm may also be a source for later downloaders

<o W0

of that material.

[
[

1 T #lam T3
1u, 11 e ioit

]

download files, without publishing and sharing files, are derisively called “leechers.” Being a

L¥B]

leecher is not only a negative due to the pejorative terminology, but leechers are also punished

& =

by the torrent swarm. The Bitlorrent protocol stalls the downloads of leechers in an elfort to

N

preserve network speed for the more prolific copyright infringers. Thus, the sharing of files as

~J

users receive them is inherent in BitTorrent’s use.
L I7.  This distributed nature of BitTorrent leads to a rapid viral sharing of a file

19 : L

ive swarm. ihe freguency of

HFOUZHONHL The CONTCHIVE DECT Users. As more PEETS J0OIH IS CONECT

successful downloads also increases. Because of the nature of the BitTorrent protocol, any seed

peer that has downloaded a file prior to the time that a subsequent peer downloads the same file

24 | the subsequent peer requests the file from the swarm. Because of the nature of the collective
25 { swarm, every infringer is — and by necessity all infringers together are — simultaneously both

stecaling the Plaintifl’s copyrighted material and redistributing it.

ﬁ
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1 INVESTIGATIVE METHODLOGY

(S

18.  Iam responsibie for identifying online piracy of motion pictures for Excubitor,

LIV

including gathering evidence of online piracy to support Plaintiff’s copyright protection
enforcement effods

19.  As the first step in identifying potential infringers of the Motion Picture,
Excubitor searched websites indexing torrent files for a file labeled with the name of the Motion
g i Picture. Unce a suspicious wrrent fiie was identified, Excubiior downloaded the assaciated file

9 | from the BitTorrent network, viewed it, and confirmed that it was in fact an unauthorized copy of

10 the Motion Picture.

11 5 = . S
20. Unce we confirmed that the torrent file referenced an infringing copy of the

12

Motion Picture. we then extracted the unique hash code assigned to the file. The hash code
i3
A associated with the particular copy of the Motion Picture at issue in this litigation is
15 A3E6FO65F2E3D672400A5908F64EDS5B06AUSR0BE (the “A3E Hash™).
15 21, Exeubitor’s software would then monitor the swarm associated with downloading

I7 Il and distributing the A3E Hash. Excubitor would investigate each peer connected with the A3E

18 ) Hash by downloading a portion of the file from the peer’s computer. This download confirmed
S P T ;
inal ing DECT Was atiively Gisin 'D'\."-i'!ﬁg ihe file. The evidence of this downioad is then saved and
20
documented and could be introduced into evidence as necessary.
21
2 22 From the downloaded file, we obtain the Internet Protocol (“IP”) address of a user
73 [ Oficring the file for Gownload. Althougn users’ 1P addresses are not automatically displayed o

24 | the P2P networks, any user’s [P address is readily identifiable from the packets of data being
25 exchanged.

23. We also collected other publicly available information that is designed to help

6
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1 | and date at which the file or a part of the file was distributed by the user: (b) the IP address

o]

assigned to each user at the time of infringement; and, in some cases, (c) the video file’s

o

metadata (digital data about the file), such as title and file size. We then created evidence logs for

each naer and stored all thic information in a datahacge

wn

24.  As part of my responsibilities at Excubitor, I have also been designated to confirm

that the digital audiovisual files downloaded by Excubitor are actual copies of Plaintiff’s Motion

9 | attached to the files themselves, but also confirms the copying through a visual comparison
between the downloaded file and the Motion Picture.

28, I have watched
reviewed and compared by a visual comparison with the original Motion Picture. I confirmed
that they contain a substantial portion of the Motion Picture identified in the Complaint.

15 206. As of January 31, 2011, Excubitor identitied at least 62 unique 1P addresses

frgf;pph!g ﬂ-!?_f waera anog l_'re(‘ in tha |§nq||f|-|{\r|'—1nr] r*{\um‘nqrfinn— and (";C‘f";"\l}!‘;ﬂﬂ r\\cthc\ AL Hach
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48

17 | on November 15, 2010.

L9 21. Plaintiff’s Motion Picture continues to be made available for unlawful transter
and disiribution using ihe BitTorrent network. §iberty Media and Excubitor continue 1o monitor
20
such unlawful distribution and transfer of Plaintiff’s motion pictures.
2i
22 EXPEDITED DISCOVERY IS NEEDED
23 28.  Obtaining the identity of copyright infringers on an expedited basis is critical to
24 prosceution of this action and stopping the continued infringement of the Motion Picture.
25 s ; :
Plaintiff does not have Defendants’ names, addresses, e-mail addresses, or any other way to
ZH
identify or locate Defendants, other than the unique IP address assigned to each Defendant by
27
28

-
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1 § his/her internet Service Provider on the date and at the time of the Defendant’s infringing

2 |l activity.

L%

29. An I address is a unique numerical identifier that is automatically assigned to a

user hv ite Internet Sarvice Provider (418P™ aach time a ycer lnos anto the network FEach time n
L T - LiLAr i LoLFRgl WERSAS X ofurw IhELL re s WELLLE LREERV R LE Wk sn Pl . RFRRCNS i L5 LEEAALENL, Lottt LIS At

X Iirs

Ln

subscriber logs on, he or she may be assigned a different IP address unless the user obtains from

=)

his/her ISP a static 1P address. ISPs are assigned certain blocks or ranges of IP addresses.

g 530. An indringer’s IP address is significant because it is a unique ideniifier that, along
9 || with the date and time of infringement, specifically identifies a particular computer using the

10 } Internet. However, the IP address does not enable us to ascertain with certainty the exact

sndanin i d L i o o ~ o o
lJ{'i'valC.at 1Calion o1 e compuic

trace the infringer’s access to the Internet to a particular Internet Service Provider (“I1SP”) and, in

[—
(]

most instances, to a general geographic area.
15 31. Here, the 1P addresses Excubitor 1dentified enable us to determine which ISP was
16 § used by each infringer o gain access to the Internet. Publicly available databases located on the
I'7 || Internet list the IP address ranges assigned to various ISPs. We determined that the Doe
Defendants here were using those ISPs listed in Exhibit A to gain access to the Internet and
distribuie and make available for disiribuiion and copying the Moiion Picture.

32. ISPs keep track of the IP addresses assigned to its subscribers at any given

moment and retain such “user logs” for a limited amount of time. These user logs provide the

24 | have different policies pertaining to the length of time they preserve their user logs. Despite
25 | requests to preserve the information, some ISPs keep the session data of their subscribers’
activities lor only limited periods of time — sometimes as little as weeks or even days — belore

::-r-:q;n.«y the r]_-::fq_ thav rantain
idedbebe, SRER RACRReR erelcy Lhrreodairs.
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1 33.  Once ISP’s are provided with the IP address, plus the date and time of the
2 linfringing activity, the ISPs can quickly and easily use their respective subscriber logs to identify
the name and address of the ISP subscriber who was assigned that [P address at that date and

time

; [ declare under penalty of perjury that the [oregoing is true and correct.
— YT

Executed on ?l li ! f.}

|
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1 Certificate of Service
2 |1 hereby certify that Plaintiff Liberty Media Holdings’ the foregoing document was filed
3 i electronmicaliy nsing this Cowrt’s CMIECE system on dnly 7, 2011, A copy was sent via emani 10
4 | Counsel for Doe 51. As the identities of the remaining Defendants are unknown at this time,
5 | Plaintiff is unable to serve them.
6
7 || Dated: July 7, 2011 Respectfully submitted,
g s/ Niare Randazza
Marc J. Randazza, SBN 269535
9 Randazza Legal Group
106240 Southern Highlands Pkwy #110-434
10 Las Vegas, NV 89141
i 888-667-1113, 305-437-7662 (fax)
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