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Marc J. Randazza. Esq. SBN 269535

'\a"ud./a,-ctsd' \r,uut,
10620 Southem Highlands Pkwy#l l0-454
Las Vegas, NV 89141
ääii-667-i i li
fA5-437 -7 662 fax

Äaomey io. Piainiiä
L}BERTY MEDIA HOLDINGS, LLC

SOUTHERN DISTRIC'I- OF CALIFORNIA, SAN DIEGO DIVISION

LIBERI'Y MLDiA IIOLDINGS, LLa ) Case No. I l-CV-575-iviViÄ-i'iLS
A Califomia Corporarion )) DECLARATION OF MALTE DINKXLA IN

i nrspoNse ro ooE DEFENDANTvs. ) MOTIONS TO QUASI-L/MOTION TO) D;SMi:;S
DOES l-62, )

)Defexdalts )
)

I. \4alte Dink-ela, declare:

l. I am the vice Presidert ofExcubitor USA, lnc., a company incorpolated ;n

r=evada rvith its principai address ar 45jü ivest Oai(ey ßivd. # i i i H, Las Vegas, liv 89 i02.

!xr'-rt'itor is z gro-.ider of r_'rline ant!9irac.. servi{es ör the nnt;^a li,rt'rre i44luslrJ. Befofe my

employmena with Excubitor, I held various positions at companies that developed software

technoiogies. I have approximately ten years ot' experience related to digital media and computer

2. I submit this declaration in support of Liberty M€dia Holdings, LLC'S Complaint

for Copyright Infringernent aod Plaintiffs Motion for Leave to Take Early Discovery. This

to testiry as to its truth and accuracy.
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3. At Excubitor. I am the head ofthe deDartment that canies out evidence collection

and provides litigation support services. I work closely with our research team to create credible

processes to scar filr, detect, and dooument copyright inliingement oonduoted ov the iltemet.

4. The Iatemel i ll vlrl collecrlrr rfi:t:::-r:nrer.r:d r.::r'r:'lrter.r r.d..m.xter

networks that communicate with each other. It allows hundreds ofmillions ofpeople around the

world to freely and easily exchange ideas and irformation. Unfortlrnately, the Intemet also has

aif<,r<iei qiy,riuniiies *,i wide idie ii]i.;-geinelil <1i c<lfry.igi1tali fiitlon li.iuaes. atice t

molion picture has been transformed into an unsecured digitai format, it can be further copied

a$d distributed a$ unlimited number oftirnes over the Interne.t, without sigrificarrt degradation in

I rr\ ruL! '{ 5ur,,u quaL,L),

5. To coDy and distribute coDl,r'ighted motion picturcs over the Intemet many

individuals use online media distribution systems or so-called *peer-to-peer" ("P2P") nefworks.

P2P networks, at least iD their most common torm, aae computer systems that enable lnternet

.,..^ r^ /l\ -"t,. lil." ri-^l',,1i.. -^,i^- ^i^'.,.-"r ",^.-.1^- ---h ,,"^. . ^^-^,.'-. -.,-il-r.l- r^.

copying by other users or peers; (2) search for files stored on other useß' computers; and (3)

transfer exact copies of files from one computer to another via the lntemet.

,; T;E ,'i.;'i;f ;, ri'i- arii,r,. i ii\E,1, \injid ij,,i\i;n!-. i i t r-Piai,riiii ' i. a

producer and distributor ofmotion pictures. On behalfof Plaintiff, we engaged in a specific

process utilizing Excubito.'s specially designed software technology to identify direct inlängers

LrrPjrrgrjt crru rrj(

exclusive distribution and licensins rishts for the motion picture, "Do*n on the Farm" (the

"Molion Picturc'')- Excubitor has documenled evidence ofthe udauthorized rcproduction and

distribution olthe Mbtion Picture witlrir thc Unitcd Statcs ot Amcrica, inciuding Califbrnia.

2
ULELAI<A I ION UI MA{- IE iiiNi'LLA S LIi,PUI( l INO ]G,SPONSt, I O MUIION IO Q{JASi'DISMISS
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EXPLÄNATION OF THE BITTORRENT PROTOCOL

7. Excubitor has licensed a proprieta.y technology that provides an ellective means

ol deteoting the unauthorized distribution olmovies and other conlent over P2P networks.

-^-:!^"'r.- ! ""^"4-. --l,-l;.' ;l-., ;^" ^f Cl-.

amongst the P2P networks-

8. Excubitor's present investigation for Plaintiff focuses on the unauthodzed

Li,jirri,üir({r r,i i|c ri(,irr!i irri!r<r,!cr ir'( örii({i'<|i '.I rxrnr,(iri. ö'ii(x{-,,i,'doc<r-.Fr'((l

file sharing protocol used for dist.ibuting and sharing data on the lntemet, including files

containing digital versions ofmotion Fictures, Rather than downloaditg a file frotn a single

'oiiici, ih. giiTrrii.ni pinhiii'i äiiäni üiais iojoin a _'r',iar,n," oi gio p of-hoits io do\inload

and upload ftom each olher simultaneously. The process works as follows:

9. First, users download a torr€nt file onto their computer. These torrent files do not

contain audio or visuai media, but instruct the user's tsifl orrent clrent where lo go and how to

lri- ^^-'-l-" " .,-i-,.- k--1" -^.1- Ln^\rm a. rhp C H 
^ 

- I

hash which is a unique identifier generated by a mathematical algorithm developed by the

National Security Agency. l his torrent file also contains a "roadmap" to the lnternet Protocol

i"i?"j aiidress.s oiDijsr üsi:rs \1,i11 are iiraring tl'e lrcdia iis ii<:',iiiieii iry iire ur'\ue ira:i' r';:'rir,

as well as specifics about the media file. The media file could be any large file. including a

digital motion picture or music file.

gLrrLrdrrJ rdL^r ur( <riIrr.) (, rrdr!tr rut

torrents, end-userc use search engines or other websites that contain indices oftorrent files to

locale lorrent files being made available by other BilTorrenl users.

ll. Scco d.,hu u5\'ropenstlrc rorr(Il l,lc \^rth a lrrl lorrcnl program. aiso inou n as a

Rir.r^n--r -^l;p.r_ "--li."fi^. ..hi-h ;" -"-"Ll- ^f,-".1i-- rl,-.^.A-ö- --"^4.Ä i. the lar.e'-lt

3
.UbCLAIGi luN Ul MALii, tiNI.ELA sliPPü(liNG i<nsPu^5r, I O MUtIUN iU QUASiiiiiSMiSS
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file. This client program, after reading the roadmap. connects "uploaders" ofthe file (i.e..

individuals that are distribuling the content) with "downloaders" oflhe file (i-e-, individuals that

are copying thc content). D uring this process, tlle B it I büent c lient reaches out to one or rnore

.,.-.!.e.." ,h? -.- ;,le^r:rie.r .- !r"- .^:rinr^ 1 ,-:rtu er ir rr trre-:r ..:n:r -^rliclticn :h:ll

records the lP addresses associated with usels who are currently sharing any number ofrnedia

liles identified by their unique hash values and then directs a BitTorrent user's computer to other

rq6 u in' irar c iirc t,afii riar tli< ca<ir u<i i. *.iin3 ",,i,,.,,n'J.
12. Each IP address identified by the tracker is an uploading user who is currently

run$itg a Bitlbrrent client on his o. her computer and who is cunently offering the desired

rruuu'r |rrru,r ',rL uosrrn,dur,ts ü5\ |

downloading the motion Dicture file without any further effort from the user. by communicating

with the BitTorrent client programs running on the uploading users' compute.s.

lJ. I he ilte cycle ola tile shared using Blflorrent begms wrthJust one llrcll\,ldual

't^ i-i,i.l ^-^^---,^. "^--,:--- ^-ll-r - -"- TL-:-iii-l ^.^^-^-'^.

intentionally elects to share a file with a torrent swarm. The original lile, in this case, contains

Plaintiff s entire copyrighted Motion Picture.

i.t. Cii,it illrnlirE s üftbe s'r1äiü g.finer1 r.' ii,e i.e€ii t$ d.Iirl$ad ii]e fii€. toi'€r.;i'

the download creates an exact digital copy ofPlaintilfs copy ghted Motion Picture on the

downloaders' comput€rs. As additional thieves request the same file, emh additional thiefjoins

,,( F i,,,(,,cL(JrLr f,,( L

swarm who has already downloaded any part ofthe file. Eventually. once the initial proDagator

has distributed each piece of1"he file 10 al ieast one other thief, so thsl logether the pieces

downloadcd by members ol the swarm compriscs thc whoie Motion Picturc when reassembied,

tLaiA[L{ i iUN U!. MA]-l E tiNKtLA SlPt,ult alNG ltSPOh-sE 1O MO i ioN 1O QuASrr'rlSMtSS

Case 3:11-cv-00575-MMA -NLS   Document 24-1    Filed 07/11/11   Page 4 of 10
Case 1:11-cv-01170-RBJ-KMT   Document 46-2   Filed 07/20/12   USDC Colorado   Page 4 of 10



I

2

,l

4

5

6

7

3

9

l0
11

I2

t3

14

l5

l6

I7

llt

t9

20

22

23

24

25

:li'

2'7

2a

the initial propagator may leave the swarm. and the remaininE! thieves can still obtain a full copy

ofthe Motion Picture by exchanging the pieces ofthe Motion Picture that each one has.

I5. I iles downloaded in this nethod are received in hundreds or even tl,ousands ol

;-,1i.,i,1,.-t ^:-^-" E-^L ^i-^- -^.

Moreoveq each piece that is downloaded is immediately thereafter made available for

distibution to other users seeking the same complete file. Thus, the eff€ct ofthis technology

eiäciivei,' arakes e'r.y .i<t'r.ti.ada r'ti iäe c.''dicrt äi.rr'ä.i riiodde. Thi: tßeans ihai ever,r ttsi.

who has a copy ofthe infringing material in a swam may also be a source for later downloaders

ofthat material.

r\ r,v,rur dLUrrts "r,L\Li. ,,,r'i! s,,! ,,r(,crJ

download files. without publishing and shadng files. are derisively called "leechers." Being a

leecher is not only a negative due to the pejorative terminology, but leechers are also punished

by the toüent swalm. lhe tsrflbüent protocol stalls the downioads ol leechers in an ellbrt to

arasen,e n.hv^rL c^aa, f^" il-- -^.- ^.^l:{i- ^^^-.i-L' :^f-:-^-- rL,." ,L- "L-.:-- ^f i'ii-" --

users rcceive them is inherent in BitTorrent's use.

17. This distributed nature of B it l onent leads to a rapid viral shadng of a file

lirnrivii$tli iiiE r,'iir\i,\r pLi, D\(15. A- rtnrr tr*i:i,'irr ii,< \\'iirlt;!E :\ia"lt. tilE i,EL)ucr}!\ ui

successful downloads also increases. Because ofthe nafure ofthe BitTorrent protocol, any seed

peer that has downloaded a file p.ior to the time that a subsequent peer downloads the same file

tr( ri,urcqu(,,, P(Lr. )u,v,,9 Ju,,d. ,,,5, g((, ,. v,,,,,,( a, ,J,( ,,,i,c

the subsequent D€er requests the file from the swam. Because ofthe nature ofthe collective

s\rarm, every infünger is - and by necessity all inftingers together äre - simuhaneously bolh

steating thc Fiaintitl.s copyrigirted mate.ial and .€dislributmg it.

trcLr\ll-^IlÜN uF MALrtiiiNi(rLA suptut(1,Nc 1{tSFoNst Io MoIloN Iü QuAsirutsMjss
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INVE STICATI}'E METHODLOGY

18. I arn responsible for identifying onlire piracy of motion pictures for Exoubitor,

rncludrng galheflne, er rJcnü< rl (rllrne pflacy to suppon PlärntrH { !opyritshr proteutiun

fllfcrc,.!!,.!11 glf.q{s

19. As the first step in identirying potential infringers ofthe Motion Picture,

Excubitor searched websites indexing tonent files lbr a file labeled witl the name of the Motion

liti c. ii,r,<a.u'r'i.i.,ü\ür,r,{ii;;caa.i.i<,ri,iLli.; kuh;i,r ü,,B,,idJ<i i;,cd'"ai.,i(,i i;i(

ftom the BitTonent network, viewed it, and confirmed that it was in fact an unauthorized copy of

the Motion Picture.

,,,,,,,,!,,,ii rulrj u, rrt(

Motion Picture. we then extractd the unique hash code assigned to the file. The hash code

associated with the particular copy ofthe Motion Picture at issue in this litigation is

A-iE6t65!2EjD6724{J{J45908f 64LU55ts66A0880ts8 (the "AiE Hash').
,) I I . ^.,l.i,^.'- "^A---- ,-^,.1r 'L-- -^ -r-.1 ..;,L ,1^--l^-,1i-^

and distributing the A3E Hash. Excubitor would investigate each peer connected with the A3E

Hash by downloading a portion ofthe tile liom the pee.'s computer. This download confirmed

iilai iie peer 1"as aciiveiJ iiiriribiri; E ihe fiie. llre gvidefice oftiri: iiot!11ioad is iieh sareij alld

documented and could be introduced into evidence as necessary.

22. From the downloaded file, we obtain the Intemet Protocol ("1P") address ofa user

,iui du.u,,,a,,L d,,J cr5P,a,)(u urr

the P2P networks, any user's IP address is .eadily identifiable from the packets ofdata b€ing

exchanged.

2a. We aiso coilected other publicly available inlbrmatron that is designed to heip

plai.ri+:a id-.rin, rh- i^f;.r-. 
^h^.-^rt-.il1;nac 

rwa,a^^zra;,n,l Ä^---^-r-A /.\1n-li--

,lcLAltA I iON Oi. tliALIe i)1N1(ILA SiJppoiti iNC ittsi'oNsE aü Ma'i iUN IU QUAsirDisMiss
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and date at which the file or a Dart ofthe file was distributed by the useri (b) the IP address

assigned to each user at the time ofinfringemen! and, irl some cases, (c) the video file's

metadata (digital data about the lile), such as titl€ and lile size. We then created evidence logs tbr

24. As part ofmy responsibilities at Excubitor, I have also been designated to confirm

that the digital audiovisual files downloaded by Excubitor are actual copies ofPlaintifls Motion

Pi"iur.. l.r"uh ii,,r , o,,i i(-,,ii,,!i.. i;r;,i;ä' ,i,(' ,r 'i ,ci-' .,,ici, ,r, iirc iahri. .,nii ,,,ei".i"i,

attached to th€ files themselves, but also confirms the copying through a visual comparison

between the dowloaded file and the Motion Picture.

15. I ha,i $.ii.h(d ri,\ :.1.)iioi lici-üii. ihi J.;nl.ia.!i.i ;li(. i,o,i bcin iäiciülij

reviewed and comDared by a visual comparison with the original Motion Picture. I confirmed

that they contain a substantial poftion ofthe Motion Picture identified in the Complaint.

26. As o I J anuary i I , 20 I I , Lxcu bitor rdentiäed at least 62 uniq ue Il' addresses

F-^--L.l- ,L-r -,-.- --^-^-,{ i- ,t -,.--,nL^-i,-,t l^--l^-J:-^ -^l ,li-';L,.'i^- ^f,L- ^ 
1r LI-<t'

on November 15,2010.

27. Plaintifl's Motion Picture continues to be made available for unlawfirl transfer

ard 'ii:iriiruii':,r usirrg iiL ßitTofl€rit fieilriirk. i,iiterrl hied;a and t:cüiii$r ..oüiij\ür i,u rnuij;iur

such unla\rful distribution and transfer of Plaintills motion pictures-

EXPEDITED DISCOVERY IS NEEDED

28. Obtaining the identity ofcopyright inliingers on an expedited basis is criiical to

r..r..,!r;s. .l'rhir ..!i.. rr:1 .r^i:i.. ! !: . . . - : r ; n : : . . . i ir l'.;n.. - .nr ^i rh.' \!^r;^n p;..h:r.'

Plaintiffdoes not have Defendants' names, addresses, e-mail addresses, or any other way to

identiry or locate Defbndants, other than the unique lP address assigned to each Defendant by

riEcLAriAliuN ui MALMliNKI.LA slrptol(llNG tüspoNs!, I o M()lloN Iu QijÄsltDtsMtss
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his/her internet Service Provider on the date and at the time ofthe Defendant's infrinsins

activity.

29. An IP address is a uniquc numerioal identifier that is automatically assigncd to a

,,cA. L. i,. l-,--a' c-^,;^- D.^,,i,1-. /-rcrr"r --^l. r:-- - ,,--- r^^" ^-r^ 'l'- --h, ^"1, r.--t ti^- -

subscrib€r logs on, he or she may be assigned a different IP add.ess unless the user obtains f.om

hiVher ISP a static IP address. ISPs are assigned certain blocks or ranges oflP addresses.

:0. 
^ii 

itiitiiiger'slP nJ.ll,css is .igrriritali i,c""u* ;i ;' a un;que ;Jentifier ihäi, :rioag

with the date and time of inliingement, specifically identifies a particular computer using the

Intemet. However, the IP address does not enabie us to ascertain with certainty the gxact

p,,)5,(d, ,ura,,ur' u, l,c tu,ll'ur!, 'rN ,lritgo \ rLr\ 'rr). rr u r)

trace the inliinger's access to the Intemet to a particular Internet Seryice Provid€r ("]SP") and. in

most instances, to a general geographic area.

31. Here. the lP addrcsses Lxcubitor identilied enabie us to determine which ISP was

,'".,1 t . .".h i^Li.... i^ ^.i- .^^-- D.,l'l:^|. -.,-:l-kr- r-'-

lntemet list the IP address Bnges assigned to various lSPs. We determined that the Doe

Defendants her€ were using those tSPs listed in Exhibit A to gain access to the lntemet and

disribuie and nrake avaiiabie icrr iiitriirutior' and ri_rDi;rF iir. ivii_li;oi, e;üiüte.

32. ISPS keep track ofthe IP addresses assigned to its subscribers at any given

moment and retain such "user logs" for a limited amount oftime. These user logs provide the

,,,,,,,'h!, \,urJ,,,,J ,v,'i,,",,,,8,,,sd(,,,,'J. , u,,,,c,. , r,5

have different policies pertaining to the lenerth of time they Dreserve their user logs. Despite

rcquesls to pieserve the infomalion, some [SPs keep the session dala oflheir subscribers'

actvilies for oniy iimited periods oftime - sometimes as iittle as weeks or even days - b€tilre

-.-.; -., rl-,1-i- 'l'-., ^^^r-i^

E

I)hcLAL{IiÜN lJi MALar, rlN(r.LA SUrPÜRa1NC RasrrONSE iaiMollON IoQUASrrt iSMlSs
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33. Once ISP's are provided with the IP address. plus the date and lime ofthe

infringirg activity, the ISPS can quickly and easily use their respective subsodb€r logs to identify

the name and address ofthe ISP subscriber who was assigned that lP addr€ss at that date and

I declare under penalty of perjury that the foregoing is hue and conect,

E-*,,"d.'-?l? i{

OlrüLAnArroN ot r'iA1-ra DiNK€LA suPFüRrjNG RESPijNSE rO MOIrON rO QUAST'DISMISS
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Certilicate of Service

I hereby c€rtiry that Plaintiff Liberty Media Holdings' the foregoing document was filed

FiFc'rßnrraiiv 'r\rnorh'sr n|n \r M i I i s\sFm,,n triv, rllll A .o^! $ e\ vtt vta ema!! !o

Counsel for Doe 51. As the identities of the remaining Defendants .!r€ unktown at this time,

Plaintiffis unable to serve them-

Dated: July 7, 201I Respectf,rlly submitted,

M"* J. R".d"-", SBN ,61535
Randazza L€gal Group
iüoiu Soulhem Hrghlands Pi(w) F i iu-454
Las Veq'ds. NV 89141
888-667-1I ll. 105437-7()62 tfax\

IO
DECLARAT]ON OF MALTE DINKELA SI,]PPORTING RESPONSE TO MOTION TO QUASI'DISMISS
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