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Charter Communications, Inc.
Legal Department
o . ¢ gt - ™ 12405 Powerscourt Dr.
hai i ar er St. Louis, MO 63131
' “Fax: 314-909:0609

~ IMPORTANT LEGAL NOTICE: PLEASE'RE@CAREFULLY

Jume 3,201 W

June 24, 2011 4:00 pm CT

Refeirences Used In This Notlce

o Court Case Liberty Media Holdmgs LLC (the “Plamtlft") v. Swarm Sharing Hash Fﬂe AE3 Does 1-38, ll-cv- e
10802 ST TR

Court: United States District Court for the Massachusetts

Copyrighted Work: Down on the Farm

identifying Information: Accountholder Name, Address(es), Telephone Number, Email Address(es) Modem

MAC Address

L ]

" Dear Siror Mad’ani’

Charter has received.a subpoena from attorneys for the Plaintiff seeking certain information about your Charter
‘mteruet .account (“Accuuut”) mcludmg the Identifying Information listed: above. The Court has issued: an orderr
compellmg Chatter to disclose this information relating to your Charter Account. Charter respects the pnvacy ‘of
its subscnbers, and. wﬂl dlsclose customer-information only to the extent requxred by law, as mdlcated in:
Charter’s privacy pohcy on www.charter.com. Because a court order authonzes the Plaintiffto obtain this
information, Charter mist dxsclose these records. unless you formally: OppOse ¢ dlsclosure in the Courl by { thc
objection deadime stated: above ‘Copies of the court order and subpoena are attached

b

Charter records '1nd1cate thm an IP address listed on an exhibit to the subpoenia was assigned toyour Abcount at
the given date ‘and tifme. Belaw:isa copy of the log: that associates the IP with your Account in this format: IP
Address — Modem MAC — .CPE MAC - IP Lease Start Time — IP Lease End Time.

97. 80 121.93 00: la €3:59: a5 de 00 25:64: 84 23 fl 2010-05-27 11; 59 03 2011-03-24 18: 55 19

‘I you file an apposition t, .the order you or your attorney should provide a copy of the objection you submitted
with the Couit to Chartér (attentxon Kelly Starkweather via facsimile at 314-909-0609) by the objection_ deadline
stated above so that Charter may withhold disclosure of your information. PLEASE CLEARLY INDICATE
IN YOUR.COPY TO CHARTER (1) THAT YOUR OBJECTION WAS E HE COURT AND FRT AND
(2) PROVIDE YOUR NAME AND ADDRESS OR A COPY OF THIS 1] " IF
OBJECTION TO THE.COURT IS ANONYMOUS. WITHOUT THIS INFORMATION CRARTER

CANNOT WITHHOLD DISCLOSURE OF YOUR INFORMATION.
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Questions regardmg your legal rights should be directed to the attorney of your chmce. If you or your attomey
has questions regarding the subpoena itself, you should contact the requestor directly. If you have any questions
regarding your Account, Charter’s policies or.this correspondence, you should review the attached FAQs or the
named accountholder may call Charter’s Security Department directly ; 866-228-0195. Please have this letter
in'hand if you call because you will be asked to conﬁrm information contained herein.

Smcerely,

Charter Commumcat:ons, Inc. :

Enclcsures
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Issued by the

UNITED STATES DISTRICT COURT
-EASTERN-- .~ = . . fDl’STRI'C“f“OF e i .. MISSOURIL
Libéﬂv"“ﬁéﬁi?!’:ﬂé'@'?ﬂsi, '-Lc DR SUBPOENA IN A CIVIL CASE

V.

SWARM SHARING HASH FILE AE3, Does 1-38 . Case Number:! 11-cv-10802. USDC,D.Mass

Keepar of the Reeords. Charter Commumeations. Inc.
Attni: Kelly Starkweathar ‘
12405 Powerscourt Orive
Saint Louis, MO 63131-3660
0O YOU ARECOMMANDED to appear in the United States District court at the place. date. and t:me speclf'ed be.low to
tesnfy in thc above case,

PLACE OF TEST! MONY ‘ C Ol IR '3()0&!

DATE AND TIME

D YOU ARE COMMANDED to: appear

1e place, date, and time specified below to testify at the taking ofadeposition
~in theabove case L A .

IfI.AC E OF DEPOSITICN

Amasbuty'_‘A. 913’ :

"L'.! YOU ARE COMMANDED to perm:l "

© nst maomcm:s NA AI)DRFSS WD puomr Nur»

ER

 Esg;
14 Cedar Street, Ste 224, Amasbury, MA 01913 {978)463-9100

1Sccﬂuh45 F«b.'ml klﬂcnm'('wil Proceduse, Subdivissons (c), (d). 2 (2). mnm wgﬂ o

!ifacticn is pa\dmg m'dlsmct aﬂwr lhan dnsu’m of issuance, smc distict undm' case gumber
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€
3

" PROOF OF SERVICE E
DATE " PLACE - -

SERVED

SFERVED ON (PRINT NAMEF). - - - MANNER OF SERVICE.

KeaporolthoRemonls : - .- s Facsimile & Ovemight Mall, pursuant to Charter
Record C S Communications policy to accept service

SERVED BY (PRINT NAME) THLE
Maggie Siithertand SRR Paralegal

DECLARATION.OF SERVER: -

I declare under penalty of perjury under the laws of the United States of America that the fgrégéingfi'h format
in the Proof of Service is truc and correct. T

Executed on

Rul 45, Fédwl.!i-,xl;mf Civil Protiedure. Subdivisions (). ;—di. and (c). as

4 PROVATION OF PUKSORS SUBILCT 10 SLHANAS.

nakae L 3

§ that i sffkeeent to enoble the demanding pany to coiteittioclaigs. . -
() nformdeion’is produoed in respions 10 @ subpocr that s ubgecy g0 o Claim of
i . jiivilege o of protection ik trixh-préparation material, the porson making!the clairm may oty
ythic triad s ke L SRR ) iy Pty thes receised the information of the claim and thix hawe for it. \er bemgs omified,
e } requizes disclomsrs of privileped ve other protécted manes and no exception ot 0 panty it prompily s, séqesster, oy degroy the specified i formation asid aay copics it
‘waiver applies; or: v ‘ T s nnd cngy tiok i8¢ i discloss the information eotil the claim i vesolved' A ropeiviog paty.
(ivy subjocts a person to undse burden rmay proseptly peesceit she information to the coart wnidef sesd fur 3 deterivination of the ctim
8 Ifa subpuena 18 che secen ing-parny disclosed the informmstion hefure being nouficd: imut ke reasooable
{i)vequires disch fatrads secret o7 otlicr conlidential h. develop ~aigps g retrieva it The perscn who moduced the infurmation st presenve the infarmuation

i¢ of an uniretsined export's opiniop or infoamation st et - N e

ibing spocifl 1 indispute ahd resulting from the cvpeit’s study made 1e) CONTEVPE. Failute ol 3ny person without adequare excusc to obey 3 sbpocnd served kpon

nat ot the request of any paity, 6F A that person muy be deemoed 3 comtesp of the court from which tho mbpoena isstied An

(i) roquires & persan who is noa o pasty of i officer ol pasty to incur subatantia) wedequire cause for fiture 1o aboy cxists whea o subpoena BETRONS 10 FERIIC & aonpany (o

expensa totravel miore than 100 stites to axcnd trial. the coun iy, to privect 3 persan subject anend'os produce 21 & place not-within the timits’ provided by claic 1it) Of subparaghiph
: (H3KA) .
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EXHIBIT A

Liberty Media Hala’mgs, LLCv. A3E Swarm and Does 1—38 11-cv-10802

The plaintiff, Liberty Medla Holdmgs LLC ¢ beerty”) seeks documents, mformanon ‘and.
subscriber records sufficient to identify certain John Does, based on the IP address and Hit Date
information listed in Table 1 below, including: ' s

W hWN -

Name
Present address and address as of the Hit Date
Telephone number
Email Address
Media Access Control (“MAC”) Address, and
The Internet Service Provider’s Terms of Ssrvme apphcahle to the subscnber
TABLE 1 -
IP Address |  HitDate(UTC). .. . ISP
‘ B AP Py . Chél"téf fL
68 112 244 132 : 17.11.2010 07:06:55 Cqmmuﬂications»
,97:@#.‘12}‘.93 o 2111 .291,0. 1;.4:}.99 Communlcatlons
71.88.111.96 7 07.1%2010 090837 c ommum cat: ons
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.- UNITED'STATES DISTRICT COURT
FOR THE:DISTR’ICT OF MASSACHUSETTS

LIBERTY MEDIA HOLDINGS, LLC,
Plaintiff,

VS.

| WY
SWARM SHARING HASH FILE Civil Action No. 11-cv-10802 4B

AE340D05601 29AFEES8D78CE07F2394C7B |
5BCOCO05; AND DOES 1 through 38, '

Defendan_;s.

IROBOSERLORDER GRANTING -~
PLAINTIFF'S EMERGENCY EX-PARTE MOTION FOR EARLY mscovmw

Upon cons1dcrat10n of plamtsz’s Emergency Mouon to Take Eaﬂy Dlscovery (D N2),
plaintiff’s ‘supporung memcrandum (D N. 3) and the Padewct Declaration (D N 4), plamtaﬁ’s
Motion is hereby GRANTFED; It }s.ﬁmhcr ORDERED.‘as follows.v

1. Plamtttfs may take. 1mmed1ate discovery of Comcast Cable, Charter Commumcanons

Verizon. lntemet Scrvtces and RCN Telecom Services, Inc., RCN Telecom Services of

New York LP (colle‘ctive:ly,. the “I.S;Ps”) 1o obtain the identity of each Doe dcfendam by

o servmg a Rule 45 rsubpoena:that seaks mformatmn sufﬁc:cnt to. 1dent1fy each Doe.

ress (present nd at the ume of mﬁmgement), telephone ‘

\cces: lControl (“MAC”) address -and therPs terms of

| scrvxce j:phcablc for each dcfendant

I

The ISPs are authorized, pursuant to the Cablc Privacy Act, 47 U.S.C. § 551{c}2)(B), to

comply with this subpoena, subject to the further conditions set forth in this Order.
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3. Plaintiffs may use the information obtained by &is Rule 45 subpoena solely for the
purpose of pfotectin'g-pl&i‘iatiffs""rights under iilé Cop&ffght Act.
4 Pla{ﬁﬁffs shall éttgch thc»C'ou;t’Di'reétcd Notice 'Regar:dirn.’g‘ Issuance bf Sﬁbpéena, a copy
 of which is attached to this Order, to its Rule 45 subpoena. “The Rulc 45 subpoena shall
instruct the ISPs to distribute a ¢opy of the Notice 1o cach Dée defendant within seven
days of servxce of the subpoena.
5. The ISPs shall not respond to the Rule 45 subpoena untu twenty one: days after ithas-sent
the Not:ce to each Doe defendant N o | .
- \6. vThc P{amtxff may serve addmonal limited dlscovery ona Dee defendant once 1dent1ﬁed )
: for the sole purpose of ascertammg whether the md|v1dual 1dent1ﬁed isa propet e

dcfcndant in Lhc case.

SO ORDERED
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APPENDIX A

COURT-DIRECTED NOTICE REGARDING ISSUANCE OF SUBPOENA

A subpoena has been issued directing your Internet Service Provider (“ISP™), to disclose your
name. Thé subpoena has been issued because you have been sued in"the United States District
Court for the District of Massachusetts in Boston, Massachusetts, as a “John Doe” by the movie -
studio Liberty Media Holdings, LLC. You have been sued for infringing copyrights on the
Internet by uploading and/or downloading the motion picture “Down on the Farm.” The movie
studio has ideiitified you only as'a “John Doe” and has served a subpoeria on your ISP to learn
your identity. This notice is intended to inform you of some ¢f your rights and options. -

' 'YOUR NAME HAS NOT YET BEEN DISCLOSED: YOUR NAME WILL:BE -
DISCLOSED IN 21 DAYS IF YOU DO NOT CHALLENGE THE SUBPOENA

Your name has

, not yet been disclosed. The'movie studio has given the Court enough information
aboiit: your alleged infringement to obtain a‘subpoens: to-identify: you; but the Court has not yet
decided whether you are liable for infringement. You can challenge the subpoena in Court. You -
have 21 days from the-date that this notice: is*ent to file :a motion to :quash -or-vacate the -
subpoena. If you file a motion to quash the subpoena, your identity will not be disclosed until the -
motion is resolved (and the companies cannot proceed against you amtil -you are identified). The
second page:Of this notice can assist you in locating an attorney, and lists other resources.to help -
you determine how to respond to the subpoena. If you do not file & totion to quash; at'the end of

the 21 day period, your ISP will send the movie studio plaintiff your identification information.

OTHER ISSUES REGARDING THE LAWSUIT AGAINST YOU *

To maintain ;g.‘:lawg\‘iii:'aggi"rist;-ygu;gin,;the District Court of Massachusetts, the movie studio must

' establish.jmfisﬁié}:ibﬁig{ovet you InMassachusetts If you do, not live or work in Massachusetts, or
visit the state guldrly, you may be able to challenge the Massachusetts court’s jurisdiction over
you. If your challenge is successful, the case in Massachusetts will be dismissed, but the movie

eto file against youin another state where there s furisdiction

ek to settleat the beginmig of a case will be offered more favorable settlement
. terms by studio. You may contact the movie studio’s representatives by phone at (978)
7463-9100, by fax at (978) 463-9109, or by email at libertylitigation@gmail.com.

You ‘may also wish to find your own lawyer (see resource list below) to help you evaluate
whether it is in your interest to try to reach a settlement or to defend against the lawsuit.

fesel. It is posible thet
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RESOURCE LIST

The organizations listed below provide guidance on how to find an attorney. If you live in or
near Massachusetts or Boston, the second and third listings below provide referrals for local
attorneys.

American Bar Association
hitp://apps.americanbar.org/legalservices/findlegalhelp/home.cfm

Mgssachusett’sBar,Ass_ociation
http://www.riiassbar.org '
Lawyer referral service-(617) 338-0610

'B'os_ton Bar Association
hitp://www.bostonbar.org v
Lawyer referral service-(617) 742-0625

The organizations listed below have appeared before other courts around the country in similar
lawsuits as “friends of the court” to attempt to protect what they believe to be the due process
and First Amendinent rights of Doe defendants. :

Electronic Frontier Foundation

454 Shotwell Street |
San Francisco, California 94110-1914
email: information@eff.org

Public Citizen

1600 20th Street; NW
Washington, DC 20000
phone: (202) 588-7721
email: litigation@citizen.org
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FREQUENTLY ASKED QUESTIONS

Q: Why did I receive this letter?

A: Charter received a subpoena related to the Court Case described below. As part of the subpoena, the Plaintiff sent
Charter a list of IP addresses that allegedly downloaded and/or distributed the Copyrighted Work on a specific date and
time. An IP address on that list was associated with your Charter internet account; your corresponding IP address log
was stated in the letter you received. Because of this association, Charter is required to disclose your Identifying:
Information pursuant to the subpoena and court order. The MAC address is a unique number assigned to your modem.

Q: What is this Court Case about?

A: The Plaintiff has filed a lawsuit alleging that certain persons have infringed their copyrights by downloading and/or
distributing the Copyrighted Work and has issued subpoenas to learn the identities of these persons. However, the
Plaintiff does not know the actual identities of these persons — it only knows the Internet Protocol address (“IP
address™) of the internet account associated with the alleged activity. Accordingly, the Plaintiff has filed this lawsuit
against anonymous “John Doe” defendants and has issued a subpoena pursnant to a court order:to determine the
identities of the anonymous Doe defendants. As described above, one of these subpoenas has been sent to Charter as
your internet service provider. If the Plaintiff receives your Identifying Information, you will likely be added as a
named defendant to the lawsuit.

Q: Am I being charged with a crime?
A: This notice relates solely to a civil lawsuit, not a criminal investigation.

Q: Can Charter give me legal advice and/or object to this subpoena on my behalf?

A: NO. This notice does not provide legal advice and Charter cannot advise you on what grounds exist, if any, to
object to this subpoena. If you would like legal advice you should consult your own attorney. You can seek legal
assistance from several sources, such as private attorneys, community legal aid organizations, bar association referral
services, legal clinics at universities, and advocacy groups specializing in making such objections.

Q: Has Charter disclosed my name and contact information to the Plaintiff yet?
A:NO. Your Identifying Information has not been disclosed yet. However, it will be disclosed unless you object to
the subpoena by following the steps outlined below before the objection deadline stated in the letter.

Q: What must I do if I do not want my Identifying Information disclosed to the Plaintiff?
A: If you do not want your information disclosed, you must object directly to the court identified in the order and
subpoena by the objection deadline stated in the letter. You must also notify Charter by sending a copy of this

objection to the attention of Kelly Starkweather via fax to 314-909-0609. Please clearly indicate in your.copy to

i ormatioti, the following steps fust be taken:
: i diréctly to the court before the‘objection'deadline.
You mi ‘harter and send a copy of this objection to the court before the objection deadline. This
copy.shi ent by fax to 314-909-0609 to the attention of Kelly Starkweather and must (1) clearly
indicate that your objection was made to the court and (2) provide your name and address or a copy of the
letter, even if your objection to the court is anonymous.
3. Remember that objections must be made to the court; objections made solely to Charter will not prevent the
disclosure of your Identifying Information.

t]

Q: What if I do nothing?
A: Charter is required to disclose your Identifying Information to the Plaintiff.





