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July 2, 2012 /
STATE OF ILLINOIS @7 / b7

IN THE CIRCUI'T COURT OF THE THIRD JUDICIAL CIRCUIT

MADISON COUNTY Ny,
(618) 296-4464
WWW.CO.MADISON.IL.US

CASE No. 2012 L 000927

DATE: July 02,2012

LIGHTSPEED MEDIA CORPORATION

PLAINTIFF
VS.

LUCAS SHASHEK

DEFENDANT

DEFENDANT: LUCAS SHASHEK

You are hereby summoned and required to file an answer in this case, or otherwise file your appearance, in the office of the Madison
County Circuit Clerk, within 30 days after service of this sununons, exclusive of the day of service. If you fail to do so, a judgment or
decree by default may be taken against you for the relief prayed in the complaint.

This summeons must be returiied by the officer or other person to whom it was given for service, with endorsement thereon of service
and fees, if any, immediately afier service. [f service cannot be made, this suminons shall be returned so endorsed.

This surnmons may not be served later than 30 days afier its date.

Witness: JUDY NELSON the Clerk of said Circuit Court and the seal thereof, at Edwardsville, Tilinois, this July 2,2012.
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(Plaintiff's attorney or plaintiff if he is not represented by an attotney)
PAUL DUFFY

PRENDA LAW INC

161 N CLARK ST STE 3200

CHICAGO {L 60601

Date of Service: , 20 .
(To be inserted by officer on the copy left with the defendant or other person)
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JUL 82 201

CLERK OF CIRCUIT COURT #6
THIRD JUDICIAL CIRCUIT
- MADISON COUNTY, ILLINOIS

IN THE CIRCUI'T COURT OF THE TITIRD JUDICIAL CIRCUIT
MADISON COUNTY, 1LLINOIS

LAW DIVISION
LIGHTSPERD MEDIA CORPORATION, ) ‘ Q /
Lo QL4927
Plaintifl, )
v. )
} Complalnt
LUCAS SHASHEK, )
} Jury Trial Demanded
Defendunt. %
______ J

Plaintifl Lightspeed Media Corporation, by and throngh its undersigned counsel, hereby

files this Complaint requesting damages and injunctive relief, and alleges as follows:
NATURE OV THE ACTION

I Plaintiff LIGBTSPEED MEDIA CORPORATION (“Plaintiff”) files this action
for computer fraud and abuse, conversion, unjust enrichment, breach of contract, and negligence,
Defendant LUCAS SHASHEK (“Defendant™) used one or more hacked uscrname/pusswords to
guin unauthorized aceess to Plaintifl"s Infernet wobsite und protected content and, upon
information and belief, continucs to do the same, Plaintilf secks a permancnt injunction,
statutory damages or actual damages, award of costs and altomeys® fees, and other relief,

THE PARTIES

2 Plaintifl is a corporation organized and cxisting under the laws of the State of
Arizona, with {ts principal place of business located in Arizona.

3, Defendant is an individual adult over the nge of eighteen whom, upon information
and belicl, is cwrently, and af all refevant times mentioncd herein, a resident of the County of

Madison,
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JURISDICTION AND VENUR

4, Pursuant to 735 ILCS 5/2-209, this Court has personal jurisdiction over Defendant
because Defendant resides in or committed the unlawful acts in Madison County, Ilinois.

5. Venue in this county is proper pursuant to 735 1LCS 5/2-101, because, upon
information and belief, Defendant residos in Madison County, Hlinois,

BACKGROUND

6. The Internel bas made nearly unlimited amounts of information and data readily
available 1o anyone who desires access to il, Some of this information und data is privale,
availabie only to those who have a Jawful access to it. Owners’ attempts lo prolect this private
content through the use of password authentication systems. Unfortunately, this safety device
does not ensure that content remains protecicd from unauthorized access,

7. Hacking is the acl of gaining access without tegul authorization t a computer or
computer system. This is normatly done through the usc of special computer programming
software that “eracks” the password. This password cracking software repeatedly allempts to
guess a password until the correct password is asceriained. The software can attempt a great
number of passwords in a short period of timo, sometimes even a million per second, making this
type ol solbware very efficient at obtaining o pussword. Individuals that utilize this type of
sofiware are called hackers.' Hackers cmploy various other means to gain unauthorized aceess

1o data stieh as iden(ifying information exploitable flaws in database codes.

:

* The wetmical definition of' u “hucker” is sctaudly nuich bronder and includes snyone who wodifies » computer
systein ta ncconplish & goul—whether authorized o5 not (very shinilar to a computer progrommer), A “cracker” is
the techuically cotrect definition o' somenne who geins unauthorized access to s computer. However, the comnon
poputer detinition of “hucking” is genersily understoud 1o be that of » "cracker.” Ity this document, any references to
“hacker” or "hacking” will refer to, vnd be indistinguishable from, the common definitions of “csacker™ or
Ceracking.”
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8. Once a password is obtained, the hacker has unanthorized access fo the protected
content as Jong as the password remaing valid. Sometimes a hacker will post the hacked
uscrname/password on a hacked uscrname/password website, making it available to the members
or visitors of that website. The posting hacker way cven charge individaals for use of the hacked
uscrname/password and make a profit off of the loss und harin he or she has caused to the
website owner or users. There are not necessarily any limits on how often or by how muny
people a password can be used, so a single hacked username/password can potentially altow
unauthorized access to significunt numbers of individuals,

FACTUAL ALLEGATIONS

9, Plainti{T is the owner and operator of an adult cuterlainment website. Plaintiff
invests significant capital in maintaining and opecating its website. Plaintiff makes the website
available only to those individuals who have been granted access to Plainliff’s website content
(i.e. paying members). ‘This access is given fo members of the Plaintiff's website who sign-up ‘
and pay a fee to aceess PluintiiT”s owned content, Access 1o this content is protected by #
password assigned to each individual member.

10, Purther, to prevent access to those who are not members of Plaintiff’s website,
Plaintiff employs the services of Proxigence, and its ProxyPuss security system. Proxylass,
aceording fo the Proxigence website, “is an Apache module that defends websites sgainst
members-area attucks and violutions... {and] customers rely on ProxyPass to prevent the theft of
protected content,, " (See btpi/hvww proxigence.con/pp-about.html, last checked on June 4,
2012.) Oninformation and belief, ProxyPass constitutes the industry standard for Internet

secwrity password protection.
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11, Oninformation and belief, sccurity systems such as ProxyPass are not infullible,
and can be successfully bypassed through the efforts of savvy huckers, allowing such hackers to
view the content that a client, like Plaintiff, attempts 10 protect,

12.  On information and belief, Defendant belongs o a hacﬁing conmmunity where
hacked usermame/passwords are passed back and forth among the members, Members in this
comnmity work together 10 ensure (hat the meinbers have access to normally inaccessible and
uninithorized sreus of the Intemet. ‘The series of ransactions in this case involved aceessing and
sharing hacked usermame/passwords over the Internet and using the hacked usermame/passwords
1o access Plaintilf®s website und private content, Defendunt participated with other hackers in
this community in order to disseminate the hacked username/password, and intentionaily acted to
access Plaintiff’s website and content through a hacked username/password.

13, Defendamt gained unauthorized access 1o Plaintiffs private website. He used
hacked usemame/posswords to gain unlawlul access to the member's sections of Plaintiff’s
websites, Through these hackedd vsernume/passwords Defendant consuned Plaintiff™s content as
though he was a paying member, Furlher, he downloaded Plaintiff’s private content and
disseminated that informunion 1o other unauthorized individuals,

14, Since Defendant accessed the website through # hacked username/passx?ord(s). he
would nat have been requived 1o provide any identifying personal information, such as his or her
Irue pame, address, telephone number or cinail address.

15, Plaintilf retnined Arcadia Data Scewrity Consultanis, LLC (“Arcadia”) to idemify
{P addresses associated with hackers that use hacked username/passwords and the Internet to

access Plaintiff's private website and content,
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16, Arcadia used forensic software named Trader Hacker and Intruder Bvidence
Finder 2.0 (TJLLEF.) to detect hacking, unauthorized access, and password sharing activity on
Plaintifs websites.

17. i addition to logging Defendant’s [P address, Arcadia’s software logged other

© jmportant information into a uniform database, such as the specific websites that were unlawfully
accessed and the files that were downloaded during that wnauthorized access,

18.  Once Defendant’s 1P address and dates and times of unlawlul access were
ascertained, Arcadia used publicly available reverse-lookup datubases on the Intemet (o
determine what ISP issued the 1P addresses identified by Arcudiu as those used (o perpetrate the
hacking,

19. Thfough a separate case arising in a difterent state, Plaintiff sought, and received,
a court order demanding that the various ISPs who issucd the hucking IP addresses divalge the
identifying personal information of those account holders associated with those 1P addresses.

20, Through this prior suit, Plaintiff was able to discover that Defendant’s 1P
address -24.207.181.55—was onc of the hacking IP addresses identified by Arcadia through the
proeess deseribed sbove,

21, Oninformation and belict, Defendant was assigned [P address 24.207.181.55
from Charter and was in control of it during all relevant times, including, but not limited to, on
September 25, 2011 at 03:33:00 (UTC), which was the date wid time that Defendant hacked
Plaintiff"s website and content per Arcadia’s observations,

COUNT { - COMPUTER FRAUD AND ABUSE
22, The allegations contained in the preceding paragraphs are hereby re-alleged as if

fully set forth herein,




Case 3:12-cv-00860-WDS-DGW Document 2-1  Filed 07/31/12 Page 7 of 14 Page ID #14

]

23, Onor nround September 25, 2011 at 03:33:00 (UTC), Defendant, using 1P
address 24.207.181.55, used u specifie private hacked username/password (“hacked
uscname/password”) o knowingly, and with intenl to defraud, gain unauthorized access to
Plaintiffs password-protected website and protected computer content deseribed above,

24, Defendant’s use of a hacked username/password o gain access to Plainliff’s
private content was based on an actual and/or implicit misrepresentation by Defendunt that this
hacked usermame/pissword actuatly awtborized Defendunt to access Plaintiff’s website and
content,

25, Defendant’s use of a hacked username/password to gain this access, however, was
clearly not autherized by Plaintiff,

26.  Defendant’s actions, as well as his identity, while using the hacked
username/password were concealed from Plaintiff by the manner described above,

27.  Once Defendant gained this access, on inlormution and belief, he downloaded
Plaintill™s private content nnd purposcfully disseminated that content to other unauthorized
individuals.

38, Defendant’s actions constitute a violation of the-Computer Fraud and Abuse Act,
18 U.S.C. § 1030, A private right ol action exists under the Act under 18 U,S.C, § 1030(g).

29, Defendaot has caused loss to Plaintiff in the form of uctun! damages, statutory
damages, and reputational injury, in excess of $35,000. Plainti suffered damayge through
Defendunt accessing, without authorization, Plaintifls websile and downloading for frec
Plaintill™s content, and passing this content onlo others. Normally, in the absence of this
violation, Plaintiff would charge a fee to Defendant, as well as the others, to access this privately

owned content. Defendant’s hacking and redistributing not only substantially devalued

6
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PlaindfT™s worl in snd of itself, but also gave hundreds, if not thousands, of other individuals the
ability to access such privatc content for no charge. As such, Plaintifl sustained damages
through the prevention of these sales, and devaluation of Plaintl{f's content,

COUNT I - CONVERSION

30.  ‘The allegations comained in the preceding puragraphs ave hereby re-nlleged as if
fully set Torth herein,

31, indoing the acts and deeds hercin ascribed to him, Defendant approprisied and
converled access 1o Plaintift®s member's only website to his own use and benelit in express
viofation of duties and obligations owed to Plaintiff,

32, Plaintiffhas the exclusive properly interest in access to the content countnined on
its members-only websites, and is solely permitied to ullow access lo and disscl‘;xinulc that
private comtent,

33, Plaintifl has an ubselute and unconditional right to the immediate possession of
the propesty as the owner of the websiles as issue,

34, Defendant wrongfully, intentionally, and without authorization gained access to
Plaintiff*s protected website and disseminated thut access information 1o other unauthorized
individnals, These actions nre inconsistent with Plaintif’s right of possession and resulted in
wrongful deprivition of Plainti(is propenty interest in its exclusive contents,

35, Pelendant knows, or has reason to know, that he does not have permission to
access the private and password-protected arcas of Plaintiff®s website,

36.  Asadirect and proximate resuit of the forgoing, Plaintiff sustuined damage in an
amount to be determined at trial, together with interest thereon.

i
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COUNT III - UNJUST ENRICHMENT

37.  The allegations contained in the preceding paragraphs arc hereby re-alleged as if
futly set forth herein,

38.  Defendant knowingly and unjustly received benefit and value by untawfully
accessing Plaintif’s members-only website and consuming and downloading Plaintiff’s content
without providing compensation for the services and content provided by Plaintiff.

39.  Defendnnt’s benelit was to the PlaintifCs detriment as Plaintiff will not be
compensated by Defendant or any other individual that was unlawfully provided Plainti{{’s
content by Defendant. Normally, Plaintiff would be compensated to usc ol its content.
Additionally, Defendant’s actions were to the Plaintiff*s detriment by increasing Plaintiff’s
bandwidth costs and causing Plaintiff reputational harm.

40,  Defendant continues o benefil from the uujﬁst benefit of Plaintiffs protected
content without paying fair vatue for it and this violates the fundamental principles of justice,
equity, and good conscience,

COUNT 1V - BREACH OF CONTRACT

41, Plaimtiff hereby incorporates by reference each and every allegation comtained in
the preceding paragraphs as if set {forth fully heyein.

42, Tolawfully access Plaintiff*s website, users must state that they agtee with the
following statement: “1have come to this website knowing il's {sic] contents and agree to view
sexually explicit muterial for my personal use, Viewing such material docs not knowingly violate
the community stundards of the area in which Tlive.” In return for this attestation, Plaintiff

allows individuals to access its website and its Internet content,
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43, Plaintiff, afier receiving this agreement, altowed Defendant to access ils website
andt content under the false pretenses that Defendant was in fact 4 paying consumer, and not
using 4 hucked userpame/password to access the site.

44.  Defendant viewed the above statement, agreed to it, but failed to perform his
obligations under the agreement.

45.  Defendant violuted and breached this user agrcement by using the matesial on
Plaintiffs protected website for more than just personal use by disseminating the material to
other unanthorized individuals,

46.  Defendant also violated and breached this user agreement by knowingly violating
the community standard whete he lives, because Defendant’s violations of the law are
presumably a violation of the conununity standards,

47, Asadirect and proximate result of such a breach, Plaintiff sustained extensive,
and currently incalculable, damage, to be determined at trial, together with interest thereon.

COUNT V - NEGLIENCE

48, Plaintif{ hereby incorporates by reference cach and overy allegation contained in
the preceding paragraphs as if set forth fully herein.

49, nthe alternative, Defendant accessed, or controlled access (o, the Internel
conncction used in performing the unauthorized hacking of Plaintiff's exclusive content,
proximately causing financial harm to Plaintiff,

50.  In the altemative, on information and belief, Defendant had a duty to securc his
{nternet connection. Defendunt breached that duty by failing to secure his Internet connection.

51.  Reasonable Inlernet users take steps to secure their Internet access accounts

preventing the use of such accounts for an illegal purpose, Defendant’s faiture to securc his

9
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Internct #eccss account, thereby allowing for its illegal use, constitutes a breach of the ordinary
cure that a reasonable Internet account holder would do under like circumstances.

52, In the aliernative, Defendant secured his conneetion, but permitted an unknown
third party to use his Internet connection to hack into, und disseminate, Plaintiff’s content.
Defendant knew, or should have known, that this unidentificd individual used Defendant’s
Internet connection for the wlorementioned illegal sctlvities. Defendant declined to monitor the
unidentificd thivd-party hackes's use of his computer Internet conncetion, demonstrating further
negligence.

53, Inthe alternative, Defendant knew of, and allowed for, the unidentified third party
infringer’s use of his Internet connection for illogal purposes and thus was complicit in the
uuidgmiﬁcd third party’s sctions,

54, Upon information und belief, Plaintiff slleges that Defendant’s failure to scoure
his Internet access account divectly allowed for the hacking and sharing of Plaintif’s content
through Defendant’s Internet connection, and interfered with Plaintiff's exclusive rights and
privacy in PlaintifCs exclusive content, which, from there, was shared with numerous others.

$5.  Upon information and belicf, Plaintiff alleges that Defendant knew, or should
have known of, the unidentified third party’s infringing actions, and, despite this, Defendant
directly, or indirectly, allowed for the hacking Plaintif”s website and content through
Defendant’s Internet connection, and interfored with Plaintiff's exclusive rights.

56. By vire of his unsecured access, Defendant negligently allowed the usc of his
internet access account to perform the above-deseribed unlawful actions that caused divect hurm

to Plaintiff.

Page ID #18
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57, Mad Defendant taken reasonable care in securing access to this Internet
connection, or monitoring the unidenlified third-party individual’s use of his Intemet conncetion,
such hacking as those described above would not have vccurred by the use of Defendant’s
Imernct access gccount.

58.  Defendant’s actions altow others to untawfully copy and share Plalntiff’s private
website content, proximately causing Goancial harim (o Plaintiff and unlawlully interfering with
Plaintifl*s exclusive rights,

JURY DEMARND
59, Plaintiff hereby demands a jury trial in this case.
PRAYER FOR RELIER
WHEREFORE, Plaintiff respectfutly prays judgment and reliel against defendant ns follows:

)] Judgment against Delendant that he has: a) commitled computer fraud and abuse
against Plaintiff pmisuant to {8 U.S.C, § 1030(g); b) converted Pluintiff’s
protected content; ©) become unjustly enriched at the expense of Plaintiff d)
breached the contractual agreement he had with Plaintiff; and, aliernatively, e)
Defendant was negligent in his allowance of this hacking to oceur via his Internet
access connection;

2) Judgment in favor of the Plaintiff against the Defendants for actual damages or
statutory damages pursuant {o 18 US.C. § 1030(g) and common faw, at the
clection of Plaintiff, in an amownt in cxcess of $100,000 to be asceriained av trial;

3) Order of impoundment under 17 U.S.C. §§ 503 & 509(u} impounding all copies
of Plaintiff’s audiovisual works, photographs or other malerials, which arc In

Defendant’s possession or under his control;
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4) Judgment in favor of Plaintiff ugainst the Defendants awarding e Plaintff

attorneys® fees, litigatlon expenses (Including fees and costs of expert witnesses),

and other costs of this action; and

5) Judgment in favor of the Plalntiff against Defendant, awarding DPluintiff

declaratory and injunctive ot other equitable relief us may be just and warranied

under the circumstances.

DATED: June 27,2012

By:

‘ Respectfully submitted,

LIGHTSPEED MEDIA COBPORATION

4

Daul Dufty, Bsq. (Bar No, 6210496)
Prenda Law Ine,

161 N. Clask St. Suite 3200
Chicago, 1L 60604

Telephone: (312) 880-9160
TFacsimite: (312) 893-5677

B-mail: paduffy@wefightpiracy.com

Attorney for Plaintiff

i2
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July 2, 2012
IN THE CIRCUIT COURT

FOR THE THIRD JUDICIAL CIRCUIT
MADISON COUNTY, ILLINOIS

CASE NUMBER: 2012 L 000927

LIGHTSPEED MEDIA CORPORATION

Plaintiff{s) £
Vs, JUL 02 212
CLERK OF CIRCUIT COURT #6
LUCAS SHASHEK THIRD JUDICIAL CIRCUITY
MADKON COUNYY, ILUNOIS
Defendant(s)

ASSIGNMENT ORDER

The above case is hereby assigned to the Honorable ANN CALLIS for setting and disposition,

Clerk (o send copies of this Order to the attorneys of record and any pro se party.

DATE: July 02, 2012

s/Ann Callis
Chief Judge




